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1 INTRODUCTION

1.1 About the Probe

1.1.1 Probe - Overview

The VB2xx series of probes consists of the VB220 rack-mount IP probe and the VB220-DMG
DMG3200 chassis 1RU/4RU IP probe. The VB220 can be bundled with a range of interface modules
for monitoring of signals as found in cable (QAM), satellite (DVB-S/S2) and terrestrial (DVB-
T/T2/8VSB). The feature set and capabilities of the VB220 and the VB220-DMG are otherwise
identical.

The VB2xx series of probes enables full confidence monitoring of one Ethernet input (electrical
or optical) in addition to optional contents check of one electrical ASI transport stream input. It
provides detailed IP packet monitoring of up to 260 IP multicasts.

The OTT software option is available on the VB220 and VB220-DMG and enables monitoring of up
to 50 adaptive bitrate channels in steps of 10 depending on license activated. Supported streaming
formats include Apple™ HLS, Microsoft ™ Smoothstream, RTMP, MPEG DASH, Adobe™ HDS
and Nullsoft SHOUTcast™.

NE—
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’e}e/"e ””’e ”Aej””e ’/

ooooooooo
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The ETR 290 software option performs extended ETSI TR 101 290 analysis, enabling detailed
transport stream monitoring, including verification of PSI/SI and bitrate monitoring for individual
services and service components.

A built-in web server in the probe allows remote signal monitoring using a standard web browser.
This can be managed either through a separate Ethernet network, or by using the regular video/data
network — both IPv4 and IPv6 are supported on the management interface.
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The probe can also be managed via the VideoBRIDGE Controller — a centralized server management
solution. The VBC adds management features like alarm aggregation and report functionality as

well as centralized access and user roles.

The VB220 probe is a module housed in a 1 RU chassis. Three probe modules may be installed in

one chassis, thus tripling the monitoring capacity.

1.1.2 Probe - Features

The main differences between the VB220 and the VB220-DMG probes are summarized in the

following table:

VB220 VB220-DMG
RF/ASI inputs Up to 4 RF inputs by adding inter- No
face modules in chassis,
QAM/8VSB: VB262
DVB-S/S2: VB272
DVB-T/T2: VB252
ASI: VB242
1PPS front panel Yes No
connector
Number of 1P/ 260
Ethernet multicast/
unicast streams
Full Service Yes
Monitoring (FSM)
IGMP logging Yes
Ethernet Traffic Yes
analysis
T2MI analysis and Requires T2MI-OPT
monitoring
ETR analysis No No
(Requires ETR290-OPT, can be (Requires ETR290-OPT, can be li-
licensed with up to 50 parallel censed with up to 50 ETR290 En-
ETR290 Engines for Ethernet and gines for Ethernet.)
one Engine for ASI. Each addi-
tional RF interfaces get their own
ETR Engine.)
OTT monitoring Up to 50 channels in steps of 10 per license. Requires OTT-ENG-OPT.

and analysis

VB2xx GigE User’s Manual version 5.5 11



SCTE 35 Requires SCTE 35-OPT and at least one ETR 290 engine
monitoring and
analysis

The illustrations and GUI screenshots used in this User’s Manual will refer to VB220. They are
equally valid also for the VB220-DMG.

In subsequent text the word probe is used as a generic reference to VB220 and VB220-DMG.

1.1.3 Probe - Functionality

An IP-based network is fully transparent with respect to signal contents quality, provided that the
IP packets arrive, and provided that they arrive in time. The Probe therefore uses the patented
MediaWindow to allow monitoring at-a-glance of packet loss and errors in inter-packet arrival time.
This way the operator can conveniently ensure correct signal quality at [P-level.

The advanced Ethernet protocol analysis tool automatically detects all protocols carried over Ethernet
past the port the Probe is connected to, and it displays statistics like percentage utilization of the
interface and percentage of the different transported protocols. This gives the Probe a real-time
sniffer capability.

The Probe allows the user to define a Return Data Path (RDP), using the regular video/data network
or the management network to return a stream. A faulty signal can then be further analyzed at the
studio premises, when necessary.

The recording functionality allows the user to record a stream, either triggered manually by the user
or triggered by a user defined alarm.

12 VB2xx GigE User’s Manual version 5.5
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Full Service Monitoring (FSM) checks that vital system components like CA-servers are active.

Optional Ethernet TR 290 monitoring allows the operator to check parameters like transport stream
sync and PSI/SI standards conformity. This option also performs further PSI/SI analysis, making it
possible to view PSI/SI contents. PID and service bitrates are also continuously measured.

Optional OTT monitoring allows the operator to set up active testing of Over-the-top type signals
as found in adaptive bitrate streaming architectures. Formats supported include Apple ™ HLS,
Microsoft ™ Smoothstream, RTMP, MPEG DASH, Adobe ™ HDS and Nullsoft SHOUT cast™,

The Probe can be expanded through license options to monitor the T2MI protocol layer as found in
DVB-T2 networks.

The Probe can also be licensed with an SCTE 35 option that allows monitoring and logging of splice
time codes embedded in the transport streams.

1.2 How to Use This Manual
This User’s Manual is valid for software version 5.5 of the VB220 and VB220-DMG Probe.

Throughout this manual the term stream is often used rather than unicast or multicast. One stream
may consist of one or more services, and refers to one IP uni- or multicast (for Ethernet input) or
one transport stream (ASI, COFDM, QAM/VSB or QPSK/DVB-S2).

Chapter 2 PRINCIPLE OF OPERATION provides a simplified block-diagram overview of the
probe.
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Chapter 3 SAFETY lists safety precautions, and this chapter should be read prior to equipment
installation.

Chapter 4 INSTALLATION AND INITIAL SETUP explains how to install the equipment in a rack,
and also how to perform the necessary initial configuration of the Probe management IP address. A
step-by-step quick installation guide is found in section 4.1.

Chapter 5 QUICK SETUP GUIDE contains a quick setup guide; a step-by-step description of how
to setup the Probe once the initial setup has been performed.

Chapter 6 THE PROBE GRAPHICAL USER INTERFACE describes the graphical user interface
(GUI) as seen when pointing a web browser to the Probe’s IP address.

A Appendix: VB220 Versus VBC Alarms describes the alarm handling in the Probe versus the
VideoBRIDGE Controller.

B Appendix: Monitoring Practices explains some useful monitoring practices.
C Appendix: OTT Profile Health explains the OTT profile health bar and timeline.
D Appendix: On-line License Verification outlines the on-line license verification procedure.

E Appendix: Software Maintenance briefly describes software maintenance licenses and how they
are used.

F Appendix: Software Upload explains how to upgrade the software on the Probe.

G Appendix: Restoring probe factory defaults details how to reset the Probe to factory default
settings.

Note that current version of the User’s Manual can be obtained from Sencore ProCare support by
emailing procare @sencore.com.
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2 PRINCIPLE OF OPERATION

The probe module is equipped with two RJ45 Ethernet ports and one SFP optical port. The user
selects which transport stream signal input to be used by the monitoring engine, either the Ethernet
video/data port or the SFP optical input. Management of the probe is conducted via the Ethernet
management port or alternatively in-band via the video/data ports.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

RJ45 Video/Data *

SFP Video/Data *

ASI Input Monitoring Engine

l—

ASI Output

!
T
|
1
I
|
|
|
|
|

Optiohal Demodulator Input(s)

*  Optional license enables simultaneous
use of RJ45 and SFP monitoring inputs

Figure 2.1: The VB220 Module — Principle of Operation

A simplified diagram of the alarm handling mechanisms of the Probe is shown in figure 2.2. The input
signals are continuously analyzed, and measured data are checked against user defined threshold
values. If the data do not comply with the threshold values alarms will be generated. The overall
alarm settings further make it possible to enable and disable alarms, thus defining which alarms
should be reported in the Probe alarm list and sent as SNMP traps to an external management
system.
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Figure 2.2: Simplified Diagram of the Alarm Handling in the Probe
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SAFETY

Read the installation instructions before connecting the chassis unit to the power source. Do
not install the chassis unit with power on.

The chassis or the portable unit is intended for installation in restricted access areas. A re-
stricted access area can be accessed only through the use of a special tool, lock and key, or
other means of security.

Blank face plates and cover panels serve three important functions: they prevent exposure to
hazardous voltages and currents inside the chassis, they provide electromagnetic interference
shielding and they direct the flow of cooling air through the chassis. Do not operate the chassis
unit unless all modules, face plates, front covers and rear covers are in place.

Only trained and qualified personnel should be allowed to install, replace or service this equip-
ment.

This equipment must be installed and maintained by service personnel as defined by AS/NZS
3260. Incorrectly connecting this equipment to a general-purpose outlet could be hazardous.

If SFP modules are used ensure proper precautions are taken to protect eyes against harmful
infrared radiation. Do not look straight into the SFP module or fibers connected to the SFP
module. The SFP modules employed are certified in Laser Class 1.

Ultimate disposal of this product should be handled according to all national laws and regu-
lations.

To prevent the system from overheating, do not operate it in an area that exceeds the maxi-
mum ambient temperature of 45 degrees Celsius.

Do not work on the system or connect or disconnect cables during periods of lightning activity.

The chassis or the portable unit requires short-circuit (overcurrent) protection. Ensure that
the protective device is rated not greater than 120 VAC, 15 A; 240 VAC, 16 A; 60 VDC, 20 A.
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4 INSTALLATION AND INITIAL SETUP

4.1 Quick Installation Guide
1. Read the safety instructions, refer to chapter 3
Install the unit in a 19 inch rack for rack mount probes, refer to section 4.8
Connect the signal cables, refer to section 4.7.1
Power up the unit, refer to section 4.9

Perform initial set-up of IP addresses, refer to section 4.10

A

Verify that the GUI launches correctly, refer to section 4.10.3

4.2 The Enhanced Chassis (VB300)

The 1RU Enhanced Chassis can house a maximum of 3 modules, and it is equipped with two
100-240V AC 75W power supplies. The unit is forced air ventilated, the air flow going from front
to back. The maximum power consumption of the chassis with optional modules is 75W. By default
all connectors are located at the front of the unit. The power plugs are located at the rear of the unit.
The rack ears of the chassis may be moved to provide for mid or rear mounting of the unit. The rack
ears are designed to support the weight of the unit.

g

Figure 4.1: The Enhanced Chassis with probe boards installed

4.2.1 Dual Power Supply

The Enhanced Chassis (VB300) is delivered with two 100240V AC / 75W power supplies, providing
power redundancy. Each VB300 unit consists of a 1RU chassis with 3 option slots. In normal
operation load is shared between the two power supplies. If mains fall-out occurs for one of the
power sources or one of the power supplies fails, the power supply still in operation will take the
full load, seamlessly. This means that monitoring operation will not be affected if one of the power
sources fails.
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4.2.2 Cooling System

The chassis is equipped with six long-life fans that suck in air from front of the chassis. The
air exits at the back of the unit. The fans are temperature controlled, allowing them to run at an
optimum speed. Venting holes at the sides of the chassis provide an optional air intake, ensuring
good aerodynamic properties of the cooling air flow. It is recommended, but not essential, that these
venting holes are not covered.

4.3 The Enhanced Chassis -48V DC version (VB300-DC)

The 1RU Enhanced Chassis can house a maximum of 3 modules, and it is equipped with two —48V
DC 75W power supplies. The unit is forced air ventilated, the air flow going from front to back.
The maximum power consumption of the chassis with optional modules is 75W. By default all
connectors are located at the front of the unit. The power plugs are located at the rear of the unit.
The rack ears of the chassis may be moved to provide for mid or rear mounting of the unit. The rack
ears are designed to support the weight of the unit.

4.3.1 Dual Power Supply

Figure 4.2: VB300-DC rear: two —48V DC connectors located on the the right

The Enhanced Chassis (VB300-DC) is delivered with two —48V DC / 75W power supplies, providing
power redundancy. Each VB300-DC unit consists of a IRU chassis with 3 option slots. In normal
operation load is shared between the two power supplies. If mains fall-out occurs for one of the
power sources or one of the power supplies fails, the power supply still in operation will take the
full load, seamlessly. This means that monitoring operation will not be affected if one of the power
sources fails.

4.3.2 Cooling System

The chassis is equipped with six long-life fans that suck in air from front of the chassis. The
air exits at the back of the unit. The fans are temperature controlled, allowing them to run at an
optimum speed. Venting holes at the sides of the chassis provide an optional air intake, ensuring
good aerodynamic properties of the cooling air flow. It is recommended, but not essential, that these
venting holes are not covered.
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4.3.3 VB300-DC Power Supply

The VB300-DC unit is equipped with two —48V DC / 50W power inlet connectors. The power plug
is a male 3-PIN D-sub(15) connector. Matching female plugs are supplied with the VB300-DC unit.
This plug should be soldered to the power cable in accordance with the drawing in figure 4.4.

Figure 4.3: The VB200-DC Power connector on the chassis

|- A3 -Gnd
| . A2 -Minus

Figure 4.4: Soldering the Female 3-PIN D-sub(15) Connector to the Power Cable

4.4 Serial Number Location

The serial number of the Enhanced Chassis is located at the rear of the unit. The serial numbers
of the individual optional modules are located on the components side of the modules. All serial
numbers can also be found on the shipping box.

All modules except the demodulator interface modules have a serial number that is available via the
web GUI under About License.
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4.5 The VB200/VB200-DC Hardware (VB220)

In the cases where redundant power supplies are not required the VB200 and VB200-DC chassis
options are suitable.

Each VB200 or VB200-DC unit consists of a 1RU chassis with 3 option slots. The unit can be
equipped with either a 100-240V AC power supply (VB200) or a =48V DC power supply (VB200-
DC). The unit is forced air ventilated, the air flow going from left to right as seen from the connector
side of the unit. The maximum power consumption of the chassis with optional modules is SOW. By
default all connectors and the power plug are located at the front of the unit. However the rack ears
of the chassis may be moved to provide for rear mounting of the unit. The rack ears are designed to
support the weight of the unit.

4.5.1 Cooling System

=5

Figure 4.5: The VB200 Unit with probe boards installed — Direction of Air Flow

The chassis is equipped with three fans that suck in air from the left-hand side of the chassis as seen
in figure 4.5. The air exits on the right-hand side.

4.5.2 VB200 Power Supply
The VB200 unit is equipped with a 100240V AC / 50W power supply.

4.5.3 VB200-DC Power Supply

The VB200-DC unit is equipped with a =48V DC / 50W power supply. The power plug is a male
3-PIN D-sub(15) Connector. A matching female plug is supplied with the VB200-DC unit. This
plug should be soldered to the power cable in accordance with the drawing in figure 4.7.
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Figure 4.6: The VB200-DC Power Plug

|- ———— A3 - Gnd
| A2 - Minus
- ———-A1 - Plus

Figure 4.7: Soldering the Female 3-PIN D-sub(15) Connector to the Power Cable

4.5.4 Serial Number Location

The serial number of the VB200/VB200-DC unit is located at the rear of the unit. The serial numbers
of the individual optional modules are located on the components side of the modules. All serial
numbers can also be found on the shipping box.

The serial number of the VB220 probe is also available via the web GUI under About License.
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4.6 DMG3200 chassis (VB220-DMG)

Figure 4.8: The VB220-DMG probe

The VB220-DMG is available to order for use in DMG?3200 4RU and 1RU chassis.

4.6.1 Interfaces
Both DMG3200 chassis versions of VB220 support all the same Ethernet traffic monitoring features

as the standard VB220. Note the following differences from standard VB220:
* VB220-DMG has no ASI input/pass-through

* VB220-DMG has no 1PPS front panel connector

4.6.2 Additional notes

It is recommended to use one VB220-DMG blade per chassis. 4RU or 1RU versions can be specified
when ordering.

Note: Do not install the VB220-DMG in slot 17 of the 4RU DMG?3200 chassis, as it is reserved
for other uses.

4.6.3 Serial number location

The serial number of the VB220-DMG unit is stated at the production sticker located top left on the
circuit card. Below the barcode on the sticker the serial number is in the format 1234567 (serial
number) DDMMY'Y (production date). The serial number of the VB220-DMG is also available via
the web GUI under About License, and all serial numbers can also be found on the shipping box.
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4.7 The Hardware Modules and Connectors (VB220)
4.7.1 The Probe Module

6 sencore o e wow  1GBEIP
VB220
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The Probe module is equipped with the following connectors:

USB: USB serial port emulator for initial set-up of the probe — Type A
1PPS: 1PPS reference clock input — 50 ohm BNC female
ASI'IN: ASI transport stream input — 75 ohm HD-BNC female
ASI OUT: ASI transport stream output — 75 ohm HD-BNC female
10/100/1000T: For monitoring a 10/100/1000 Mbit/s electrical/copper signal — RJ-45. The

(eth0) probe can only monitor either the SFP input signal OR the 10/100/1000T
input signal (selected from software), unless licensed to use both inputs.

MANAGEMENT: For management of the probe on a separate network — RJ-45. This interface
(ethl) supports 10/100/1000T.

SFP: For monitoring a 1000 Mbit/s signal with a small form-factor pluggable —
(eth2) SFP. Used when connecting to optical networks.

The coloring of LEDs serve the following purposes:

POWER: Green indicates power.
ASI: Green indicates ASI sync.
SFP LINK: Green indicates that SFP link is up and operational.

SFP ACT: Green indicates that the SFP is receiving a signal. Blinking indicates a
problem with auto-negotiation; if SFP LINK is dark, check cables and SFP
types.

10/100/1000T: Green indicates link. Yellow indicates that the interface is receiving data
(RX). Both LEDs are off if input is taken from the SFP module.
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MANAGEMENT: Green indicates link with 1000 Mbit/s speed. Yellow indicates link with
100 Mbit/s speed. Otherwise the speed is 10Mbit/s.

4.7.2 The VB242 ASI Input Module (VB220 option)
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The VB242 module is equipped with the following connectors:

ASI'1-6: ASI transport stream input — 75 ohm BNC female

For each ASI input an associated LED indicates current status:

GREEN: The associated ASI input is currently being monitored and there is ASI sync

RED: The associated ASI input is currently being monitored and there is not ASI sync

ORANGE: The associated ASI input is not currently being monitored

The VB242 module operates by default in continuous mode where the connectors ASI1 and ASI2
are transmitted across the backplane of the chassis to the probe module for continuous analysis.

Alternatively the VB242 module can be configured through the web GUI to operate in round-robin
mode where the inputs ASI1 through to ASI6 are brought across the backplane one at a time for
further analysis.
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4.7.3 The VB252 COFDM Dual Demodulator Module (VB220 option)
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The VB252 COFDM demodulator is an optional input interface module. It supports DVB-T and
DVB-T2. It has two RF inputs; one or two of these are enabled according to probe licensing.

The connectors are:

RF IN: RF input — 75 ohm F-connector
1PPS IN: 1PPS reference clock input — 50 ohm BNC female
GPI: Alarm relay output — 9 PIN D-sub male

An LED indicates whether the demodulator locks to the incoming RF signal or not.

You can optionally use the 1PPS input on the controlling VB220 probe instead of on the COFDM
module.

4.7.4 The VB262 Dual QAM/8VSB Demodulator Module (VB220 option)

& sencore
VB262

The VB262 QAM/8VSB demodulator is an optional input interface module. It has two RF inputs;
one or two of these are enabled according to probe licensing.

The connectors are:
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QAM/VSB 1: RF input — 75 ohm F-connector
QAM/VSB 2: RF input — 75 ohm F-connector
GPI: Alarm relay output — 9 PIN D-sub male

Two LEDs indicate whether the demodulators lock to the incoming RF signals or not.

4.7.5 The VB272 Dual DVB-S/S2 Demodulator Module (VB220 option)

6 sencore DVB-S/52
VB272
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The VB272 DVB-S/S2 Demodulator is an optional input interface module capable of receiving
DVB-S (QPSK) and DVB-S2 (8PSK, 16 APSK, 32APSK) signals. The module has two RF inputs.
The second input can be activated through a software option key.

The connectors are:

DVB-S/S21: RF L-band input with DiSEqC 1.2 — 75 ohm F-connector
DVB-S/S2 2: RF L-band input with DiSEqC 1.2 — 75 ohm F-connector
GPI: Alarm relay output — 9 PIN D-sub male

Two LEDs indicate whether the demodulators lock to the incoming RF signals or not.

4.7.6 The VB273 DVB-S/S2 Redundancy switch (VB220 option)

Redundancy
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The VB273 DVB-S/S2 satellite IF redundancy switch is an input module capable of automatically
switching between two IF input signals for redundancy purposes. It is meant to be paired with a
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Figure 4.9: Block diagram

VB272-SMA DVB-S/S2 input module described in an earlier section. The VB273 module has two
75 Ohm BNC IF inputs; one 75 Ohm BNC IF output and two 50 Ohm SMA RF outputs.

The module contains two built-in up-converters to L-band for monitoring purposes. The L-band
signal versions of the input IF signals are available on the two 50 ohm SMA connectors marked RF
OUT 1 and RF OUT 2. These signals are permanently connected via supplied loop cables to the
neighboring VB272 Satellite input module.

Chassis setup:

A VB220 (Controller card) must be in the leftmost slot in the chassis, the VB272-SMA must be
placed in the middle slot and the 273 blade in the slot to the right. The RF out 1 and RF out 2 should
be connected to their corresponding connector on the VB272 blade.

The VB273 is built with high reliability and redundancy in mind. The switching operation is
performed by robust bistable relays. This means that if the power should disappear from the chassis
or even if the VB273 module is pulled out of the chassis the signal path remains in its latched
position.
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The module is remote controllable via the GUI and in addition there is a button interface consisting
of 3 push buttons for manual override, this is further explained in chapter 6.16.

LED indicators clearly show the current path of the IF signal as well as the operating mode of the
module.

The connectors are:

IF in 1: 75 ohm female BNC for 70 MHz IF signals as found in satellite uplink scenarios.
First input terminal. The input signal level should lie in the range —15 dBm to 0 dBm
in order to guarantee a correct level on the up-converted RF out 1 terminal

IF in 2: 75 ohm female BNC for 70 MHz IF signals as found in satellite uplink scenarios.
Second input terminal. The input signal level should lie in the range —15 dBm to 0
dBm in order to guarantee a correct level on the up-converted RF out 2 terminal

IF out: 75 ohm female BNC carrying either the IF-1 signal or the IF-2 signal depending on
redundancy switch state. The insertion loss through the relay is just below 1 dB.

RF out 1: 50 ohm SMA female RF L-band output version of the IF-1 input signal centered at
1024 MHz + IF input signal frequency e.g.: 1094 MHz for 70 MHz IF input signal.

RF out 2: 50 ohm SMA RF L-band output version of the IF-2 input signal centered at 1024
MHz + IF input signal frequency e.g.: 1094 MHz for a 70 MHz IF input signal.

The button interface is described in the table below

Push button Description

Input A /Primary Pushing this button ensures IF-1 is switched to the output as well as
changing the operating mode to ‘SuperLocal’. The button lights up to
indicate the signal path.

Input B / Secondary Pushing this button ensures IF-2 is switched to the output as well as
changing the operating mode to ‘SuperLocal’. The button lights up to
indicate the signal path.

Auto Pushing this button toggles the operating mode of the module between
‘Auto’ (push button and it becomes lit) and ‘Manual’ (hold button until
no light). Button light slowly flashing indicates operating mode ‘Super-
Local’.

The VB273 operates in 3 distinct modes. These are:

* AUTO: The switching between A and B is done automatically based on the switching criteria
defined in the probe GUI, see chapter 6.16.

* MANUAL: The switching between A and B is done manually from the GUI or from third
party NMS systems using the Eii interface.
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* SuperLocal: The switching between A and B can only be performed from the front panel
or the probe GUI. No further switching is possible from third party NMS systems until the
operating mode is changed to MANUAL or AUTO. This last mode guarantees no interference
from overlying software control systems and is meant as an override mode in test and fault
finding scenarios.

The operating mode can be directly seen via the light of the AUTO button:

* Off: Manual mode
* Permanently on: Auto mode

» Slowly flashing: SuperLocal mode.

Basic specifications:

IF frequency range: 50 to 140 MHz

Main Line Loss: Typically 1 dB
Isolation: Typically 60 dB for 70-140 MHz
Oscillator feedthrough: Typically —60 dBm at 1094 MHz
IF connectors: BNC, female, 75 ohm
RF connectors: SMA, female, 50 ohm
RF test output level: Typically —22 dB
RF frequency: IF frequency + 1024 MHz

4.8 Installing the Unit in a Rack (VB220)

The following equipment is needed for hardware installation of the unit:

e 4 rack screws
¢ A screw driver for the rack screws

* For rear mounting: a size 2 Phillips screwdriver for rack ear screws

For —48 VDC PSU: cable soldering equipment

4.8.1 Default Installation — Connectors at the Front of Rack

By default the Enhanced and VB200/VB200-DC chassis are shipped with rack ears for front
mounting of the unit. The rack ears are designed to support the weight of the unit, so no additional
support, like a rack shelf, is needed.
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When deciding where to locate the unit, make sure there is sufficient space surrounding the unit to
allow efficient cooling, refer to section 4.2.2 for the Enhanced Chassis (VB300) or section 4.5.1 for
the VB200/VB200-DC Chassis.

Use four rack screws to install the unit in the rack.

4.8.2 Optional Installation — Connectors at the Rear of Rack

For rear mounting of the chassis, the rack ears should be moved prior to rack installation. Unscrew
the six size 2 Phillips screws holding the rack ears, and move the six screws covering the rear
mounting holes to the front mounting holes. Remount the rack ears at the rear end of the unit.

Install the unit as described in section 4.8.1.

Figure 4.10: Rack Ears Mounting — Side View of VB200/VB200-DC Chassis

4.8.3 Optional Installation — Mid-Mounting

The Enhanced Chassis allows rack ears to be mid-mounted. This can be convenient if the chassis is
installed in a telco environment. Unscrew the six size 2 Phillips screws holding the rack ears, and
move the six screws covering the mid mounting holes to the front mounting holes. Remount the
rack ears at the middle of the unit.

Figure 4.11: Rack Ears Mounting — Side View of Enhanced Chassis Showing Screw Holes

4.9 Powering up the Unit

For the VB220, once the chassis is securely mounted and signal cables are connected, it can be
powered up by connecting the power cable to a mains source. When the power cable is connected
the power LEDs of the individual optional modules should light up and the chassis fans should
operate.

For a VB200-DC unit (—48V power supply) the shipped 3-PIN D-sub(15) plug should be soldered
to the power cable prior to power-up. Refer to section 4.5.3 for a description of this plug.

Note that it will take some time from power-up until the modules can be accessed via the management
interface — typically the start-up may take up to two minutes.
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4.10 Initial Configuration

There are two alternative ways of performing an initial configuration of the probe module:

1. By using the preconfigured IP address of the probe management port

2. Via serial console emulated over USB

For most users the first method will be the easiest.

Note that if there are several Probe modules in the chassis, each module should be configured
individually, one by one.

4.10.1 Initial Configuration Using the Pre-Set IP-Address

The Probe modules are shipped with the following factory settings:

Management (ethl) IP address: 10.0.20.101
Management (eth1) subnet mask: 255.255.0.0

In order to connect to the ethl management port, the PC used for set-up should have corresponding
network settings. Typically a lap-top PC is used for initial configuration. Connect directly to the
device’s ethl management port using an Ethernet cable.

For Windows, the network parameters are set in the Control Panel — Network and Internet
— Network and Sharing Center — Network Connection — Properties — Internet Protocol
Version 4 Properties view, as shown in figure 4.12. Select the user defined address, and set the
PC’s IP address to 10.0.20.100 and the subnet mask to 255.255.0.0.

When the IP address of the PC has been set to match the VB220 factory setting, the permanent
network settings can be configured through the VB220 web browser interface. Refer to sections

4.10.3 and 6.17.5 for details on how to launch the VB220 graphical user interface and how to set the
network parameters.

4.10.2 Initial Configuration Via Serial Console Emulated Over USB

If the Probe for some reason cannot be reached through Ethernet communication, the initial set-up

may be performed via serial console emulated over USB. For the initial set-up, you must do the
following:

1. Installing a driver for the USB communication, if not already supported by the operating
system

2. Setting the management IP address
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Figure 4.12: Setting the IP address manually in Windows

Most operating systems will have native support for the FT232 driver needed. When a USB cable is
connected between a PC and the Probe, the operating system will detect a new USB device. For
Windows, the new device will appear as a COM port in the Device Manager view as shown in
figure 4.13.

If your operating system does not detect the probe, you may have to download and install a driver for
it. The driver may be downloaded directly from the chip manufacturer at https://www. ftdichip.
com/. Select first Drivers, then VCP followed by the operating system (VCP is short for Virtual
COM Port).

If it 1s not already connected, connect the USB cable between the USB port on the probe and a USB
port on the PC.

Start a terminal program. Windows XP users can use Hyperterm, Linux users can use minicom. For
modern versions of Windows, that do not ship with a terminal program, the free application PuTTY
may be downloaded from https://www.chiark.greenend.org.uk/~sgtatham/putty/.

Select the new COM port that should appear as the USB cable is plugged in (Linux users should
check /var/log/messages to see what device to use) and establish a serial connection to the Probe
using these communication parameters:

e Baud rate: 9600
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Figure 4.13: Connecting to the serial console over USB

Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

Press a few times to bring up the login prompt. Log in using the user name admin and the
password elvis (this password can be changed in the Setup — Security — Password view).

A simple text based menu system like the one in figure 4.14 should now be displayed. To change a
setting, press the appropriate character from the left-most column, enter the new value and confirm
by pressing . If DHCP is enabled, you can find the currently assigned IP address by selecting
the ethStatusDoc option.

The Probe is equipped with two network interfaces called management (or ethl) and data/video
(or eth0). It is necessary to configure at least one of these interfaces from the terminal and then do
the rest of the setup from a web browser. Depending on the installed license, an additional data
interface, labeled data2 (eth2), may also be available.

The Probe supports both in-band management (i.e. using ethO for both data/video and management)
and separate management (i.e. using ethl for management). In any case make sure that the subnets
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Menu: /ewe/probe/core/setup/ethernet/

<0> Back <9> Exit

<1> ethStatusDoc

<A> data_medium - Copper Input for the video traffic

<B> data_dhcp - false RJ45 data port (eth®) DHCP

<C> data_1ipa - 10.0.30.101 RJ45 data port (eth@®) IP address
<D> data_mask - 255.255.255.0 RJ45 data port (eth®) netmask

<E> data_gateway - 10.0.30.1 RJ45 data port (etho) IPv4 GW

<F> data_management - true RJ45 data port (eth@) web-server
<G> dhcp - false Management port (ethl) DHCP

<H> -dpaddress - 10.0.20.101 Management port (ethl) IP address
<I> netmask - 255.255.255.0 Management port (ethl) netmask
<J> mm_gateway - 10.0.20.1 Management port (ethl) IPv4 GW
<K> management - true Management port (ethl) web-server
<L> gateway_interface - etho Force default interface

<M> dns_server - 208.67.222.222 DNS Server

<N> reboot - false Reboot 1is required for changes

Figure 4.14: Text-based menu displayed when connecting over USB

configured for the network interfaces do not overlap — otherwise the probe will not work properly. If
the IP addresses for network interfaces are configured so that the subnets overlap, the settings will
be automatically reverted by the Probe.

To configure the management interface, edit values for ipaddress, netmask and mm_gateway or
enable dhcp instead.

Make sure Management is enabled (set to true) — otherwise management via web will not be possible.

To configure the data/video interface, enter values for data_ipa, data_mask, data_gateway or al-
ternatively enable data_dhcp. Set data_management to true to enable web access via the data
interface.

When all the listed parameters have been configured, the probe must be rebooted to let the parameters
take effect. This is achieved by selecting the reboot option and confirming by selecting ‘t” for
TRUE.

4.10.3 Verifying Correct Initial Setup of the Probe

Once the probe management network interface have been configured, all further configuration takes
place using a web browser over HTTP.
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Main || alarms || oTT || Multicasts | | ww || ROP | [ Trafic || Ethemet || ETR 200 || Asi || setup || Data || Apout |

Summary | CPU usage || Thurmb overview || Eii graphing |

1 PPS [ asi [ &5 out: A5

M Data [ MG [ sFP

HTPtimesync [ RDP [] Counters and alarms Probe Resources Traffic
Upiiated: 213 secs ago Active: Mo Clear all Mame:  Probe CPUIevel 20 M R data: 200314 Mbps
Freq offset: 22701 ppm Last cleared: Location: AG Free mem: 14770 [l Monitored data: 20,267 Mbps
Timezone: UTC+2 ) Accezs: Ful Free disk: 12080 Bl
Time: Jan 25 10:59:28
Data interface [ Management interface [] ETH Info ETH Alarms per type OTT Info
IPvd status:  Enabled (Manual) IPvd status:  Enabled (Manual) Joined: 3 Mo signal: i) ] Channels: 3
IPvd address: 10030175 IPvd address: 10040175 Unicasts: 0 CC skips: od Profiles: 10
P4 netmask: 255.235.232.0 IPv4 netmask: 255.255.235.0 hulticasts: 3 MLR ==thresh: 0 @
IPvE status.  Disabled IPvE status:  Disabled IGMP ver: 2 IAT ==thresh: 0[]
RTF alarms: ol
Cther alarms: om

Hetwork interfaces

=3 PvE addre:
10.0.30.175/22 fe

ethi B 1000 Ghps S0 6411 fe00: 3h%eth0ig4 hardware
ethil [ 10 Mbps Management 10.0.40.175524 hardwate
eth2 [ 1.000 Ghps Data SFP 169.234 18016016 hardware

Figure 4.15: Web-based management view

Launch a web browser application on the management PC. The following web browsers are

supported:

* Google Chrome

¢ Mouzilla Firefox

Microsoft Edge
* Microsoft Internet Explorer 11 or higher

» Apple Safari

Type the IP address of the probe in the browser URL field and press |[Enter| . The IP address of

2
N

the probe is that of the ethO or ethl port (the one used for management) as set in the initial set-up

procedure.

The default management view should be displayed inside the browser. This could look similar to

figure 4.15, depending on the options and interfaces installed.
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4.10.4 Initial Setup Troubleshooting

If there are problems bringing up the probe web-based management interface, verify the following:

* Verify that the laptop and the probe are configured on the same subnet and that they have
different addresses. The network settings of the probe can be verified through RS232/USB as
described earlier

* Make sure that the IP address of the gateway and the network interface are not the same
 Verify that the appropriate Ethernet link indicators of the PC and probe are lit

* Verify that web browser proxy settings are not interfering

* Verify that local firewall settings on the laptop are not interfering

* Make sure that the management and data/video subnets do not overlap (even if only one is
physically connected)

» Make sure the probe was rebooted to activate the new settings

e (Clear the browser’s cache
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5 QUICK SETUP GUIDE

This quick setup guide is intended to provide a step-by-step explanation of how to setup a probe
once the initial setup has been performed (as described in chapter 4).

More detailed instructions are found in chapter 6 of this manual.

The Return Data Path and Full Service Monitoring features are not covered by this quick setup

guide.

5.1 Basic Setup

1. Set appropriate parameters in the Setup — Params and Setup — Ethernet views.

2. Enabling Time synchronization is strongly recommended, this can be done in Setup —

Params. If no time reference for automatic time locking is available set the time manually in
the Setup — Time view.

. If access control is required, define a password and firewall settings in the Setup — Login

view.

Note: it is important to read the instructions in the associated section of this manual, see
chapter 6.17.8.

5.2 Input Signal Definitions
5.2.1 ASI Input

1. Set appropriate parameters in the ASI — Setup view. As a start the threshold templates

named Default can be used (for ATSC signals use ATSC Default as the ETR threshold).

5.2.2 Multicasts

38

1. Define multicasts using the Multicasts — Streams view. You can also import multicast

lists from another probe using the Data — Configuration view, or add them automatically,
either by using the multicast detect feature in the Multicasts — Detect view, or from SAP
announced streams using the Multicasts — SAP view.

Note: Often upstream equipment will not transmit multicasts unless join messages have been
received, and in this case it will usually not be possible to detect multicasts automatically.

Select predefined threshold templates that seem appropriate for the signal.
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Note: The sequence of the multicast definitions will be reflected in monitoring, so order the
multicasts correctly if required. Also note that ETR 290 monitoring for Ethernet streams is
disabled by default, so if this is required, it will have to be enabled by the user (on a per-stream
basis).

2. Define stream page name(s) in the Setup — Pages view (not strictly necessary).

3. Join multicasts in the Multicasts — Join view or in the Multicasts — Streams view.

5.2.3 OTT Input (OTT Engine Option Only)

5.2.4

1.

Define the OTT channel manifest URLs and channel names in the OTT — Channels view.
Leave the Threshold and VBC threshold settings at default values for now. Remember to
tick the Enable box in the dialog box. If you have multiple OTT engines installed (1 to 5 are
allowed) then select which engine to assign to the channel. Any number of OTT channels can
be assigned to each OTT engine. Each engine works in parallel to each other.

Note: When monitoring both multicast (UDP) and OTT (TCP) traffic, we recommend using
different network interfaces. Mixing the two traffic types on the same network can have
unwanted impact on the monitored signals. The interface used for OTT traffic is controlled
using the Setup — Routing view.

. Inspect the OTT monitoring progress using the OTT — Active testing dialog. Useful infor-

mation on OTT monitoring can be found in Appendix C.

Demodulator Inputs

1.

Define one frequency in the COFDM/QAM/VSB/RF/SAT — Tuning setup view. As a start
the threshold templates named Default can be used (for ATSC signals use ATSC Default as
the ETR threshold).

. Verify proper reception of signal under the COFDM/QAM/VSB/RF/SAT — Status view.

. Use the Import tuning from NIT feature to automatically add frequencies as signaled in NIT

or add the remaining frequencies manually.

5.3 Monitoring

When input signal parameters have been set, the signals may be monitored.

For Ethernet multicasts the relevant monitoring views are Main, Alarms, Multicasts, MW, Traffic
and Ethernet. If the probe is equipped with the ETR 290 and/or the OTT option then the views
ETR 290 and OTT are of relevance as well.

For ASI input the relevant monitoring views are Alarms, ETR 290 and ASI — Status.

For demodulator inputs the relevant monitoring views are Alarms, ETR 290 and COFDM/QAM/
VSB/RF/SAT — Status.

Ethernet monitoring hints are found in B Appendix: Monitoring Practices.
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5.4 Adjusting Alarm Thresholds

When the probe inputs and streams have been defined using default thresholds, the result will usually
be a number of more or less permanent alarms, some which may not be relevant under the current
circumstances. In order for the user to get rid of unwanted alarms, the probe provides alarm filtering
functionality in the form of alarm thresholds and alarm on/off selection.

Multicasts

By default Ethernet thresholds are set to raise alarms when service affecting errors occur, that are
caused by the network. There may however be reasons for these thresholds to be altered, for instance
to reflect receiver robustness in the case of IAT, or to reflect a TS into IP mapping different from the
default (7TS/UDP). Creating a new threshold template is done either by copying an existing one and
altering the copy, or by creating a new threshold template from scratch. The Ethernet thresholds are
defined in the Multicasts — Ethernet thresh. view. These thresholds are associated with streams
in the Multicasts — Streams view.

In addition to the miscellaneous thresholds, that affect only the streams with which they are
associated, the Alarm — Alarm setup view allows the user to enable and disable alarms on an
overall basis. You can also define the alarm severity levels for different alarms in this view.

OTT

When an OTT channel is defined the default OTT threshold template is assigned to it. To change
threshold values create one or more new templates in the OTT — Thresholds view and assign them
to OTT channels in the OTT — Channels — Edit view.

ETR 290

By default the streams configured in the probe will be set up to use the ETR 290 threshold named
Default. This has the most important alarms enabled but have been adjusted to match real world
systems and only alarm on more severe problems. The threshold named ETSI TR 101 290 is based
on the ETSI TR 101 290 guidelines and are fairly strict generating more alarms. The ETR 290
thresholds should be changed if there are tables that are not relevant for a system, or if the user
requires alarm functionality that exceeds the ETR 290 guidelines. The ETR engines has a lot of
powerful functionality not enabled by default, for instance the ability to raise alarms if the number
of services present in a signal is lower than a preset limit.

The default PID and service thresholds do not affect alarming at all, they are completely transparent.
The thresholds may be altered for instance in order to mask an alarm generated by an unreferenced
PID or to ensure an alarm is raised if a service or PID bitrate is outside preset limits.

Creating a new threshold template is done either by copying an existing one and altering the copy,
or by creating a new threshold template from scratch. The thresholds are defined in these views:
ETR 290 — ETR thresh., ETR 290 — PID thresh., ETR 290 — Service thresh., and possibly
COFDM/QAM/VSB/RF/SAT — COFDM/QAM/VSB/RF/SAT threshold (if a demodulator is
present in the chassis).
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The thresholds are associated with streams in these views: ASI — Setup, Multicasts — Streams
— Edit and possibly COFDM/QAM/VSB/RF/SAT — Tuning setup (if a demodulator is present
in the chassis).
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6 THE PROBE GRAPHICAL USER INTERFACE

Probe

Main || alarms | [ 07T | [ Mutticasts | [ wer | [ROP | [ Tramic || Ethemet | [ TR 290 | [ 451 | [ setup | [ Data || About |

Summary || cPU usage || Thumb overview | | Eil graphing |

O1FPPS [ &30 [ &3] out: A5

'.m aanim PELTT

(e e oy

10 106 10T WA CEAEHT =R

M Data [ MGm [ 5FP

HTPAimesync [l ROP [] Counters and alarms Probe Resources Traffic
Updated: 213 secs ago Active: Mo Clear all Mame:  Probe CPU level: 2110 @ Rox clata: 20514 Mbps
Freq offzet: 22701 ppm Last cleared: Location: A5 Free mem: 1477hd [ Monitored data: 20 267 Mbps
Timezone: UTC+2 i Access Ful Free disk: 12080
Tirme: Jan 25 10:59:28
Data interface [l Management interface [ ETH Info ETH Alarms per type OTT Info
P4 statuz: Enabled (Manual) P4 statuz: Enabled (Manual) Joired; 3 Mo zignal: i} Channels: 3
IPvd address: 10030175 IPvd address: 10040175 Unicasts: 0 CC skips: od Profiles: 10
IPw4 netmask: 255.255.252.0 IPw4 netmask: 255.255.255.0 Multicasts: 3 MLR ==thresh: 0 H
IPvE status:  Dizabled IPvE status:  Dizabled IGMP ver: 2 IAT ==thresh: 0]
RTP alarms: ol
Other alarms: o |
Hetwork interfaces

o iption Pwd adc 3 ol 3 o
ethi B 1.000Ghps Data RJ45 10.0.30.1 7942 Tedl::Gd: f: fell: Shosethibd hardhware
eth1 10 Mbps hanagement 10.0.40.175724 hardhware
eth2 [ 1.000 Ghps Data SFP 169.254 19016016 harhweare

Alarms & events w
ol JTime | Jescription
Evverit [0 M-25 105847 ETH MEKZ3Super HD MLF == error-threshold (7 == 4)

Evert [0 01-2510:57:32 =Y Probe started with MNTP titme sync (T=3030)
Event [ 0M-2510:57:30 =W Process evwe restarted

-

01-2510:59:26

The VB220 web interface is reached by pointing a web browser to the IP address of the Probe as
shown in the screenshot above. The following web browsers are recommended:

* Google Chrome
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* Mozilla Firefox
* Microsoft Edge
* Microsoft Internet Explorer 11 or higher

» Apple Safari

Note that different web browsers behave differently with respect to memory leaking, and if the
VB220 GUI should be available at all times the browser should be selected carefully. A browser
memory leak manifests itself as the browser responding more and more slowly, and this is corrected
by closing down the application and restarting.

The interface is easy and intuitive to use. Navigate by clicking on the tabs just below the Probe
logo. Some of the pages have their own tabs for accessing nested pages. The bottom frame of the
interface is always the Alarms & events list, usually referred to as the alarm list. The alarm list can
be displayed or hidden by clicking the Toggle link, which is displayed as an arrow head.

The web interface has been designed to be resizable in both vertical and horizontal directions with a
minimum screen resolution of 1280x800 pixels.

Tool-tips are available for most buttons and labels. To access tool-tip information simply navigate
the mouse pointer towards a button or a label and leave it hovering for a second or two.

In this manual the term stream is generally used instead of the terms multicast and/or unicast. A
stream may thus contain a single service or multiple services.
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6.1 Main

6.1.1 Main — Summary

Main || alarms | [ 01T | [ muiticasts | [ wer | [ RoP | [ Tramic | [ Ethemet | [ETR 280 | [ asi | [ setup || Data | [ Aoout|

Summary || cPU usage || Thumb overview | | Eii araphing |
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M Dsts [ meha [ sFFP
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Updated: 213 secs ago Active: Mo Clear all Mame:  Probe CPUIevel 20 @ R data: 20314 Mbps
Freq offset: 22701 ppm Last cleared: Location: &6 Free mem: 1477w [ Monitared data; 20267 Mbps
Timezone: UTC+2 ) Access: Ful Free dizk: 1208m B
Time: Jan 25 10:59:25
Data interface [ Management interface [ ETH Info ETH Alarms per type OTT Info
P4 status:  Enabled (Manual) IPv4 status:  Enakled (Manual) Joined: 3 Mo =ignal: ol Channels: 3
P4 address: 10030175 IPv4 address 10040175 Unicasts: 0 G skips: od Profies: 10
IPwd netmask: 255.255.252.0 IPv4 netmask: 255.255.235.0 Multicasts: 3 MLR ==thresh: 0 @
IPvE status:  Dizabled IPvE status:  Dizabled IGMP ver: 2 IAT ==thresh: 0[]
RTP alarms: i) |
Cther alarms: ol

Hetwork interfaces

ink  [Speed sescription Pvd address A
ethi B 1.000 Ghps Data F45 10.0.30.17522 TeB0::64: 11 fa00: 3b%eth0/E4 hardware
ethl ] 10 tbps Managemert 10.0.40.175/24 hardware
eth2 [ 1.000 Ghps Data SFP 169.254 19016016 hardware

The intention of this page, together with the alarm list, is to provide enough information for the
operator to immediately see if there is anything seriously wrong with one or more input streams.

At the very top, a graphic is displayed representing the front panel of the probe, indicating the status
of the different inputs. The display varies depending on which option cards are installed. For more
details on the option cards, see their respective sections later in this chapter. If an Enhanced Chassis
is installed, there will also be an LED to the right of the card slots. This LED signals the status of
the chassis, and is described in Main — Chassis.

Below this display, the following parameters are shown:

NTP/timesync

(Bulb): The NTP/timesync bulb indicates whether the VB220 clock is locked to an external
time reference signal. Green indicates that the VB220 is locked to an external
reference whereas grey indicates that the VB220 runs in unlocked mode.

Updated: The time since the last time synchronization update.
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Freq offset: Indicates the measured frequency offset for the system clock.

Timezone: The time zone as selected by the operator in the Setup — Params view.

Time: The current local time (configured in the Setup — Params or Setup — Time
view).

RDP

(Bulb): The RDP bulb indicates whether RDP is active or not. Green indicates RDP active
whereas grey indicates that RDP is currently not active.

Active: The RDP active state is either yes or no, yes indicating that RDP relaying or alarm
triggered recording mode has been selected by the operator in the RDP view.

Counters and alarms
Clear all: Click the Clear all button to reset all counters, graphs and alarms. All VB220
measurement and alarm history is cleared. Note that it is not possible to undo
this operation.

Last cleared: The time the Clear all button was last clicked. If no time is indicated the counters
have not been cleared since VB220 startup/reboot time.

Probe
Name: The VB220 name as defined by the operator in the Setup — Params view.

Location: The VB220 location as defined by the operator in the Setup — Params view.

Access: The access rights of the current user. Access rights are either full access or read only
access, and are defined by the operator in the Setup — Login view.

Resources

CPU level: The CPU level indicates the workload of the probe, on a scale from 1 to 10 of total
capacity.

Free mem: The available free memory.

Free disk: The available free probe disk space.

The probe employs a memory-based disk, which means that the amount of available free memory
decreases as more files (such as recordings, thumbnails, PCAPs, etc.) are stored.

Traffic
RX data: The total bitrate of received data traffic
Monitored data: The total bitrate of multicasts and unicasts monitored (analyzed) by the probe
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Data interface

(Bulb): The bulb indicates whether the data interface is connected and active or not.
IPv4 status: The IPv4 status as defined in the Setup — Ethernet view
IPv4 address: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
IPv4 netmask: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
Management interface
(Bulb): The bulb indicates whether the management interface is connected and active
or not.
IPv4 status: The IPv4 status as defined in the Setup — Ethernet view
IPv4 address: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
IPv4 netmask: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
ETH info
Joined: The number of joined streams (multicasts and unicasts)
Unicasts: The number of unicasts currently being joined/monitored by the probe
Multicasts: The number of multicasts currently being joined/monitored by the probe
IGMP ver: The IGMP version currently used by the probe. IGMPv2 is used unless the operator
has selected source specific multicasts (Setup — Params view), in which case
IGMPvV3 is used.
VLAN tag: The VLAN tag currently used by the probe. If no VLAN tag has been specified by
the operator (Setup — Params view), the VLAN tag value will read disabled.
ETH alarms per type
No signal: The number of currently active Ethernet ‘No signal’ alarms
CC skips: The number of currently active Ethernet ‘CC skips’ alarms

MLR>=thresh:

The number of currently active Ethernet MLR alarms, i.e. the total number of
‘MLR>= warning-threshold’ and ‘MLR>= alarm-threshold’ alarms

IAT>=thresh:

The number of currently active Ethernet IAT alarms, i.e. the total number of
‘IAT>= warning-threshold’ and ‘IAT>= alarm-threshold’ alarms

RTP alarms:

The number of currently active RTP alarms, i.e. the total number of ‘RTP
packet drop’, ‘RTP duplicates’ and ‘RTP out of order’ alarms
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Other alarms: The total number of currently active Ethernet alarms not included in the alarm

figures specified above

OTT info
Channels: The number of enabled OTT channels.
Profiles: The total number of profiles in the enabled OTT channels.

At the very bottom of the Summary page, an overview of the Ethernet network interfaces on the
VB220 are displayed.

Network interfaces
Interface: The ID of the selected network interface.
Link: Indicates whether the interface is connected.

Description: Provides a human-readable description of the interface, if available.
IPv4 address: Lists the IPv4 address and netmask of the network interface, if set.

IPv6 address: Lists the IPv6 address and netmask of the network interface, if set.
Timestamp:

Indicates whether the network interface supports hardware timestamping for
precise measurements, or if kernel timestamping is used.

6.1.2 Main — CPU usage
Summary || CPU usage |Thumb ove e || Eii graphing |

CPU usage per core

CPUA last 10 seconds

I Cur streams O CLF User Cur idle

87 % 0
92 % 7

CPU 2 last 10 seconds

|Currerd ||Las1 60 seconds ||Peak any 10 zecs ||F'eak ary B0 secs| |Clear peaks|

The CPU usage view is meant for troubleshooting performance issues in case of excessively high
traffic load.
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Three internal performance indicators (System, User and Idle) are displayed as percentage numbers
and also graphed for the last minute. Issues can potentially arise if the System indicator becomes
high (>80%).

The CPU usage view displays CPU usage of the Probe’s two cores. To view the CPU usage
averaged over the last 10 seconds click the Current button. To view the usage averaged over the
last 60 seconds click the Last 60 seconds button. Clicking the Peak any 10 secs or Peak any 60
seconds button will display the historical maximum value for an averaging period of 10 s and 60 s
respectively. To clear peak values click the Clear peaks button.

6.1.3 Main — Chassis

Summary || CPU usage | Chassis |Thumb overview || Eii graphing |

Chassis status

=
=%

[

B Chassis status I Fan1 H Fan 2 H Fan3 H Fan4 W Fanb Il Fan 6 B Inner PS [l Outer PS

Chassis temperature: 22

The Chassis view offers an easy way to survey the status of the chassis, and is present on hardware
probes in an Enhanced Chassis, see section The Enhanced Chassis (VB300). Here a graphic is
displayed representing the back panel of the probe. In addition, the temperature inside the chassis is
presented, in degrees Celsius, under the graphic. The Chassis-bulb in the Main — Summary view,
displays the same status as Chassis status.

The bulbs displayed in this view give the following information:

Chassis

Chassis status:  Signals if there are any critical faults in the chassis. A red bulb indicates that
one or more of the following conditions are true:
* Chassis temperature is above 85 °C.
* 3 or more fans have failed.
* One of the power supplies is disconnected or has failed.

Fan 1-6: Signals the status of the fans. On fan failure, the respective bulb turns red. If
3 or more fans have failed, an alarm is raised. If more than 4 fans have failed
the error is critical, and must be attended to in order to avoid damage. Please
contact Sencore to have the chassis serviced.
Inner/Outer PS: Signals the status of the power supplies. Inner/outer describes the physical
position of the power connectors. The bulbs turn red if no power is detected
from the respective power supply.
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6.1.4 Main — Thumb overview
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The Thumb overview view displays a mosaic of all decoded thumbnails. By default the Normal
mode is used. Placeholder images will be displayed if thumbnailing has not been enabled in the
Setup — Params view, or by default for demodulator and ASI inputs, indicating the type of stream
being received.

If the Small button is clicked the Thumb overview view will display service names and thumbs
only, allowing more thumbnails to be displayed in a view. To display the stream address and name
(as defined in the Multicasts — Streams and OTT — Channels views) click the Stream info
button.

The following information is displayed for each stream:

Thumb overview

Service name: Shows the name defined for the TV service in the SI service descriptor.
If no SI is present in the stream the service id will be shown.

Service id: For TS services, the ID of the selected service within a transport stream.

Type: For non-TS services, the service type is displayed.
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Freeze-frame status:

If the probe has been licensed with the Content Extraction and Alarming
option, status bulbs are displayed indicating the current freeze-frame and
color-freeze status for the streams.

White: Unknown (typically due to the VB220 being unable to decode
video)

Grey: freeze-frame detection is disabled.

Green: freeze-frame detection is enabled, no freeze-frame is detected.
Yellow: freeze-frame detection is enabled. Two consecutive equal frames
have been detected, but the freeze-frame error timeout value has not been
exceeded.

Red: freeze-frame is enabled. Freeze-frame has been detected and the
freeze-frame error timeout value has been exceeded, thus resulting in an
alarm.

The Thumbs Details pop-up view is accessed by clicking a thumb in the Thumb overview view.
For more information about the details displayed in the Thumbs Details pop-up see chapter 6.4
for multicast streams, and chapter 6.3.2 for OTT channels. Note that thumbnails are only decoded
automatically if the Extract thumbnails option has been enabled in the associated tuning, OTT or
multicast setup, or if content check alarming (Content Extraction and Alarming option) has been
enabled in the ETR threshold template. To decode the thumbnail manually, open the Thumbs
Details view. Please note that initial extraction of thumbnails can take around one minute when
decoding the thumbnail manually. The same pop-up details are displayed as when opened from the
ETR 290 — Services view.

Clicking the Close button will close the view.
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6.1.5 Main — Eii graphing

summary || CPUusage || Thumb overview || Eii graphing
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Stream 2toplot | TV2_NORWAY@B | Parameter 2 to plot | [empty] =l Parameter to plot | profileBps,actualBps |
Stream 3 to plot | STAR@B j Parameter 3 to plot | [empty] j Refresh (seconds) |2 .
Stream 4 to plot | CNN_EUROPE@B | Parameter 4 to plot | [empty] =l Apply
Stream 5to plot | BBC_LIFESTYLE@B =l Parameter 5 to plot | [empty] |
Parameter to plot | bitrate j Refresh (seconds) |1 . Plot chart
,—A
Refresh (seconds) |1 - Apply
Apply
Plot chart %
Plotting EII parameter bitrate *x
Zoom 5m
NRK_1@B
— TVZ_NORWAY@B
STAR@B
250 CNN_EUROPE@B
|

— BBC_LIFESTYLE@B
rms & events
(Col [Time| I
tive Jan | 5
tive Jan

tive Jan | ‘/ \VAV\/ 1
tive Jan I N P

- N~ - Pty 2 EM
tive Jan | o N W 2.5M
tive Jan
tive Jan !
tive Jan
tive Jan ! oM
tive
tive
tive
tive
tive

Jan 08:23:15 08:23:30 08:23:45 08:24:00 08:24:15
Jan !

Jan
Jan| ; 815 .'-"‘
Jan

Eii is short for External Integration Interface and constitutes a set of XML files accessible through
the VB220 web server interface for machine access to measurement data.

Portions of the Eii interface are available in this view for simple trend graphing over arbitrary long
time by the web browser.

The screenshot shows the bandwidth of two IP streams being graphed by sampling the Eii interface
every 2 seconds. The graph is stored in the client web browser for as long as the graph window
remains open. The graph starts again with zero history if the window is closed and then opened
again.

Eii stream parameter

Using the Eii stream parameter plot, it is possible to plot parameters from up to five IP streams.
Select the streams in the Stream N to plot (where N is 1 through to 5) drop-downs and the parameter
in the Parameter to plot dropdown.

Eii stream parameters

bitrate: Bitrate (bits per second)

rtp_drops: Number of dropped IP frames due to network errors
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iat_avg: Average Inter-Arrival Time

cc_errs: The number of discontinuities detected

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to
store the parameters and then click the Plot chart link to open the chart.

Eii protocol parameter

Using the Eii protocol parameter plot, it is possible to plot up to five network interface parameters.
Select the parameters in the Parameter N to plot (where N is 1 through to 5) drop-downs.

Eii protocol parameters

vlanTaggedPerc: Percentage of frames being VLAN tagged
ipFragPerc: Percentage of frames being IP fragmented
ethOtxBitr: Total TX bitrate including units on first data interface
ethOrxBitr: Total RX bitrate including units on first data interface
udpUnicastBitr: Bitrate of the unicast traffic
udpMulticastBitr: Bitrate of the multicast traffic
udpUnicastStreams: Number of UDP unicast streams present

udpMulticastStreams:

Number of UDP multicast streams present

copPayloadBitr: Bitrate of FEC protected payload
copFeclBitr: Bitrate of the FEC columns
copFec2Bitr: Bitrate of the FEC rows
copCorrected: IP packets correctable by the FEC
copUncorrected: P packets not correctable by the FEC
copErrors: FEC packets with errors

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to
store the parameters and then click the Plot chart link to open the chart.

Eii OTT parameter

Using the Eii OTT parameter plot, it is possible to plot analysis parameters from any of the
monitored OTT channel. Select the channel in the Service to plot drop-down and the parameter in
the Parameter to plot dropdown.

Eii OTT parameters

profileBps,actualBps: Plots both the profileBps and actualBps parameters
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profileBps:

Bitrate of this profile as listed in meta-data (bits per second)

actualBps:

Bitrate of this profile calculated from downloaded chunk (bits per sec-
ond)

chunkDur: Last chunk length (seconds)
firstByte: Time to first byte (milliseconds)
downloadDur: Time to download chunk (seconds)
chunkSize: Size of downloaded chunk (bytes)

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to
store the parameters and then click the Plot chart link to open the chart.

Please refer to the separate Eii documentation for further details.
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O sencore

6.2 Alarms

SNMP Alarms Alarm Lists

NI

Alarm Settings
and Scheduling

System Events

FSM Settings
FSM Measurements

OTT Thresholds

f

ETH Thresholds

OTT Channel ETH Multicast ASI/QAM/QPSK/COFDM Stream
OTT Analysis ETH Measurements ASI/QAM/QPSK/COFDM Measurements

Figure 6.1: Alarm handling in the Probe.

Figure 6.1 shows an overview of the alarm handling in the Probe. It is useful to obtain an under-
standing of the alarm processing of the Probe — in particular how threshold settings and alarm setup
will affect alarm handling.

The Probe continuously compares measurement data with user defined thresholds in order to generate
alarms. These alarms are further checked against the settings defined in the Alarms — Alarm
setup view, and the resulting alarms are presented in the alarm lists. These alarms will also be sent
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as SNMP traps to support third party management systems. Refer to Appendix: VB220 Versus VBC
Alarms for a description of alarm handling in the VideoBRIDGE Controller.

The Probe distinguishes between events and alarms. The ETR software module will always generate
alarms and the Systems software module will always generate events. The Ethernet software module
will by default generate events for errors that are resolved within 1 second, otherwise it will generate
alarms. This can be overridden by checking the ‘Treat Ethernet events as alarms’ box in the Setup
— Params view. The OTT module generates alarms only.

6.2.1 Alarms — All Alarms

Main || Alarms || o1t || Mon || mw || ROP || Traffic || Ethernet || ETR 290 || asi || gam1 || gamz || Fsm || setup || Data || About |
All alarms || Ethernet alarms || FSM alarms || OTT alarms || ETR alarms || System alarms || Alarm setup |

T N N (T

1 Active H Feb 28 15:54:06 ETR | QAML: TS 112 ‘Wrong repetition rate for Sl tables

2 Active M | Feb 28 15:54.00 ETR | OAMI1: TS 112 Pid 33: PID is unreferenced

3 Active H Feb 28 15:53:33 ETR | QAMIL: TS 111 Pid 18 EIT: Event Information Table error

4 Active H Feb 28 15:53:33 ETR |QAMI: TS 111 Service 101 RTR Planeta: Pid 1633 MPEG2 Video: Continuity counter error

h Active M | Feb 28 15:53:33 ETR | QAMI1: TS 111 Service 89 C More Emotion: Pid 1444 MPEG1 Audio: Continuity counter error
[+ Active B Feb 28 15:53:33 ETR |QAML TS 111 Service 77 Mezzo: Pid 1251 Teletext: Continuity counter error

T Active B Feb 28 15:53:30 ETR | QAMIL: TS 111 Service 43 Bloomberg: Pid 705 MPEG2 Video: Continuity counter error

8 Active Il Feb 28155330 ETR ©OAMI1 TS111 Service 26 Fashion TV: Pid 433 MPEG2 Video: Continuity counter error

9 Active B | Feb 28 15:53:30 ETR |QAMI1: TS 111 Service 16 Svensk TV4: Pid 274 MPEG 1 Audio: Continuity counter error
10 | Active M | Feb 28 15:53:30 ETR | QAML: TS 111 Pid 18 EIT: Continuity counter error
11 | Active Il Feb 28 15:53:26 ETR | OQAMI: TS 111 Post FEC bit error rate
12 | Active B | Feb 28 15:53:22 ETR |QAMI. TS 111 Transport stream error indicator is set
13 | Active B Feb 28 15:53:22 ETR |OQAML TS 111 Service 143 MTV Hits: Pid 2306 MPEG2 Video: Continuity counter error
14 | Active B | Feb 28 155322 ETR | OAMIL TS1u cS:L\:nm; ;.[2[]1.3:&1 Jazeera International: Pid 1953 MPEG2 Video: Continuity
15 | Active B Feb 28 15:53:22 ETR | QAML: TS 111 Service 77 Mezzo: Pid 1249 MPEG2 Video: Continuity counter error

Recent items 15

| View list offline || Auto-refresh list | | Flush alarms | | Export... |

The Alarms view gives the user the possibility of viewing alarms according to type or as one
combined list. The individual alarm lists can hold the number alarms indicated below independently
of each other, meaning that one may become full without affecting the other lists.

Alarm list capacity
Ethernet alarms (ETH) 400 alarms
Full Service Monitoring (FSM) 100 alarms
Over The Top Television (OTT) 100 alarms
ETSI TR 101 290 Analysis (ETR) 400 alarms
System alarms (SYS) 100 alarms

If Auto-refresh list is selected, the alarm list will be continuously updated with new alarms. Active
alarms are always located at the top of the list.

Clicking the View list offline button gives the user the opportunity to view the complete alarms and
events list. By clicking one of the blue information icons leftmost in the offline list, a detailed alarm
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description can be viewed. The search field in the upper right corner of the view allows the user
to type a text string and the alarm list is updated to display only streams and alarms matching the
specified text. To update the offline alarm list click the Auto-refresh list button and then go back to
the offline mode.

The alarm lists can be deleted by clicking the Flush alarms button. However it should be noted that
this action will permanently clear the alarm lists — they cannot be restored.

The Export button enables export of the corresponding alarm list as an XML file. This file will
open in a new window.

6.2.2 Alarms — Alarm setup

All alarms H Ethernet alarms || FSM alarms || OTT alarms || ETR alarms || System alarms | Alarm setup
Global alarm settings
_—
No signal v Major v There has been no UDP packet for the predefined period of time (default 1sec)
FEC packet drop ETH 2 Ermror A One or more dropped RTP packets could not be comected by the FEC
RTP packet drop ETH 2 Ermror v Number of consecutive dropped RTP packets exceeds the emor-threshold
RTP duplicates ETH (! ‘Waming ¥ There are RTP packets with identical RTP counters
RTP out of order ETH (] Waming ¥ There are RTP packets received out of order
CC skips ETH [ ‘Waming ¥ There are Transport Stream packets lost
IAT == err-thresh ETH (I Emor v Inter Arrival Time exceeds the error-threshold
|AT == warn-thresh ETH [l Waming ¥ Inter Arrival Time exceeds the waming-threshold
MLR == err-thresh ETH v Error T Media Loss Rate exceeds the emor-threshold -

The Alarm setup represents the final filtering stage for VB220 alarms. The user selects whether
an alarm should be enabled or ignored, and associates an error severity level with each alarm, and
associates an error severity level with each alarm. When changes have been made to alarm settings
click the Apply changes button for changes to take effect.

Figure 6.1 gives an overview of the total alarm handling of a Probe. The settings in the Alarm setup
view are represented by the Alarm Settings box in this figure.

Note that the probe alarm handling will also depend on the threshold template settings defined
by the user in the Multicasts — Ethernet thresh., ETR 290 — ETR thresh., ETR 290 — PID
thresh., ETR 290 — Service thresh., the RF thresholds for the different interface cards, and OTT
— Thresholds views.

Also note that only enabled alarms are shown in the alarm lists and forwarded as SNMP traps.
Enabling or disabling Probe alarms does however not affect the alarms presented by the VBC.
Refer to Appendix: VB220 Versus VBC Alarms for a description of the VB220 versus VBC alarm
handling.

The following alarm severity levels may be selected:

OK: If enabled, the alarm will be present in the alarm list, color green
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Warning:

If enabled, the alarm will be present in the alarm list, color yellow

Error: If enabled, the alarm will be present in the alarm list, color orange
Major: If enabled, the alarm will be present in the alarm list, color red
Fatal: If enabled, the alarm will be present in the alarm list, color black

The following alarms and events are configured:

ETH (Ethernet) alarms
No signal: There has been no UDP packet Default: Enabled,
for the predefined period of time severity Major
(default 1sec)
FEC packet drop: One or more RTP packets could Default: Enabled,
not be corrected by the FEC severity Error
RTP packet drop: Number of consecutive dropped Default: Enabled,
RTP packets exceeds the error- severity Error
thresholds — only available if
RTP headers are present
RTP duplicates: Number of RTP packets with Default: Disabled,
identical RTP counters — only severity Warning
available if RTP headers are
present
RTP out of order: There are RTP packets received Default: Disabled,
out of order — only available if severity Warning
RTP headers are present
CC skips: Number of transport stream dis- Default: Disabled,

continuities due to packet loss.
Note that the CC skips number
does not necessarily equal the
number of lost packets, as sev-
eral consecutive packets lost will
be counted as one CC skip.

severity Warning

IAT >= err-thresh:

The Inter-packet Arrival Time ex-
ceeds the error threshold

Default: Disabled,
severity Error

IAT >= warn-thresh:

The Inter-packet Arrival Time ex-
ceeds the warning threshold

Default: Disabled,
severity Warning

MLR >= err-thresh:

The Media Loss Rate exceeds the
error-threshold

Default: Enabled,
severity Error

MLR >= warn-thresh:

The Media Loss Rate exceeds the
warning-threshold

Default: Disabled,
severity Warning
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TTL changed:

The Time-To-Live field is chang-
ing

Default: Enabled,
severity Error

TOS changed:

The Type-Of-Service field is
changing

Default: Enabled,
severity Error

Multiple mcast sources:

There are multiple multicast
sources

Default: Enabled,
severity Error

Mecast source changed:

The multicast source changed to
one of the valid multicast sources
specified by the operator

Default: Enabled,
severity Error

Bitrate overflow:

The net stream bitrate exceeds
the maximum bitrate Ethernet
threshold value specified by the
operator

Default: Enabled,
severity Error

Bitrate underflow:

The net stream bitrate goes be-
low the minimum bitrate Ether-
net threshold value specified by
the operator

Default: Enabled,
severity Error

FSM alarms

Full service monitoring:

No reply was obtained within
timeout period for the configured
FSM service

Default: Enabled,
severity Major

ETR (ETR 290) alarms

TS Sync:  No TS Sync (no signal) Default: Enabled,
severity Major

Sync byte: Sync byte error, sync byte not Default: Enabled,
0x47 severity Major

PAT: Program Association Table error Default: Enabled,
severity Major

Continuity: Continuity counter error Default: Enabled,
severity Major

PMT: Program Map Table error Default: Enabled,
severity Major

PID: PID is missing Default: Enabled,

severity Major
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Transport:

Transport stream error indicator
is set

Default: Enabled,
severity Major

CRC: Table checksum error Default: Enabled,
severity Major

PCR: Program Clock Reference error  Default: Enabled,
severity Major

PCR Accuracy: Program Clock Reference accu- Default: Enabled,
racy error (PCR jitter) severity Major

PTS: Presentation Time Stamp error ~ Default: Enabled,
severity Major

CAT: Conditional Access Table error  Default: Enabled,
severity Major

NIT: Network Information Table error Default: Enabled,
severity Major

SI Rep Rate: Wrong repetition rate for SI ta- Default: Enabled,
bles severity Major

Unref PID: PID is unreferenced Default: Enabled,
severity Major

SDT: Service Description Table error ~ Default: Enabled,
severity Major

EIT: Event Information Table error Default: Enabled,
severity Major

RST: Running Status Table error Default: Enabled,
severity Major

TDT: Time Date Table error Default: Enabled,
severity Major

MGT: Master Guide Table error (ATSC Default: Enabled,
mode) severity Major

VCT: Virtual Channel Table error Default: Enabled,
(ATSC mode) severity Major

PIM/PNM: PIM/PNM error (ATSC mode) Default: Enabled,
severity Major

RRT: Region Rating Table error Default: Enabled,
(ATSC mode) severity Major

ATSC EIT: ATSC EIT Table error (ATSC Default: Enabled,
mode) severity Major

STT: System Time Table error (ATSC Default: Enabled,

mode)

severity Major
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ETT:

Extended Text Table error
(ATSC mode)

Default: Enabled,
severity Major

CA System:

CA System error

Default: Enabled,
severity Major

PID min. bitr.

PID minimum bitrate below
threshold

Default: Enabled,
severity Major

PID max. bitr.

PID maximum bitrate exceeds
threshold

Default: Enabled,
severity Major

PID checks:

PID check error

Default: Enabled,
severity Major

Service min. bitr.

Service minimum bitrate below
threshold

Default: Enabled,
severity Major

Service max. bitr.

Service maximum bitrate ex-
ceeds threshold

Default: Enabled,
severity Major

Service checks:

Service check error

Default: Enabled,
severity Major

MIP:

Megaframe Insertion Packet er-
ror

Default: Enabled,
severity Major

Content:

Content check error (checking of
audio and video)

Default: Enabled,
severity Major

Reference:

Reference check error (compar-
ing the stream with a Gold TS)

Default: Enabled,
severity Major

Gold TS:

Error found while comparing the
stream with the stored Gold TS
snapshot)

Default: Enabled,
severity Major

Pre FEC BER:

Bit error rate prior to Viterbi FEC
above specified threshold (Appli-
cable for RF inputs)

Default: Enabled,
severity Major

Post FEC BER:

Bit error rate after Viterbi FEC
above specified threshold (Appli-
cable for RF inputs)

Default: Enabled,
severity Major

MER:

Modulation Error Ratio above
specified threshold (Applicable
for RF inputs)

Default: Enabled,
severity Major

SNR:

Signal to Noise Ratio below spec-
ified threshold (Applicable for
RF inputs)

Default: Enabled,
severity Major
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Signal strength:

Signal strength outside specified
thresholds (Applicable for RF in-

puts)

Default: Enabled,
severity Major

SFN meas:

Error with timing in DVB-T/T2
SEN networks (ASI and DVB-
T/DVB-T2 inputs)

Default: Enabled,
severity Major

Packet error count:

Detection of one or more pack-
ets with errors after demodulator
FEC (VB272)

Default: Enabled,
severity Major

Center frequency:

Difference between received
and configured RF frequency
exceeds specified threshold
(VB252, VB262 and VB272)

Default: Enabled,
severity Major

Symbol rate: Difference between received and Default: Enabled,
configured symbol rate exceeds severity Major
specified threshold (VB252,

VB262 and VB272)
Post BCH FER: DVB-T/T2 BCH Frame Error Default: Enabled,
Rate exceeds specified threshold severity Major
(VB252 in DVB-T mode)
T2MI Errors in DVB-T2 Modulator In- Default: Enabled,
terface protocol analysis severity Major
LDPC LDPC iteration count higher than Default: Enabled,
threshold (VB252) severity Major
Eb/NO Eb/NO  outside  threshold Default: Enabled,
(VB252) severity Major
EVM Error vector magnitude outside Default: Enabled,
threshold (VB252) severity Major

Interface overflow:

Input interface overflow error.
Means that the probe is over-
loaded and can not properly ana-
lyze the signals.

Default: Enabled,
severity Major

SYS (System) events

[Critical system errors]:

Critical system errors prevent-
ing the Probe from operating cor-
rectly

Default: Enabled,
severity ‘Fatal’
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[System errors]:

Enable this to view all system er-
rors

Default: Enabled,
severity ‘Major’

[System info]:

Enable this to view system in-
formation messages such as time
synchronization

Default: Enabled,
severity ‘OK’

OTT Alarms

The number of profiles changed:

The number of profiles flagged
in the manifest file changed

Default: Enabled,
severity ‘Warning’

Profile stream type changed:

The stream type of the profile
changed in the manifest

Default: Enabled,
severity ‘Warning’

Minimum profiles

The channel has less profiles than
specified in the threshold

Default: Enabled,
severity Warning

Download bitrate low:

The download duration time ex-
ceeds the OTT bitrate threshold.
The bitrate threshold is part of
the OTT threshold template de-
fined in the OTT — Thresholds
view. A threshold template is as-
signed to a stream in the OTT —
Channels view.

Default: Disabled,
severity Warning

Download bitrate too low:

The download duration time ex-
ceeds the OTT chunk duration
time

Default: Enabled,
severity Error

Manifest size:

The manifest file size exceeds the
OTT manifest size threshold

Default: Enabled,
severity Warning

Actual bitrate:

The actual measured bitrate does
not match the profile bitrate spec-
ified in the manifest file

Default: Enabled,
severity Warning

Download timeout:

The download time exceeds
twice the chunk duration time

Default: Enabled,
severity Major

Address resolve error:

Unable to resolve address name

Default: Enabled,
severity ‘Error’

Connection failed:

Connection failed

Default: Enabled,
severity ‘Error’

Send error:

Could not send data to host

Default: Enabled,
severity ‘Error’
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Receive error:

Could not receive data from host

Default: Enabled,
severity ‘Major’

Empty reply: Response did not contain any Default: Enabled,
data in body severity ‘Major’

HTTP error: Invalid HTTP response Default: Enabled,
severity ‘Major’

HTTP redirect error: HTTP 3xx redirection error Default: Enabled,
severity ‘Major’

HTTP client error: HTTP 4xx client error Default: Enabled,

severity ‘Major’

HTTP server error:

HTTP 5xx server error

Default: Enabled,
severity ‘Major’

Static manifest:

Manifest file unchanged for
longer than configured threshold

Default: Enabled,
severity Major

Manifest parse error:

Failed to parse manifest file. In-
valid format

Default: Enabled,
severity ‘Major’

Unknown manifest:

Cannot recognize manifest XML
format

Default: Enabled,
severity ‘Fatal’

6.2.3 Alarms — Flash Alarms (FLASH option)

All alarms || Ethernet alarms |[ FSMalarms || OTT alarms || ETR alarms || System alarms | [ Alarm setup || Flash alarms.

Status —[Col [Tme " lype [Steam """ Description
Ewvent [ | 2015 Jan 27 14:36:20 ETH 10.0.81.121:1234 MLR == error-threshold (9 == 8) *

Active [ | 2015 Jan 27 14:36:20 | ETH | 10.0.81.121:1234 CC skips:10 discontinuities:3 - counting

Ewvent [ | 2015 Jan 27 14:35:31 | ETH 10.0.81.121:1234 MLR == error-threshold (15 == 8)

Event [0 | 2015 Jan 27 14:35:31 | ETH | 10.0.81.121:1234 CC skips:15 discontinuities:2

Ewvent [ | 2015 Jan 27 14:35:15 | ETH 10.0.81.121:1234 MLR == error-threshold (15 == 8)

Event [0 | 2015 Jan 27 14:35:15 | ETH | 10.0.81.121:1234 CC skips:15 discontinuities:2

Ewvent [J | 2015 Jan 27 14:35:08 | ETH 10.0.81.121:1234 MLR == error-threshold (16 == 8)

Event [J 2015 Jan 27 14:35:08 ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3

Ewvent [J | 2015 Jan 27 14:35:03 | ETH 10.0.81.121:1234 MLR == error-threshold (16 == 8)

Event [J  2015Jan 27 14:35:03 ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3

Ewvent [0 | 2015 Jan 27 14:34:46 | ETH 10.0.81.121:1234 MLR == error-threshold (16 == 8)

Event [0  2015Jan 27 14:34:46 ETH | 10.0.81.121:1734 CC skips:16 discontinuities:3

Cleared B 2015 Jan 27 14:34:28 ETH 10.0.81.121:1234 CC skips:444 discontinuities B8 (Jan 27 14:34:26 - Jan 27 14:34:28)
Ewvent [0 | 2015 Jan 27 14:34:26 | ETH 10.0.81.121:1234 MLR == error-threshold (437 == 8)

Active [0 | 2015 Jan 27 14:34:26 | ETH | 10.0.81.121:1234 CC skips:443 discontinuities:87 - counting

Ewvent [0 | 2015 Jan 27 14:34:22 | ETH 10.0.81.121:1234 MLR == error-threshold (16 >= 8)

[ search |[ Clearfilter | [ Older |[ Newer | [Oldest || Newest | |Export..| Totalflash alarms: 192 Position: 48% Displayed: 100

The FLASH option enables the Flash alarms tab. This alarm list contains the last 20,000 alarms
and keeps them in non-volatile memory so that they survive reboots and power-outages. This opens
up a lot of possibilities for probes that cannot be reached while doing measurements and for probes
that need to be powered down and consulted elsewhere. It also severely increases the size of the

alarm list allowing browsing of older alarms.
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6.3 OTT (Option)

6.3.1 OTT — Active testing
Active testing || Latency | | channels || Settings || Thresholds |

--- humb  (Channel

e m B viovza RvP — I Mo RTMP 1

0 @ [v] Ll MRK1@akamai [ — 5 A Yes HLS 2
(i Q| MRK 1@arkens et b st I T 1T T 171 B Yes HLS 4 3
om NRK 3@ Arkena i, T 6 Yes HLS s

em R MK 2@Arkena | HLS 5

o | B vovza R 2 — I Mo RTMP 7
om B viovzacamtis [ Mo HLS )
om B vvovze com HOs | s I Mo HD= a
on bl Wowza Cam S5 _ o — ] ho Smoathstream | 10

o m B vovza CamDasH e 3 Mo DASH 1

o @ [»] B sihop@isshet O 4 Mo HLS 15 4
o m [»] B sichop@oTriet s i s i L Mo HLS 14 1

The OTT option enables monitoring of up to 50 OTT channels. Up to 5 OTT engines (depends on
license) can operate in parallel, and each engine licensed allows any channels to be analyzed. Each
engine analyses channels in series and can be configured with any number of channels up to the
maximum allowed by the license. Make sure you have the necessary bandwidth available for the
channels you are analyzing, see B.7 OTT Bandwidth requirements.

The Probe will parse a channel’s manifest file, and for a live channel one of the latest chunks in each
OTT profile’s chunk sequence will be analyzed. The engine then moves on to the next OTT channel
in the channel list defined by the user. For a VoD channel the OTT engine will analyze all chunks in
the VoD file, one in each round-robin loop.

If manifest file parsing or chunk analysis reveals an error, an alarm will be raised. Note that some
alarms depend on user defined threshold values. Alarms must also be enabled in the Alarm —
Alarm setup view.

Thumbnail decoding is available for non-encrypted HLS, HDS, DASH and RTMP channels, as
well as some types of encrypted HLS channels.

The following OTT information is displayed in the Active testing view:

OTT channels

Status bulb: A bulb indicates the current status of the channel, i.e. the most severe
profile status.
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Thumb:

If the selected channel is of type HLS, HDS, DASH or RTMP a thumb-
nail of the content will be decoded and updated. Thumbnail decoding
is a process asynchronous of the channel analysis and therefor should
not be expected to be updated at the same time. The main purpose
of the thumbnails is to provide brief information about the channel
contents.

Channel:

The channel name defined by the user and linked to a URL in the OTT
— Channels view.

Progress:

Channels will be analyzed sequentially, and the progress bar shows
which channel is currently being monitored and how analysis is pro-
gressing.

Alarm history:

A bar graph showing alarm severity history. It can show the last 120
minutes, 24 hours or four days. To switch between the graphs, press the
“24h”, “2h” or “4d” button on the left under the channel list. Each bar
color represents the alarm severity level as configured under Alarms
— Alarm setup.

Current profile status:

The channel health bar displays the current status for individual channel
profiles. Profiles are separated by vertical black lines.
Colors indicate profile alarm status:

* Green: OK

* Yellow: Warning

* Orange: Error

* Red: Major

* Black: Fatal

Profiles:

The number of profiles associated with a channel.

Encryption:

Scrambling information is resolved from the profile manifest. If the
profile is scrambled the encryption field will read Yes. If the profile is
transmitted in clear the encryption field will read No.

Profile info:

Channel and profile information is resolved from the manifest files.
At channel level the OTT format is displayed (Smoothstream, HLS,
Adobe HDS, MPEG DASH or SHOUTcast). At profile level the profile
bitrate is displayed.

Engine:

Indicates which OTT engine is assigned to what channel. The Probe
can be licensed with anywhere from 1 up to 5 OTT engines. Each
engine is capable of handling any number of channels.

Lat.eng.:

Indicates which OTT latency engine has been automatically assigned
to this channel. This column is only displayed if latency engines have
been configured in the OTT — Settings view, and will only contain
numbers for channels configured to perform latency measurements.
See chapter 6.3.3 for more details.

VB2xx GigE User’s Manual version 5.5 65



6.3.2 OTT — Details

Click the blue information button on a channel to open the details window. This window provides
detailed information about the status and alarms on all the profiles for the selected channel. The

same pop-up can be opened from the Main — Thumb Overview view, see chapter 6.1.4 for more
information.

6.3.2.1 OTT — Details — Profiles

Details

Profiles | | Manifest | | Alarms | | Thumbnails | | Alignment |

[ [Chamel ———  — Jprogiess____|Profies [Profle siaws
[l Wowza Live HTTPS1 RN e S — HLS

" Profle  [lype |Profile health (120 min.) [Profile bps Download bps  [Chunk length TTF header
I 200 kbps VoD g 200.000kbps  2.082 Mbps 1134 Ghps 100s  000s260.192kB Mo File

I 311 kbps oD I 311111kbps 3256 Mbps 1336 Gbps 100s|  0D0s407.020kB Mo File

[ 484 kbps \oD 484.444 kbps 4 978 Mbps 1592 Ghps 100s  0D0s622.280kE Mo File

[ 737 kbps VeD | 737777 kbps  7.690 Mbps 1554 Ghps 1005  000s961244 kB Mo Eile

The Profiles view in this pop-up consists of two tables detailed below:

The following information relevant for the overall OTT channel is shown in the first part of the
Details — Profiles pop-up window:

Channel

Channel: The channel name defined by the user and linked to a URL in the OTT —
Channels view. A bulb indicates the current status of the channel, i.e. the most
severe profile status.

Progress: Channels will be analyzed sequentially, and the progress bar shows which
channel is currently being monitored and how analysis is progressing.

66 VB2xx GigE User’s Manual version 5.5



Profiles:

The number of profiles associated with a channel.

Profile status:

The channel health bar displays the current status for individual channel profiles.
Profiles are separated by vertical black lines.
Colors indicate profile alarm status:

Green: OK
Yellow: Warning
Orange: Error
Red: Major
Black: Fatal

Stream type:

Channel and profile information is resolved from the manifest files. At channel
level the OTT format is displayed (Smoothstream, HLS, Adobe HDS, MPEG
DASH or SHOUTCcast).

In the same view below the table for the overall channel a more detailed view per channel profile is
shown with the following information in it:

Profiles
Profile: The name of the OTT profile as flagged in the manifest files.

Type: Live for live content or VoD for stored content. The distinction between
the two is done based on whether the profile sequence numbers update or
not.

Profile health: * A timeline graph display of a combined bitrate and alarm representation
for individual profiles. Refer to Appendix C for a description of these
graphs. The timeline duration is either 2 or 24 hours, and the graph
resolution is one minute for the 2 hour graph, and twelve minutes for the
24 hour graph.

Profile bps: * The profile nominal bandwidth as flagged in the manifest files.

Actual bps: * The actual profile bitrate, i.e. the chunk size (megabits) divided by the
chunk length (seconds). The actual profile bitrate should match the man-
ifest bitrate specification within limits defined by the user in the OTT
thresholds template associated with a channel. Otherwise an alarm will be
raised.

Download bps: * The downloa