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1 INTRODUCTION

1.1 About the 10G Probe
1.1.1 VB330 - Overview

With dual 10 Gbit/s Ethernet connectivity and a massive multiprocessor architecture the VB330 can
deliver monitoring and analytics of thousands of streams and a multitude of technologies in real-time
and in parallel. The VB330 is deployed either on dedicated embedded hardware, as a pre-configured
and pre-installed appliance or as a software-only solution. This gives the operator greater flexibility
when it comes to tailoring the monitoring solution towards the underlying system architecture in the
best possible manner. Feature parity is ensured across the various deployment options, varying only
in factors such as scalability, power consumption and longevity. The web-based user experience and
feature availability stays the same across all the deployment alternatives.
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The OTT software option is available on the VB330 and enables monitoring of up to 500 adaptive
bitrate channels in steps of 5 or 50 (Bulk OTT option) OTT engines depending on licensing.

A built-in web server in the VB330 allows remote signal monitoring using a standard web browser.
This can be managed either through a separate Ethernet network, or by using the regular video/data
network — both IPv4 and IPv6 are supported.

The VB330 10G Probe can also be managed via the VideoBRIDGE Controller. The VideoBRIDGE
Controller will add management features like alarm aggregation and report functionality.

The VB330 10G Probe is a module housed in a 1 RU chassis. Up to two VB330 modules may be
installed in one chassis, extending the monitoring capacity.
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1.1.2 VB330 - Platform alternatives

The VB330, VB330-SW and VB330-SW probes supports common functionality for all the available
deployment alternatives, varying mostly only in factors such as storage size and stream count.
This is in contrast to the VB120 and VB220 embedded hardware probes which support add-on
interface cards to support different RF and ASI standards. These include VB242 and VB246 for
ASI, VB252 for DVB-T/T2, VB262 for QAM, VB256 for ISDB-T, VB258 for DVB-T, DVB-T2,

DVB-C, QAM-B, ISDB-T, ATSC 1.0 and ATSC 3.0 and VB272 for satellite.

VB330 Embedded Hardware

VB330/VB380
Server

Appliance

VB330 Software Image

Custom electronics developed
by Sencore

Pre-selected server hardware
with pre-loaded software

Software image for installation
on Ubuntu

Low power consumption.
Each VB330 draws approx.
35W

Server power consumption

Suitable for 3rd party server in-
stallation

Dual 10 Gbit/s SFP+ network
interface

Dual QSFP28 10/25/40/50/
100 Gbit/s network interface

Suitable for cloud-based infras-
tructure

1RU 40 cm depth rack solution
with space for 2 VB330 mod-
ules

1RU 50 cm depth rack solution

Suitable for architectures
where virtualization technol-
ogy is utilized

Dual 10 Gbit/s network con-
nectivity per VB330

Delivered as working system
out of the box

Warranty depends on underly-
ing system

Capacity: 12 Gbit/s per VB330
with second input option en-
abled

Capacity: Up to 50 Gbit/s

Capacity: Will depend on un-
derlying drivers and architec-
ture

24 month standard warranty

24 month standard warranty

Designed for long lifetime and
long product availability

Powerful and future-proof
server based platform

License manager / floating li-
censes

Note that the VB330 software image and VB330 Appliance can be licensed to run any bitrate from
1 Gbit/s to 50 Gbit/s, limited by the underlying network interface cards and server performance.

1.1.3 Embedded 10G Probe — Functionality

An IP-based network is fully transparent with respect to signal contents quality, provided that the
IP packets arrive, and provided that they arrive in time. The 10G Probe therefore uses the patented
MediaWindow to allow monitoring at-a-glance of packet loss and errors in inter-packet arrival time.
This way the operator can conveniently ensure correct signal quality at IP-level.

The advanced Ethernet protocol analysis tool automatically detects all protocols carried over Ethernet
past the port the 10G Probe is connected to, and it displays statistics like percentage utilization of the

VB3xx 10G Probe User’s Manual version 6.5 11



interface and percentage of the different transported protocols. This gives the 10G Probe a real-time
sniffer capability.

The 10G Probe allows the user to define a Return Data Path (RDP), using the regular video/data
network or the management network to return a stream. A faulty signal can then be further analyzed
at the studio premises, when necessary.

The recording functionality allows the user to record a stream, either triggered manually by the user
or triggered by a user defined alarm.
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Full Service Monitoring (FSM) checks that vital system components like CA-servers are active.

Optional Ethernet TR 290 monitoring allows the operator to check parameters like transport stream
sync and PSI/SI standards conformity. This option also performs further PSI/SI analysis, making it
possible to view PSI/SI contents. PID and service bitrates are also continuously measured.

Optional OTT monitoring allows the operator to set up active testing of Over-the-top type signals
as found in adaptive bitrate streaming architectures. Formats supported include Apple ™ HLS,
Microsoft ™ Smoothstream, RTMP, MPEG DASH, Adobe ™ HDS and Nullsoft SHOUTcast™,

The 10G Probe can be expanded through license options to monitor the T2MI protocol layer as
found in DVB-T?2 networks.

The 10G Probe can also be licensed with an SCTE 35 option that allows monitoring and logging of
splice time codes embedded in the transport streams.
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1.2 How to Use This Manual
This User’s Manual is valid for software version 6.5 of the VB330 10G Probe.

Throughout this manual the term stream is often used rather than unicast or multicast. One stream
may consist of one or more services, and refers to one IP stream received as a uni- or multicast
or over an SRT connection. When the term multicast is used in this manual, it explicitly refers to
a stream arriving over the network as a multicast or unicast, including unicasts that use the SRT
protocol.

Chapter 2 PRINCIPLE OF OPERATION provides a simplified block-diagram overview of the
probe.

Chapter 3 SAFETY lists safety precautions, and this chapter should be read prior to equipment
installation.

Chapter 4 INSTALLATION AND INITIAL SETUP explains how to install the equipment and
also how to perform the necessary initial configuration of the 10G Probe management IP address. A
step-by-step quick installation guide is found in section 4.1.

Chapter 5 QUICK SETUP GUIDE contains a quick setup guide; a step-by-step description of how
to setup the 10G Probe once the initial setup has been performed.

Chapter 6 VB330 EMBEDDED HARDWARE PROBE GRAPHICAL USER INTERFACE
describes the graphical user interface (GUI) as seen when pointing a web browser to the 10G Probe’s
IP address.

A Appendix: VB330 Versus VBC Alarms describes the alarm handling in the 10G Probe versus
the VideoBRIDGE Controller.

B Appendix: Monitoring Practices explains some useful monitoring practices.

C Appendix: OTT Profile Health explains the OTT profile health bar and timeline.

D Appendix: SRT Streams provides a quick introduction to SRT (Secure Reliable Transport).
E Appendix: On-line License Activation outlines the on-line license activation procedure.

F Appendix: Software Maintenance briefly describes software maintenance licenses and how they
are used.

G Appendix: Software Upload explains how to upgrade the software on the 10G Probe.

H Appendix: Restoring probe factory defaults details how to reset the 10G Probe to factory
default settings.

Note that current version of the User’s Manual can be obtained from Sencore ProCare support by
emailing procare @sencore.com.
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2 PRINCIPLE OF OPERATION

The VB330 module is equipped with two SFP+ optical ports and one RJ45 Ethernet port. The user
selects which transport stream signal input to be used by the monitoring engine. Management of the
probe is conducted via the Ethernet management port or alternatively in-band via the video/data
ports.

Monitoring Engine

SFP+ A (optional port)

Figure 2.1: The VB330 Module — Principle of Operation

A simplified diagram of the alarm handling mechanisms of the 10G Probe is shown in figure 2.2.
The input signals are continuously analyzed, and measured data are checked against user defined
threshold values. If the data do not comply with the threshold values alarms will be generated.
The overall alarm settings further make it possible to enable and disable alarms, thus defining
which alarms should be reported in the 10G Probe alarm list and sent as SNMP traps to an external
management system.
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Figure 2.2: Simplified Diagram of the Alarm Handling in the 10G Probe
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SAFETY

Read the installation instructions before connecting the chassis unit to the power source. Do
not install the chassis unit with power on.

The equipment described in this user manual is considered professional equipment to be
installed by skilled personnel. The equipment should be connected to protective earth through
the ground lug at the back of the chassis marked clearly with the ground symbol.

The chassis is intended for installation in restricted access areas. A restricted access area can
be accessed only through the use of a special tool, lock and key, or other means of security.

Blank face plates and cover panels serve three important functions: they prevent exposure to
hazardous voltages and currents inside the chassis, they provide electromagnetic interference
shielding and they direct the flow of cooling air through the chassis. Do not operate the chassis
unit unless all modules, face plates, front covers and rear covers are in place.

Only trained and qualified personnel should be allowed to install, replace or service this
equipment.

This equipment must be installed and maintained by service personnel as defined by AS/NZS
3260. Incorrectly connecting this equipment to a general-purpose outlet could be hazardous.

The 10G Probe is shipped with an SX SFP+ module that is equipped with a Class 1 laser. Do
not stare into open optical ports. Note that if the SFP+ module is replaced special precautions
may have to be taken — refer to the manufacturer’s instructions. SFP+ modules are static
sensitive devices, and ESD-preventive measures should be taken when handling them, to avoid
damage.

Ultimate disposal of this product should be handled according to all national laws and regula-
tions.

To prevent the system from overheating, do not operate it in an area that exceeds the maximum
ambient temperature of 45 degrees Celsius.

Do not work on the system or connect or disconnect cables during periods of lightning activity.

The chassis requires short-circuit (overcurrent) protection. Ensure that the protective device
is rated not greater than 120 VAC, 15 A; 240 VAC, 16 A; 60 VDC, 20 A.
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4 INSTALLATION AND INITIAL SETUP

4.1 Quick Installation Guide
1. Read the safety instructions, refer to chapter 3
2. Install the unit in a 19 inch rack for rack mount probes, refer to section 4.6
3. Connect the signal cables, refer to section 4.5

Power up the unit, refer to section 4.7

Perform initial set-up of IP addresses, refer to section 4.8

AN

Verify that the GUI launches correctly, refer to section 4.8.3

4.2 The Enhanced Chassis (VB300)

The 1RU Enhanced Chassis can house a maximum of 2 modules, and it is equipped with two
100-240V AC 75W power supplies. The unit is forced air ventilated, the air flow going from front
to back. The maximum power consumption of the chassis with optional modules is 75W. By default
all connectors are located at the front of the unit. The power plugs are located at the rear of the unit.
The rack ears of the chassis may be moved to provide for mid or rear mounting of the unit. The rack
ears are designed to support the weight of the unit.

Figure 4.1: The Enhanced Chassis with probe boards installed

4.2.1 Dual Power Supply

The Enhanced Chassis (VB300) is delivered with two 100240V AC / 75W power supplies, providing
power redundancy. In normal operation load is shared between the two power supplies. If mains
fall-out occurs for one of the power sources or one of the power supplies fails, the power supply still
in operation will take the full load, seamlessly. This means that monitoring operation will not be
affected if one of the power sources fails.
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4.2.2 Cooling System

The chassis is equipped with six long-life fans that suck in air from front of the chassis. The
air exits at the back of the unit. The fans are temperature controlled, allowing them to run at an
optimum speed. Venting holes at the sides of the chassis provide an optional air intake, ensuring
good aerodynamic properties of the cooling air flow. It is recommended, but not essential, that these
venting holes are not covered.

4.3 The Enhanced Chassis -48V DC version (VB300-DC)

The 1RU Enhanced Chassis can house a maximum of 2 modules, and it is equipped with two —48V
DC 75W power supplies. The unit is forced air ventilated, the air flow going from front to back.
The maximum power consumption of the chassis with optional modules is 75W. By default all
connectors are located at the front of the unit. The power plugs are located at the rear of the unit.
The rack ears of the chassis may be moved to provide for mid or rear mounting of the unit. The rack
ears are designed to support the weight of the unit.

4.3.1 Dual Power Supply

BRIDGE 2 TECHNOLOGIES™

Figure 4.2: VB300-DC rear: two —48V DC connectors located on the the right

The Enhanced Chassis (VB300-DC) is delivered with two —48V DC / 75SW power supplies, providing
power redundancy. Each VB300-DC unit consists of a IRU chassis with 2 option slots. In normal
operation load is shared between the two power supplies. If mains fall-out occurs for one of the
power sources or one of the power supplies fails, the power supply still in operation will take the
full load, seamlessly. This means that monitoring operation will not be affected if one of the power
sources fails.

4.3.2 Cooling System

The chassis is equipped with six long-life fans that suck in air from front of the chassis. The
air exits at the back of the unit. The fans are temperature controlled, allowing them to run at an
optimum speed. Venting holes at the sides of the chassis provide an optional air intake, ensuring
good aerodynamic properties of the cooling air flow. It is recommended, but not essential, that these
venting holes are not covered.
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4.3.3 VB300-DC Power Supply

The VB300-DC unit is equipped with two —48V DC / 50W power inlet connectors. The power plug
is a male 3-PIN D-sub(15) connector. Matching female plugs are supplied with the VB300-DC unit.
This plug should be soldered to the power cable in accordance with the drawing in figure 4.4.

Figure 4.3: The VB200-DC Power connector on the chassis

j—-———A3-Gnd
| A2 - Minus
M- ——————A1 - Plus

Figure 4.4: Soldering the Female 3-PIN D-sub(15) Connector to the Power Cable

4.4 Serial Number Location

The serial number of the Enhanced Chassis is located at the rear of the unit. The serial numbers
of the individual optional modules are located on the components side of the modules. All serial
numbers can also be found on the shipping box.

All modules except the demodulator interface modules have a serial number that is available via the
web GUI under About License.
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4.5 The Hardware Modules and Connectors
4.5.1 The VB330 Module

6 sencore
VB330

The VB330 module is equipped with the following connectors:

SYNC: 1PPS input (for future use)
USB: USB serial port emulator for initial set-up of the probe — Type A
MANAGEMENT: For optionally running management of the probe on a separate network —
RJ-45. This interface supports 10/100/1000T.
SFP+ A: SFP+ optical interface (optional interface not enabled by default)
SFP+ B: SFP+ optical interface — main data input.

The VB330 module’s SFP+ B port is shipped with an SR (short range) SFP+
module. This should be replaced if the system requires a different SFP+
module, e.g. for use with single mode fiber. Note that using other SFP+
modules than the type shipped may imply that special safety precautions
must be taken, like using protective glasses. Refer to the manufacturer for
instructions.

A number of LEDs serve the following purposes:

PWR: Green power LED
STAT: Green status LED for future use
MANAGEMENT: The green LEDs indicate link and activity. A blinking LED indicates

activity, whereas a steadily lit LED indicates link without activity (traffic).
If the left LED is active the speed is 10/100Mbit/s, the right LED indicates
1000Mbit/s.

LINK: Green LED indicating SFP link status

ACT: Green LED indicating SFP activity (traffic)
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6 sencore

4.6 Installing the Unit in a Rack

The following equipment is needed for hardware installation of the unit:

e 4 rack screws
e A screw driver for the rack screws

* For rear mounting: a size 2 Phillips screwdriver for rack ear screws

4.6.1 Default Installation — Connectors at the Front of Rack

By default the Enhanced chassis is shipped with rack ears for front mounting of the unit. The rack
ears are designed to support the weight of the unit, so no additional support, like a rack shelf, is
needed.

When deciding where to locate the unit, make sure there is sufficient space surrounding the unit to
allow efficient cooling, refer to section 4.2.2.

Use four rack screws to install the unit in the rack.

4.6.2 Optional Installation — Connectors at the Rear of Rack

For rear mounting of the chassis, the rack ears should be moved prior to rack installation. Unscrew
the six size 2 Phillips screws holding the rack ears, and move the six screws covering the rear
mounting holes to the front mounting holes. Remount the rack ears at the rear end of the unit.

Install the unit as described in section 4.6.1.

4.6.3 Optional Installation — Mid-Mounting

The Enhanced Chassis allows rack ears to be mid-mounted. This can be convenient if the chassis is
installed in a telco environment. Unscrew the six size 2 Phillips screws holding the rack ears, and
move the six screws covering the mid mounting holes to the front mounting holes. Remount the
rack ears at the middle of the unit.

Figure 4.5: Rack Ears Mounting — Side View of Enhanced Chassis Showing Screw Holes
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4.7 Powering up the Unit

Once the chassis is securely mounted and signal cables are connected, it can be powered up by
connecting the power cable to a mains source. When the power cable is connected the power LEDs
of the individual optional modules should light up and the chassis fans should operate.

Note that it will take some time from power-up until the modules can be accessed via the management
interface — typically the start-up may take up to two minutes.

4.8 Initial Configuration

There are two alternative ways of performing an initial configuration of the probe module:

1. By using the preconfigured IP address of the probe management port

2. Via serial console emulated over USB

For most users the first method will be the easiest.

Note that if there are two 10G Probe modules in the chassis, each module should be configured
individually, one by one.

4.8.1 Initial Configuration Using the Pre-Set IP-Address

The 10G Probe modules are shipped with the following factory settings:

Management (eth1) IP address: 10.0.20.101
Management (eth1) subnet mask: 255.255.0.0

In order to connect to the ethl management port, the PC used for set-up should have corresponding
network settings. Typically a lap-top PC is used for initial configuration. Connect directly to the
device’s ethl management port using an Ethernet cable.

For Windows, the network parameters are set in the Control Panel — Network and Internet
— Network and Sharing Center — Network Connection — Properties — Internet Protocol
Version 4 Properties view, as shown in figure 4.6. Select the user defined address, and set the PC’s
IP address to 10.0.20.100 and the subnet mask to 255.255.0.0.

When the IP address of the PC has been set to match the VB330 factory setting, the permanent
network settings can be configured through the VB330 web browser interface. Refer to sections
4.8.3 and 6.12.5 for details on how to launch the VB330 graphical user interface and how to set the
network parameters.
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Figure 4.6: Setting the IP address manually in Windows

4.8.2 Initial Configuration Via Serial Console Emulated Over USB

If the 10G Probe for some reason cannot be reached through Ethernet communication, the initial
set-up may be performed via serial console emulated over USB. For the initial set-up, you must do
the following:

1. Installing a driver for the USB communication, if not already supported by the operating
system

2. Setting the management IP address

Most operating systems will have native support for the FT232 driver needed. When a USB cable is
connected between a PC and the 10G Probe, the operating system will detect a new USB device.
For Windows, the new device will appear as a COM port in the Device Manager view as shown in
figure 4.7.

If your operating system does not detect the probe, you may have to download and install a driver for
it. The driver may be downloaded directly from the chip manufacturer at https://www. ftdichip.
com/. Select first Drivers, then VCP followed by the operating system (VCP is short for Virtual
COM Port).
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If it is not already connected, connect the USB cable between the USB port on the probe and a USB
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Figure 4.7: Connecting to the serial console over USB

port on the PC.

Start a terminal program. Windows XP users can use Hyperterm, Linux users can use minicom. For
modern versions of Windows, that do not ship with a terminal program, the free application PuTTY

may be downloaded from https://www.chiark.greenend.org.uk/~sgtatham/putty/.

Select the new COM port that should appear as the USB cable is plugged in (Linux users should
check /var/log/messages to see what device to use) and establish a serial connection to the 10G

Probe using these communication parameters:

Press || a few times to bring up the login prompt. Log in using the user name admin and the
password elvis (this password can be changed in the Setup — Security — Password view).
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Baud rate: 9600
Data bits: 8
Parity: None
Stop bits: 1

Flow control: None
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Menu: /ewe/probe/core/setup/ethernet/

<0> Back <9> Exit

<1> ethStatusDoc

<A> data_dhcp - false SFP+ B port (eth®) DHCP

<B> data_ipa - 10.0.30.101 SFP+ B port (eth®) IP address

<C> data_mask - 255.255.255.0 SFP+ B port (eth®) netmask

<D> data_gateway - 10.0.30.1 SFP+ B port (eth0®) IPv4 GW

<E> data_management - true SFP+ B port (eth0®) web-server

<F> dhcp - false Management port (ethl) DHCP

<G> 1ipaddress - 10.0.20.101 Management port (ethl) IP address
<H> netmask - 255.255.255.0 Management port (ethl) netmask
<I> mm_gateway - 10.0.20.1 Management port (ethl) IPv4 GW
<J> management - true Management port (ethl) web-server
<K> gateway_interface - ethl Force default interface

<L> hostname - 1l0gbprobe Host name to use for device

<M> dns_server - 208.67.222.222 DNS Server

<N> reboot - false Reboot 1is required for changes

Figure 4.8: Text-based menu displayed when connecting over USB

A simple text based menu system like the one in figure 4.8 should now be displayed. The actual
menu displayed may appear different depending on the software version and license. To change a
setting, press the appropriate character from the left-most column, enter the new value and confirm
by pressing [| . If DHCP is enabled, you can find the currently assigned IP address by selecting
the ethStatusDoc option.

The 10G Probe is equipped with two network interfaces called management (or eth1) and data/video
SFP+ B (or eth0). It is necessary to configure at least one of these interfaces from the terminal and
then do the rest of the setup from a web browser. Depending on the installed license, an additional
data interface, labeled data2 (eth2), may also be available.

The 10G Probe supports both in-band management (i.e. using ethO for both data/video and manage-
ment) and separate management (i.e. using eth1 for management). In any case make sure that the
subnets configured for the network interfaces do not overlap — otherwise the probe will not work
properly. If the IP addresses for network interfaces are configured so that the subnets overlap, the
settings will be automatically reverted by the 10G Probe.

To configure the management interface, edit values for ipaddress, netmask and mm_gateway or
enable dhcp instead.

Make sure Management is enabled (set to true) — otherwise management via web will not be possible.
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To configure the data/video interface, enter values for data_ipa, data_mask, data_gateway or al-
ternatively enable data_dhcp. Set data_management to true to enable web access via the data
interface.

When all the listed parameters have been configured, the probe must be rebooted to let the parameters
take effect. This is achieved by selecting the reboot option and confirming by selecting ‘t’ for
TRUE.

4.8.3 Verifying Correct Initial Setup of the 10G Probe

Once the probe management network interface have been configured, all further configuration takes
place using a web browser over HTTP.

Launch a web browser application on the management PC. The following web browsers are
supported:

* Google Chrome

* Mozilla Firefox

* Microsoft Edge

* Apple Safari
Type the IP address of the probe in the browser URL field and press | . The IP address of

the probe is that of the ethO or eth1 port (the one used for management) as set in the initial set-up
procedure.

The default management view should be displayed inside the browser. This could look similar to
figure 4.9, depending on the options installed.

4.8.4 Initial Setup Troubleshooting

If there are problems bringing up the probe web-based management interface, verify the following:

* Verify that the laptop and the probe are configured on the same subnet and that they have
different addresses. The network settings of the probe can be verified through RS232/USB as
described earlier

* Make sure that the IP address of the gateway and the network interface are not the same
* Verify that the appropriate Ethernet link indicators of the PC and probe are lit
 Verify that web browser proxy settings are not interfering

* Verify that local firewall settings on the laptop are not interfering
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Figure 4.9: Web-based management view

* Make sure that the management and data/video subnets do not overlap (even if only one is
physically connected)

* Make sure the probe was rebooted to activate the new settings

¢ Clear the browser’s cache
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5 QUICK SETUP GUIDE

This quick setup guide is intended to provide a step-by-step explanation of how to setup a probe
once the initial setup has been performed (as described in chapter 4).

More detailed instructions are found in chapter 6 of this manual.

The Return Data Path and Full Service Monitoring features are not covered by this quick setup

guide.

5.1 Basic Setup

1. Set appropriate parameters in the Setup — Params and Setup — Ethernet views.

2. Enabling Time synchronization is strongly recommended, this can be done in Setup —

Params. If no time reference for automatic time locking is available set the time manually in
the Setup — Time view.

. If access control is required, first log in as the admin user using the Setup — Login view, and

then define users and password and configure firewall settings in the Setup — Security view.

Note: it is important to read the instructions in the associated section of this manual, see
chapters 6.12.7 and 6.12.12.

5.2 Input Signal Definitions

5.2.1

28

Multicasts

1. Define multicasts using the Multicasts — Streams view. You can also import multicast

lists from another probe using the Data — Configuration view, or add them automatically,
either by using the multicast detect feature in the Multicasts — Detect view, or from SAP
announced streams using the Multicasts — SAP view.

Note: Often upstream equipment will not transmit multicasts unless join messages have been
received, and in this case it will usually not be possible to detect multicasts automatically.

Select predefined threshold templates that seem appropriate for the signal.

Note: The sequence of the multicast definitions will be reflected in monitoring, so order the
multicasts correctly if required. Also note that ETR 290 monitoring for Ethernet streams is
disabled by default, so if this is required, it will have to be enabled by the user (on a per-stream
basis).

2. Define stream page name(s) in the Setup — Pages view (not strictly necessary).

3. Join multicasts in the Multicasts — Join view or in the Multicasts — Streams view.
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5.2.2 OTT Input (OTT Engine Option Only)

1. Define the OTT channel manifest URLs and channel names in the OTT — Channels view.
Leave the Threshold and VBC threshold settings at default values for now. Remember to tick
the Enable box in the dialog box. If you have multiple OTT engines installed (1 to 50 are
allowed) then select which engine to assign to the channel. Any number of OTT channels can
be assigned to each OTT engine. Each engine works in parallel to each other.

Note: When monitoring both multicast (UDP) and OTT (TCP) traffic, we recommend using
different network interfaces. Mixing the two traffic types on the same network can have
unwanted impact on the monitored signals. The interface used for OTT traffic is controlled
using the Setup — Routing view.

2. Inspect the OTT monitoring progress using the OTT — Active testing dialog. Useful
information on OTT monitoring can be found in Appendix C.

5.3 Monitoring

When input signal parameters have been set, the signals may be monitored.

For Ethernet multicasts the relevant monitoring views are Main, Alarms, Multicasts, MW, Traffic
and Ethernet. If the probe is equipped with the ETR 290 and/or the OTT option then the views
ETR 290 and OTT are of relevance as well.

Ethernet monitoring hints are found in B Appendix: Monitoring Practices.

5.4 Adjusting Alarm Thresholds

When the probe inputs and streams have been defined using default thresholds, the result will usually
be a number of more or less permanent alarms, some which may not be relevant under the current
circumstances. In order for the user to get rid of unwanted alarms, the probe provides alarm filtering
functionality in the form of alarm thresholds and alarm on/off selection.

Multicasts

By default Ethernet thresholds are set to raise alarms when service affecting errors occur, that are
caused by the network. There may however be reasons for these thresholds to be altered, for instance
to reflect receiver robustness in the case of IAT, or to reflect a TS into IP mapping different from the
default (7TS/UDP). Creating a new threshold template is done either by copying an existing one and
altering the copy, or by creating a new threshold template from scratch. The Ethernet thresholds are
defined in the Multicasts — Ethernet thresh. view. These thresholds are associated with streams
in the Multicasts — Streams view.

In addition to the miscellaneous thresholds, that affect only the streams with which they are
associated, the Alarm — Alarm setup view allows the user to enable and disable alarms on an
overall basis. You can also define the alarm severity levels for different alarms in this view.
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OTT

When an OTT channel is defined the default OTT threshold template is assigned to it. To change
threshold values create one or more new templates in the OTT — Thresholds view and assign them
to OTT channels in the OTT — Channels — Edit view.

ETR 290

By default the streams configured in the probe will be set up to use the ETR 290 threshold named
Default. This has the most important alarms enabled but have been adjusted to match real world
systems and only alarm on more severe problems. The threshold named ETSI TR 101 290 is based
on the ETSI TR 101 290 guidelines and are fairly strict generating more alarms. The ETR 290
thresholds should be changed if there are tables that are not relevant for a system, or if the user
requires alarm functionality that exceeds the ETR 290 guidelines. The ETR engines has a lot of
powerful functionality not enabled by default, for instance the ability to raise alarms if the number
of services present in a signal is lower than a preset limit.

The default PID and service thresholds do not affect alarming at all, they are completely transparent.
The thresholds may be altered for instance in order to mask an alarm generated by an unreferenced
PID or to ensure an alarm is raised if a service or PID bitrate is outside preset limits.

Creating a new threshold template is done either by copying an existing one and altering the copy,
or by creating a new threshold template from scratch. The thresholds are defined in these views:
ETR 290 — ETR thresh., ETR 290 — PID thresh., ETR 290 — Service thresh.

The thresholds are associated with streams in the Multicasts — Streams — Edit view.
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6 VB330 EMBEDDED HARDWARE PROBE
GRAPHICAL USER INTERFACE
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The VB330 web interface is reached by pointing a web browser to the IP address of the 10G Probe
as shown in the screenshot above. The following web browsers are recommended:
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* Google Chrome
* Mozilla Firefox
* Microsoft Edge

* Apple Safari

Note that different web browsers behave differently with respect to memory leaking, and if the
VB330 GUI should be available at all times the browser should be selected carefully. A browser
memory leak manifests itself as the browser responding more and more slowly, and this is corrected
by closing down the application and restarting.

The interface is easy and intuitive to use. Navigate by clicking on the tabs just below the 10G Probe
logo. Some of the pages have their own tabs for accessing nested pages. The bottom frame of the
interface is always the Alarms & events list, usually referred to as the alarm list. The alarm list
is by default hidden, and can be displayed and hidden again by clicking the Toggle link, which is
displayed as an arrow head.

The web interface has been designed to be resizable in both vertical and horizontal directions with a
minimum screen resolution of 1280x 800 pixels.

Tool-tips are available for most buttons and labels. To access tool-tip information simply navigate
the mouse pointer towards a button or a label and leave it hovering for a second or two.

In this manual the term stream is generally used instead of the terms multicast and/or unicast. A
stream may thus contain a single service or multiple services.
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6.1
6.1.1

.
Main
.
Main — Summary
Main || aiarms |[ 07T |[mutticasts || w || ROP || Tramc || Ethemet || TR 280 |[as1|[RF1 | RF2 ][ RF3 ][ RFe || RFs || RFe || RF7 |[RFe || content || setup || Data |[ about|

Summary ‘ Stream overview || CPU usage || Eii graphing |

[1PPS [ ASIN [ AS out: COFDM1

W Datar [] MGM [] SFP CIRF1 [JRF2 [IRF3 [JRF4 W RFS [JRF6 [RF7 W RF3
HTPtimesync [ RDP [] Counters and alarms Probe Resources Traffic
Offzet from 1PPS: 4 ns Active: Mo Matne: 1000 Proke CPUlevel: 240 W ¥ dats: 94.744 kbps
-C\ear all
System 1PPS: Slot 2 Last cleared: Location: Free mem: 1324M B Monitored
{ ast cleared: ! L f 0.000 kbps
Updated: 27 zecs ago Access: Full Free disk:  921M W data:
Freq offset: 14218 ppm Board temp: 41 .5°C
Timezone: -00 CPUtemp:  B24°C
Time: Mar 26 05:44:43
Data interface [ Management interface [] ETH Info ETH Alarms per type OTT info
P4 status:  Enabled (Manual) IPvd stetus:  Enabled (Manual) Joinec: u] Mo signal: ol Channels: 0
IPvd address: 10030172 IPvd address: 30.30.30.30 Unicasts: 0 CC skips: ol Profiles: 0
IPvd netmask: 255.255.252.0 IPvd4 netmask: 255.255.252.0 Mutticasts: 0 MLR ==thresh: O @
IPvE status:  Disabled IPvE statuz:  Disabled IGMP ver: 3 18T ==threshe 0 0
RTP alarms: ol
Cther alarms: ol

ed

Speed =sCrijtio 5 address

1 Ghps Data RJ45 100,301 7222 2a06:2400:1:1030: 224:641f:{e00:...  hardware

10 Mbps Manacgemernt 30.30.30.30022 harcdwware
eth2 [ 1 Ghps Drata SFP 10.0.50.196:24 harchware

The intention of this page, together with the alarm list, is to provide enough information for the
operator to immediately see if there is anything seriously wrong with one or more input streams.

At the very top, a graphic is displayed representing the front panel of the probe, indicating the status
of the different inputs. If an Enhanced Chassis is installed, there will also be an LED to the right of
the card slots. This LED signals the status of the chassis, and is described in Main — Chassis.

Below this display, the following parameters are shown:

NTP/timesync

(Bulb): The NTP/timesync bulb indicates whether the VB330 clock is locked to an external
time reference signal. Green indicates that the VB330 is locked to an external
reference whereas grey indicates that the VB330 runs in unlocked mode.

Updated: The time since the last time synchronization update.

Freq offset: Indicates the measured frequency offset for the system clock.

Timezone: The time zone as selected by the operator in the Setup — Params view.

Time: The current local time (configured in the Setup — Params or Setup — Time
view).
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RDP

(Bulb): The RDP bulb indicates whether RDP is active or not. Green indicates RDP active
whereas grey indicates that RDP is currently not active.

Active: The RDP active state is either yes or no, yes indicating that RDP relaying or alarm
triggered recording mode has been selected by the operator in the RDP view.

Counters and alarms
Clear all: Click the Clear all button to reset all counters, graphs and alarms. All VB330
measurement and alarm history is cleared. Note that it is not possible to undo
this operation.

Last cleared: The time the Clear all button was last clicked. If no time is indicated the counters
have not been cleared since VB330 startup/reboot time.

Probe
Name: The VB330 name as defined by the operator in the Setup — Params view.

Location: The VB330 location as defined by the operator in the Setup — Params view.

Access: The access rights of the current user. Access rights are either full access or read only
access, and are defined by the operator in the Setup — Security view.

Resources

CPU level: The CPU level indicates the workload of the probe, on a scale from 1 to 10 of
total capacity.

Free mem: The available free memory.

Free disk: The available free probe disk space.

Board temp: The temperature of the probe motherboard.
CPU temp: The temperature of the probe CPU.

The probe employs a memory-based disk, which means that the amount of available free memory
decreases as more files (such as recordings, thumbnails, PCAPs, etc.) are stored.

Traffic
RX data: The total bitrate of received data traffic
Monitored data: The total bitrate of multicasts and unicasts monitored (analyzed) by the probe
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Data interface

(Bulb): The bulb indicates whether the data interface is connected and active or not.
IPv4 status: The IPv4 status as defined in the Setup — Ethernet view
IPv4 address: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
IPv4 netmask: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
Management interface
(Bulb): The bulb indicates whether the management interface is connected and active
or not.
IPv4 status: The IPv4 status as defined in the Setup — Ethernet view
IPv4 address: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
IPv4 netmask: The probe IPv4 Ethernet data/video interface IP address as defined by the user
in the Setup — Ethernet view
ETH info
Joined: The number of joined streams (multicasts and unicasts)
Unicasts: The number of unicasts currently being joined/monitored by the probe
Multicasts: The number of multicasts currently being joined/monitored by the probe
IGMP ver: The IGMP version currently used by the probe. IGMPv2 is used unless the operator
has enabled IGMPv3 in the Setup — Params view.
ETH alarms per type
No signal: The number of currently active Ethernet ‘No signal’ alarms
CC skips: The number of currently active Ethernet ‘CC skips’ alarms

MLR>=thresh:

The number of currently active Ethernet MLR alarms, i.e. the total number of
‘MLR>= warning-threshold” and ‘MLR>= alarm-threshold’ alarms

IAT>=thresh:

The number of currently active Ethernet IAT alarms, i.e. the total number of
‘IAT>= warning-threshold’ and ‘IAT>= alarm-threshold’ alarms

RTP alarms:

The number of currently active RTP alarms, i.e. the total number of ‘RTP
packet drop’, ‘RTP duplicates’ and ‘RTP out of order’ alarms

Other alarms:

The total number of currently active Ethernet alarms not included in the alarm
figures specified above
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OTT info

Channels: The number of enabled OTT channels.

Profiles: The total number of profiles in the enabled OTT channels.

At the very bottom of the Summary page, an overview of the Ethernet network interfaces on the

VB330 are displayed.
Network interfaces
Interface: The ID of the selected network interface.
Link: Indicates whether the interface is connected.
Speed: Shows the current bitrate for the interface.
Description: Provides a human-readable description of the interface, if available.
IPv4 address: Lists the IPv4 address and netmask of the network interface, if set.
IPv6 address: Lists the IPv6 address and netmask of the network interface, if set.
Timestamp: Indicates whether the network interface supports hardware timestamping for

precise measurements, or if kernel timestamping is used.
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6.1.2 Main — Stream overview
Summary || Stream ovenview || CPU usage || Eii graphing

Select stream [ IPTY: NRKT HD v

Fiter . [NRK hits:1 2187

Alarms for selected stream
Status
Active

m Time:

B Feb2812:27:45 IPT%: NRK1 HD
Active | Bl Feb 23150837 ETR IPTY: NRK1 HD Pid 16: Network Information Table error
Active | [ Feb 23 15:08:28 ETR IPT%: NRK1 HD Pid 19: Running Status Table error
Active | B | Feb 23 15:08:12 ETR IPTY: NRK1 HD Pid 18: Event Information Table error

Recent items: 6

Details for selected stream

hutticasts setup

i/~ Putin holder sin a'u-ligg tale om nasjonens tilstand

[l Stream (HRK1 HD)

- Tranzport stream D 42
i Name: NRK1 HD
Type multicast
- Multicast address 239.255.2.1
i Multicast port 5500
- Bitrate £.533 Mbit/s
i+ Content Threshold Subtitles
‘- Service Threshold Default
-~ Schedule Hever
Service (1039)
Audio PID (4035)

[* gudio Information PID (4035)

Video PID (1065)
=l video Information

i Eoka i Size 1280x720
5---Aspec¢ ratio 16:9
[PID___[Language _[Channels _[LUFSavg lloudness ____[Phase  [EEIERCSTRrRege 1:1
as o e 27 s I O o
- Sampling format YChCr 420
NS or 2eey 215 esmmen [NING0l - orer S
- Interlaced no
.
PID_lLangwege _ Jsubtities | :u:;:e .F:? (sm:f_) PID (6602)
ubtitle Information
5502 nar Display Subtitle PID (6603)
- [¥l Subtitle Information PID (6603)
G603 nar -Dlsp\ay
Audio PID (3175)
[* Audio Information PID (3175
|__Mame ___________________[Status description G
[0 Audio silence Test dizabled
[ Audio too loud Test disabled.
[0 Audio phase Test disahled.
I Freeze-frame Consecutive frozen frames: 0
B Color-freeze Consecutive frozen frames: 0
[ MOS average Test disahled.
[ SCTE 35 Gap Test dizabled.
[] SCTE 35 Placements Test dizabled.
[ SCTE 35 Flacement Gan Test dizabled. T

Menulinks [OTT thresholds | [Ethernet threshoids | [Service thresholds | [ETR thresholds| [PID thresholds | [Gold TS thresholds | [Timeline |

The Stream overview offers an easy way to get an overview of the status of a single channel by
collecting the relevant information views from various parts of the probe and displaying them all in
one place. This page is opened when clicking a channel alarm in any of the alarm list. When using
the probe in conjunction with a the VideoBRIDGE Controller, this page is also displayed when
clicking on a stream mentioned in the VBC user interface.

Use the Select stream drop-down to select a stream to display. By entering a stream name in the
Filter box, only streams matching this filter will be show in the drop-down.

The list of active alarms for the selected channel is displayed on top, followed by different information
depending on the kind of the stream selected. Please refer to the Multicasts, ETR 290 and OTT
chapters for detailed documentation on the various information views.
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6.1.3 Main — CPU usage

Summary || Stream overview | CPU usage || Eij graphing
CPU usage per core
Cur streams | Cur user Cur idle ‘eak backlog  [Backlog mem |Current task
g —
2 29% 0% 0% 0% 306 [ ] Os Os 0 wB
3 27% 0% 0% T2% 297 [ ] Os Os omMBe
4 2% 0% 0% T2% 297 [ ] Os Os 0 wB
5 27% 0% 0% T2% 297 [ ] Os Os omMBe
=1 28% 0% 0% T1% 297 [ ] Os Os omMe
7 0% 0% B5% 33% 1] [ htanais
g 5% T B5% 22% o ﬂ [ Os 37s omMe BYE
|La31 10 seconds ||La31 B0 seconds ||Peak any 10 secs ||Peak any 60 SECSl |Clear peaks|

The CPU usage view is meant for troubleshooting performance issues in case of excessively high
traffic load.

Three internal performance indicators (System, User and Idle) are displayed as percentage numbers
and also graphed for the last minute. Issues can potentially arise if the System indicator becomes
high (>80%).

The CPU usage view displays CPU usage of the 10G Probe’s eight cores. To view the CPU usage
averaged over the last 10 seconds click the Current button. To view the usage averaged over the
last 60 seconds click the Last 60 seconds button. Clicking the Peak any 10 secs or Peak any 60
seconds button will display the historical maximum value for an averaging period of 10 s and 60 s
respectively. To clear peak values click the Clear peaks button. Click the Advanced button to open
the Advanced CPU settings view.

The length of the queues for multicast video analysis are displayed in the Backlog column, with the
highest recorded value in the Peak backlog column. If these values keep growing, the probe is not
able to keep up with the amount of data it has been set to monitor, and will eventually start dropping
data to catch up again. Please refer to appendix B.5 for more details. Additionally, the currently
running process (at the time of update) on each CPU core is displayed in the Current task column.

CPU capacity is automatically allocated by the probe, and core 8 always handles ‘User’ processes,
like the web server and thumbnail extraction.
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6.1.3.1 Advanced CPU settings

Summary || Stream uvewiew| CPUusage || Ejj graphing

Advanced CPU settings
~Change network queue distribution

Distribution of streams to network queues is normally perfarmed by looking st only the last byte of the IP destinstion addrez=s. In
zome rare circumstances, thiz can cauze one of the CPU cores to become overloaded a3 too many streams are azszigned to
gqueves handed by the zame CPU care.

Changing distribution to using all four bytes of the IP addrezs can under some circumstances improve the CPU care distribution.

The probe must be rebooted for any changes to take effect.

Mutticast hashing slgarithm | Last byte of destination IP (defautt) v |

|Appl\_.r changes| |CF‘U usage...|

The Advanced CPU settings view can be opened by clicking the Advanced button in the Main —
CPU usage view, and is meant for manually overriding the automatic CPU allocation settings.

During normal operation, incoming network streams are allocated automatically to different CPU
cores. The default distribution algorithm uses only the last byte of the IP destination address, and in
some rare circumstances, this can cause one or more of the CPU cores to have too many streams
assigned to the queues handled by these CPU cores.

By changing the Multicast hashing algorithm, you can change the way the streams are distributed.
After you have clicked Apply changes, you must reboot the VB330 for the changes to take effect.

Click the CPU usage button to return to the Main — CPU usage view.

6.1.4 Main — Chassis

summary || Straam overview || CPU usage || Chassis || Eii graphing |

Chassis status

W Chassis status W Fan 1 W Fanz2 W Fan 3 W Fan 4 W Fans W FanG M Inner PS5  Outer PS

Chassis tempersature: 32

The Chassis view offers an easy way to survey the status of the chassis, and is present on hardware
probes in an Enhanced Chassis, see section The Enhanced Chassis (VB300). Here a graphic is
displayed representing the back panel of the probe. In addition, the temperature inside the chassis is
presented, in degrees Celsius, under the graphic. The Chassis-bulb in the Main — Summary view,
displays the same status as Chassis status.
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The bulbs displayed in this view give the following information:

Chassis
Chassis status: Signals if there are any critical faults in the chassis. A red bulb indicates that
one or more of the following conditions are true:
* Chassis temperature is above 85 °C.
* 3 or more fans have failed.
* One of the power supplies is disconnected or has failed.

Fan 1-6: Signals the status of the fans. On fan failure, the respective bulb turns yellow.
If 3 or more fans have failed, an alarm is raised and the respective bulbs
turn red. If more than 4 fans have failed the error is critical, and must be
attended to in order to avoid damage. Please contact Sencore to have the
chassis serviced.
Inner/Outer PS: Signals the status of the power supplies. Inner/outer describes the physical
position of the power connectors. The bulbs turn red if no power is detected
from the respective power supply.

6.1.5 Main — Eii graphing
Summary || Stream overview || CPU usage || Eil graphing

Plotting /probeethdata Eii stream parameter Platting /proberethdata Eii protocol parameter Platting /probeipidinfo Eii stream parameter Plotting jprobeiottdata Eii OTT parameter

Stream 2toplat | TV ZHD (M) v Parameter 2 to plot | ethOr<Bitr v Parameter to plat Parameter to plat | profileBips actusiBps

Stream 3toplot | NASATY UHD v Parameter 3o plot | udpUnicastStreams v Refresh (seconds) Refresh (seconds)

Stream 5 to plot Parameter 5to plot | copErrors v

Parameter to plot Refresh (seconds Plotting EII parameter bitrate ®

Refresh rzeconds) [1

1 Erpy Zoom 5m
Plot chart

Plot chart
— NRKT HD
— T2 HD (M)
— Das Erste HD
— arte HD
— MNASATY UHD

1050 1100 1110 A

Eii is short for External Integration Interface and constitutes a set of XML files accessible through
the VB330 web server interface for machine access to measurement data.

Portions of the Eii interface are available in this view for simple trend graphing over arbitrary long
time by the web browser.

The screenshot shows the bandwidth of two IP streams being graphed by sampling the Eii interface
every 2 seconds. The graph is stored in the client web browser for as long as the graph window
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remains open. The graph starts again with zero history if the window is closed and then opened
again.

Eii stream parameter

Using the Eii stream parameter plot, it is possible to plot parameters from up to five IP streams.
Select the streams in the Stream N to plot (where N is 1 through to 5) drop-downs and the parameter
in the Parameter to plot drop-down.

Eii stream parameters

bitrate: Bitrate (bits per second)

rtp_drops: Number of dropped IP frames due to network errors

iat_avg: Average Inter-Arrival Time

cc_errs: The number of discontinuities detected

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to
store the parameters and then click the Plot chart link to open the chart.

Eii protocol parameter

Using the Eii protocol parameter plot, it is possible to plot up to five network interface parameters.
Select the parameters in the Parameter N to plot (where N is 1 through to 5) drop-downs.

Eii protocol parameters

vlanTaggedPerc: Percentage of frames being VLAN tagged

ipFragPerc: Percentage of frames being IP fragmented

ethOtxBitr: Total TX bitrate including units on first data interface

ethOrxBitr: Total RX bitrate including units on first data interface

udpUnicastBitr: Bitrate of the unicast traffic
udpMulticastBitr: Bitrate of the multicast traffic

udpUnicastStreams: Number of UDP unicast streams present

udpMulticastStreams: Number of UDP multicast streams present

copPayloadBitr: Bitrate of FEC protected payload
copFeclBitr: Bitrate of the FEC columns
copFec2Bitr: Bitrate of the FEC rows

copCorrected: IP packets correctable by the FEC

copUncorrected: IP packets not correctable by the FEC

copErrors: FEC packets with errors
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Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to
store the parameters and then click the Plot chart link to open the chart.

Eii OTT parameter

Using the Eii OTT parameter plot, it is possible to plot analysis parameters from any of the
monitored OTT channel. Select the channel in the Service to plot drop-down and the parameter in
the Parameter to plot drop-down.

Eii OTT parameters

profileBps,actualBps: Plots both the profileBps and actualBps parameters

profileBps: Bitrate of this profile as listed in meta-data (bits per second)

actualBps: Bitrate of this profile calculated from downloaded segment (bits per
second)

chunkDur: Last segment length (seconds)

firstByte: Time to first byte (milliseconds)

downloadDur: Time to download segment (seconds)

chunkSize: Size of downloaded segment (bytes)

Refresh (seconds) selects how often samples are read and plotted on the graph. Click Apply to
store the parameters and then click the Plot chart link to open the chart.

Please refer to the separate Eii documentation for further details.
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6.2 Alarms

SNMP Alarms Alarm Lists

N /S

Alarm Settings
and Scheduling

System Events

FSM Settings
FSM Measurements

OTT Thresholds Content Thresholds ETH Thresholds ETR Thresholds

Content Service Thresholds PID Thresholds Service Thresholds
OTT Channel ETH Multicast
OTT Analysis ETH Measurements

OTT Option ETR 290 Option

Figure 6.1: Alarm handling in the 10G Probe.

Figure 6.1 shows an overview of the alarm handling in the 10G Probe. It is useful to obtain an
understanding of the alarm processing of the 10G Probe — in particular how threshold settings and
alarm setup will affect alarm handling.

The 10G Probe continuously compares measurement data with user defined thresholds in order to
generate alarms. These alarms are further checked against the settings defined in the Alarms —
Alarm setup view, and the resulting alarms are presented in the alarm lists. If configured to do so,
these alarms will also be sent as SNMP traps to support third party management systems. Refer to
Appendix: VB330 Versus VBC Alarms for a description of alarm handling in the VideoBRIDGE
Controller.

The 10G Probe distinguishes between events and alarms. The ETR software module will always
generate alarms and the Systems software module will always generate events. The Ethernet software
module will by default generate events for errors that are resolved within 1 second, otherwise it will
generate alarms. This can be overridden by checking the ‘Treat Ethernet events as alarms’ box in
the Setup — Params view. The OTT module generates alarms only.
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6.2.1

Alarms — All Alarms

Main || Marms || oTT || Multicasts || e || ROP || Traffic || Ethernet || ETR 280 |[ content || Recard || Setup || Data || About |

All alarms | Ethernet alarms || FSil & MBR alarms || OTT alarms || Content alarms || ETR alarms || Systern alarms || Eventlog || Alarm setup || Flash alarms
Status  [Col [Time  [Type  [Stream iptio
1 Active B har 25 11:23.07 IPTY: arte HD
2 Active W hdar 25 11:22:23 IPT%: arte HO Service 10302 arte HD: Pid 5115 Subtitling: Presentation Time Stamp error
3 Active W har 25 11:22:08 IPTY: arte HD Service 10302 arte HD: Pid 5198 Subtiting: Presentation Time Stamp error
4 Active W har 25 11:2206 IPTY: arte HD Service 10302 arte HD: Pid 5118 Subtitling: Presentation Time Stamp error
5 Active W har 25 11:22:00 IPT%: ZDF HO Service 11110 ZDF HD: Pid §132 Private data: Presentation Time Stamp error
5] Active W har 25 11:21:22 IPT%: MDR Sachsen HD Service 10352 MDR Sachzen HD: Pid 5335 Subtiting: Presentation Time Stamp error
7 Active W har 25 11:19:57 IPT%: ZDF HO Service 11110 ZDF HD: Pid 6131 Subtitling: Presentation Time Stamgp error
g Active W har 25 111822 IPT%: BEC Wiorld Mews Europe HD' | Fid 15 EIT. Evert Information Table errar
9 Active W har 25 111244 IPTY: Das Erste HD Service 10301 Das Erste HD: Pid 3105 Suktiting: Presentstion Time Stamp errar
10 Active W | har 25 11:11:49 IPT%: DELUHE MUSIC Service 65 DELUXE MUSIC: Pid 60 SCTE 35 PID iz missing
11 Active W har 25 11:08:13 IPTY: Comedy Central Austria PFicl 15 EIT: Event Information Takle error
12 Active W | Mar 25 11:01:56 IPT%: KikA HD Service 11160 Kika HD: Pid 6631 Subtiting: Presentation Time Stamp error
13 | Active W har 25 10:48:05 IPT%: ZDF HD Pid 15 EIT: Everit Infarmation Table errar
14 | Active W har 2510030013 IPT: Kik2 HD Pid 15 EIT: Everit Infarmation Table errar
15 Active W Mar 25 034210 Carm: Cam Freeze-frame detected (=ince Mar 25 09:40:09)
16 | Active W | Mar 24 19:29:50 IPT%: MOR Sachsen HD Service 10352 MDR Sachzen HD: Pid 5331 H264 Video: Program Clock Reference accuracy error
17 Active W hdar 24 04:08:05 IPT%: BEC Earth HD Service 7190 HETORY 2 HD: Pid 1317 H264 Video: Program Clock Reference accuracy error
18 Active O | hdar 24 035327 0036 ABR Disney 55 Lagging behind (lost segments between 2911 783715458666 and 2911 783872058666) since last round
19 Active O | har 24 00:00:50 Auto deletion of recordings imminent. Less than 4GB usable disk
20 Active W har 23221820 IPTY: HyperDeck Pid 16: Metwork Information Table errar
21 Active W Mar 23 221820 IPTY: Cam Pid 16: Metwork Information Table erraor
22 Active W | har 23221820 IPTY: TLE Sverige HD PFid 16 Metwaork Information Table errar
23 Active W Mar 23 221520 IPT*: Animal Planet HD Picl 16 Metwork Information Table error
24 Active W har 23221820 IPT%: Eurospart 1 HD (MY Pid 16 Metwork Information Table errar
25 Actlive W Mar 23 221820 IPT: T 2 Sport 2 HD Pid 16: Metwork Information Takle error
26 Active W | hdar 23 221820 IPT: BBIC Earth HD Pid 16 Metwork Information Takle error
27 | Active W har 23 221820 IPTY: HISTORY HD Pid 16 Metwork Information Table errar
28 | Active W Mar 23221520 IPT%: Mat Geo HD (MY Pid 16 Metwork Information Takle errar
29  Active W Mar 23 221820 IPTY: Dizcovery HD (R Pid 16: Metwork Information Takle errar
30 Active W | Mar 23221520 IPT%: TLC Maorge HD Pid 16 Metwork Information Takle errar
Recent items: 30
[svigew list offline || Auto-refrash list| [Flush alarms| [Export...|

The Alarms view gives the user the possibility of viewing alarms according to type or as one
combined list. The individual alarm lists can hold the number alarms indicated below independently
of each other, meaning that one may become full without affecting the other lists.

Alarm list capacity

Ethernet alarms (ETH) 10000 alarms
Full Service Monitoring and Microbitrate (FSM) 100 alarms
Over The Top Television (OTT) 2500 alarms
ETSI TR 101 290 Analysis (ETR) 10000 alarms
Content (CNT) 2500 alarms
System alarms (SYS) 2500 alarms
Event log (LOG) 2500 events

If Auto-refresh list is selected, the alarm list will be continuously updated with new alarms. Active
alarms are always located at the top of the list.

Clicking the View list offline button gives the user the opportunity to view the complete alarms and
events list. By clicking one of the blue information icons leftmost in the offline list, a detailed alarm
description can be viewed. The search field in the upper right corner of the view allows the user
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to type a text string and the alarm list is updated to display only streams and alarms matching the
specified text. To update the offline alarm list click the Auto-refresh list button and then go back to
the offline mode.

Clicking the blue link text of any alarm in the alarm list opens the Main — Stream overview for the
channel in the alarm. The alarm lists can be deleted by clicking the Flush alarms button. However
it should be noted that this action will permanently clear the alarm lists — they cannot be restored.

The Export button enables export of the corresponding alarm list as an XML file. This file will open
in a new window.

6.2.2 Alarms — Alarm setup

All alarms H Ethernet alarms || FSM alarms || OTT alarms || ETR alarms || System alarms | Alarm setup
Global alarm settings
_—
No signal v Major v There has been no UDP packet for the predefined period of time (default 1sec)
FEC packet drop ETH 2 Ermror A One or more dropped RTP packets could not be comected by the FEC
RTP packet drop ETH 2 Ermror v Number of consecutive dropped RTP packets exceeds the emor-threshold
RTP duplicates ETH (! ‘Waming ¥ There are RTP packets with identical RTP counters
RTP out of order ETH (] Waming ¥ There are RTP packets received out of order
CC skips ETH [ ‘Waming ¥ There are Transport Stream packets lost
IAT == err-thresh ETH (I Emor v Inter Arrival Time exceeds the error-threshold
|AT == warn-thresh ETH [l Waming ¥ Inter Arrival Time exceeds the waming-threshold
MLR == err-thresh ETH v Error T Media Loss Rate exceeds the emor-threshold -

The Alarm setup represents the final filtering stage for VB330 alarms. The user selects whether an
alarm should be enabled or ignored, and associates an error severity level with each alarm. When
changes have been made to alarm settings click the Apply changes button for changes to take effect.

Figure 6.1 gives an overview of the total alarm handling of a 10G Probe. The settings in the Alarm
setup view are represented by the Alarm Settings box in this figure.

Note that the probe alarm handling will also depend on the threshold template settings defined by the
user in the Multicasts — Ethernet thresh., ETR 290 — ETR thresh., ETR 290 — PID thresh.,
ETR 290 — Service thresh., and OTT — Thresholds views.

Also note that only enabled alarms are shown in the alarm lists and forwarded as SNMP traps.
Enabling or disabling 10G Probe alarms does however not affect the alarms presented by the VBC.
Refer to Appendix: VB330 Versus VBC Alarms for a description of the VB330 versus VBC alarm
handling.

The following alarm severity levels may be selected:

OK: If enabled, the alarm will be present in the alarm list, color green

Warning: If enabled, the alarm will be present in the alarm list, color yellow

Error: If enabled, the alarm will be present in the alarm list, color orange
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Major:

If enabled, the alarm will be present in the alarm list, color red

Fatal:

If enabled, the alarm will be present in the alarm list, color black

The following alarms and events are configured:

ETH (Ethernet) alarms

No signal:

There has been no UDP packet for the prede-
fined period of time (default 1sec)

Default: Enabled,
severity Major

RTP packet drop:

Number of consecutive dropped RTP packets
exceeds the error-thresholds — only available
if RTP headers are present

Default: Enabled,
severity Error

RTP duplicates:

Number of RTP packets with identical RTP
counters — only available if RTP headers are
present

Default: Disabled,
severity Warning

RTP out of order:

There are RTP packets received out of order —
only available if RTP headers are present

Default: Disabled,
severity Warning

CC skips:

Number of transport stream discontinuities
due to packet loss. Note that the CC skips
number does not necessarily equal the number
of lost packets, as several consecutive packets
lost will be counted as one CC skip.

Default: Disabled,
severity Warning

IAT >= err-thresh:

The Inter-packet Arrival Time exceeds the
error threshold

Default: Disabled,
severity Error

IAT >= warn-thresh:

The Inter-packet Arrival Time exceeds the
warning threshold

Default: Disabled,
severity Warning

MLR >= err-thresh:

The Media Loss Rate exceeds the error-
threshold

Default: Enabled,
severity Error

MLR >= warn-thresh:

The Media Loss Rate exceeds the warning-
threshold

Default: Disabled,
severity Warning

TTL changed: The Time-To-Live field is changing Default: Enabled,
severity Error
TOS changed: The Type-Of-Service field is changing Default: Enabled,

severity Error

Multiple mcast sources:

There are multiple multicast sources

Default: Enabled,
severity Error

Mecast source changed:

The multicast source changed to one of the
valid multicast sources specified by the opera-
tor

Default: Enabled,
severity Error
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Bitrate overflow:

The net stream bitrate exceeds the maximum
bitrate Ethernet threshold value specified by
the operator

Default: Enabled,
severity Error

Bitrate underflow:

The net stream bitrate goes below the mini-
mum bitrate Ethernet threshold value speci-
fied by the operator

Default: Enabled,
severity Error

FSM (Full service monitoring & Microbitrate) alarms

Full service monitoring:

No reply was obtained within timeout period
for the configured FSM service

Default: Enabled,
severity Major

Microbitrate bursting:

Raised if the bitrate of the user-interval ex-
ceeds the Burst threshold setting

Default: Enabled,
severity Warning

Microbitrate excessive
ES bursting:

Raised whenever the bitrate of the user-
interval exceeds the Burst threshold for ES
threshold number of seconds during the last
ES Alarm window seconds

Default: Enabled,
severity Error

Full service monitoring:

No reply was obtained within timeout period
for the configured FSM service

Default: Enabled,
severity Major

LOG (Event log)

[Log config events]: Log configuration related events, such as config Default: Enabled,
uploads severity OK

[Log startup events]: Log startup related events (currently not used) = Default: Enabled,
severity OK

[Log stream events]: Log stream related events, such as manual resets Default: Enabled,
of monitoring for ETR severity OK

[Log other events]: Log other events (currently not used) Default: Enabled,
severity OK

CNT (Content) alarms

Freeze-frame detected:

The service has frozen frames

Default: Enabled,
severity Major

Color-freeze detected:

The service has frozen in one color

Default: Enabled,
severity Major

SCTE 35 event gap:

The service has not received SCTE 35 or
SCTE 104 data for longer than the threshold

Default: Enabled,
severity Error
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Too few SCTE 35
placement opportunities:

The service has not had enough placement
opportunities signaled in SCTE 35 or SCTE
104 for the previous clock hour

Default: Enabled,
severity Error

SCTE 35 placement gap:

The service has not had SCTE 35 or SCTE
104 placement opportunities for longer than
the threshold

Default: Enabled,
severity Error

SCTE 35 end event
without start:

A SCTE 35 or SCTE 104 end segmenta-
tion descriptor message was received in a
Time signal event, without the correspond-
ing start segmentation descriptor message
having been received.

Default: Enabled,
severity Error

SCTE 35 start event
without end:

A SCTE 35 or SCTE 104 start segmentation
descriptor message was received in a Time
signal event, without the corresponding end
segmentation descriptor message being re-
ceived within the defined timeout.

Default: Enabled,
severity Error

SCTE 35 minimum
pre-roll time:

A SCTE 35 event is received too close to the
splice time.

Default: Enabled,
severity Error

SCTE 35 maximum
pre-roll time:

A SCTE 35 event is received too far from
the splice time.

Default: Enabled,
severity Error

ETR (ETR 290) alarms

TS Sync:  No TS Sync (no signal)

Default: Enabled,
severity Major

Sync byte: Sync byte error, sync byte not 0x47

Default: Enabled,
severity Major

PAT: Program Association Table error

Default: Enabled,
severity Major

Continuity: Continuity counter error

Default: Enabled,
severity Major

PMT: Program Map Table error

Default: Enabled,
severity Major

Missing PID: PID is missing

Default: Enabled,
severity Major

Transport: Transport stream error indicator is set

Default: Enabled,
severity Major
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CRC:

Table checksum error

Default: Enabled,
severity Major

PCR: Program Clock Reference error Default: Enabled,
severity Major

PCR Accuracy: Program Clock Reference accuracy error (PCR Default: Enabled,
jitter) severity Major

PTS: Presentation Time Stamp error Default: Enabled,
severity Major

CAT: Conditional Access Table error Default: Enabled,
severity Major

NIT: Network Information Table error Default: Enabled,
severity Major

SI Rep Rate: Wrong repetition rate for SI tables Default: Enabled,
severity Major

Unref PID: PID is unreferenced Default: Enabled,
severity Major

SDT: Service Description Table error Default: Enabled,
severity Major

EIT: Event Information Table error Default: Enabled,
severity Major

RST: Running Status Table error Default: Enabled,
severity Major

TDT: Time Date Table error Default: Enabled,
severity Major

MGT: Master Guide Table error (ATSC mode) Default: Enabled,
severity Major

VCT: Virtual Channel Table error (ATSC mode) Default: Enabled,
severity Major

PIM/PNM: PIM/PNM error (ATSC mode) Default: Enabled,
severity Major

RRT: Region Rating Table error (ATSC mode) Default: Enabled,
severity Major

ATSC EIT: ATSC EIT Table error (ATSC mode) Default: Enabled,
severity Major

STT: System Time Table error (ATSC mode) Default: Enabled,
severity Major

ETT: Extended Text Table error (ATSC mode) Default: Enabled,

severity Major
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CA System: CA System error Default: Enabled,
severity Major

PID min. bitr. PID minimum bitrate below threshold Default: Enabled,
severity Major

PID max. bitr. PID maximum bitrate exceeds threshold Default: Enabled,
severity Major

PID checks: PID check error Default: Enabled,
severity Major

Service min. bitr. Service minimum bitrate below threshold Default: Enabled,
severity Major

Service max. bitr. Service maximum bitrate exceeds threshold Default: Enabled,
severity Major

Service checks: Service check error Default: Enabled,
severity Major

MIP: Megaframe Insertion Packet error Default: Enabled,

severity Major

Reference: Reference check error (comparing the stream with  Default: Enabled,

a Gold TS) severity Major
Gold TS: Error found while comparing the stream with the Default: Enabled,
stored Gold TS snapshot) severity Major

Interface overflow: Input interface overflow error. Means that the Default: Enabled,
probe is overloaded and can not properly analyze severity Major
the signals.

Modulation: Unexpected modulation parameter: Default: Enabled,
severity Major

SYS (System) events
[Critical system errors]: Critical system errors preventing the 10G Default: Enabled,
Probe from operating correctly severity Fatal
[System errors]: Enable this to view all system errors Default: Enabled,
severity Major
[System warning]: Enable this to view all system warnings Default: Enabled,

severity Error

[System info]: Enable this to view system information mes- Default: Enabled,
sages such as time synchronization severity OK

There is a multitude of system alarms which are reported under the above headings and the configu-
ration applies to them as a group. See section 6.2.5 for a partial list of possible system alarms.
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OTT Alarms

The number of
profiles changed:

The number of profiles flagged in the
manifest file changed

Default: Enabled,
severity ‘Warning’

Profile stream type changed:

The stream type of the profile changed
in the manifest

Default: Enabled,
severity ‘Warning’

Minimum profiles

The channel has less profiles than speci-
fied in the threshold

Default: Enabled,
severity Warning

Wrong profile type

The channel has profiles of a different
type than specified in the threshold

Default: Enabled,
severity Warning

Download bitrate low:

The download duration time exceeds
the OTT bitrate threshold. The bitrate
threshold is part of the OTT threshold
template defined in the OTT — Thresh-
olds view. A threshold template is as-
signed to a stream in the OTT — Chan-
nels view.

Default: Disabled,
severity Warning

Download bitrate too low:

The download duration time exceeds the
OTT segment duration time

Default: Enabled,
severity Error

Manifest size:

The manifest file size exceeds the OTT
manifest size threshold

Default: Enabled,
severity Warning

Actual bitrate:

The actual measured bitrate does not
match the profile bitrate specified in the
manifest file

Default: Enabled,
severity Warning

Download timeout:

The download time exceeds twice the
segment duration time

Default: Enabled,
severity Major

Address resolve error:

Unable to resolve address name

Default: Enabled,
severity Error

Connection failed:

Connection failed

Default: Enabled,
severity Error

Send error:

Could not send data to host

Default: Enabled,
severity Error

Receive error:

Could not receive data from host

Default: Enabled,
severity Major

Empty reply: Response did not contain any data in Default: Enabled,
body severity Major
HTTP error: Invalid HTTP response Default: Enabled,

severity Major
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HTTP redirect error: HTTP 3xx redirection error Default: Enabled,
severity Major

HTTP client error: HTTP 4xx client error Default: Enabled,
severity Major

HTTP server error: HTTP 5xx server error Default: Enabled,
severity Major

Static manifest: Manifest file unchanged for longer than Default: Enabled,
configured threshold severity Major

Mis-alignment detected: One or more profiles are out of visual Default: Enabled,
alignment severity Major

Manifest parse error: Failed to parse manifest file. Invalid for- Default: Enabled,
mat severity Major

Segment error: Expected segment missing from mani- Default: Enabled,
fest severity Major

Unknown manifest: Cannot recognize manifest XML format Default: Enabled,
severity Fatal

6.2.3 Alarms — Event log

Al alarms || Ethernet alarms || FSM & MER alarms || OTT alarms || Content alarms || ETR alarms || System alarms || Event log || Alarm setup || Fiash alarms |

[F e Thpe [Sweam —— —  TDesopon
1 Jan 21 15:22-54 LOG | SAT2:1.2G inp2 Measurement status cleared when tuning the stream

2 Jan 21 15:22-19 LOG | SAT4:1.1G inpd Monitoring reset from GUI by user admin

3 Jan 21 15:22:15 LOG | SAT2:1.1G inp2 Measurement status cleared from GUI by user admin

4 Jan 21 15:21:59 LOG | SAT4:1.1G inpd Measurement status cleared when tuning the stream

5 Jan 21 15:21:54 LOG | SAT3:1.1G inp3 Manitoring restarted due to config change

=] Jan 21 15:21:44 LOG | SAT2:1.1G inp2 Measurement status cleared when tuning the stream

7 Dec 27 14:11:03 LOG Configuration uploaded from 192.168.50.14

Recent items: 7

View list offline || Auto-refresh list Flush alarms| [Export..

The Event log displays the events logged by the probe. These are events that happen which are not
errors in any way, such as configuration uploads or logging of monitoring resets for ETR streams.

When View list offline is enabled filter buttons will be shown on the top of list. These allows filtering
of the events based on their type:

* Regular events
* Config events
* Startup events

¢ Stream events
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>

All alarms || Ethernet alarms || FSM & MBR alarms || OTT alarms || Content alarms || ETR alarms || System alarms || Event log || Alarm setup || Flash alarms |
;f |:| DReguIaJ EVENnts DCanig events DStanup EvVEnts DStream events
[# Tfme ——  [hpe Jsteam —— ~ ~ — ~Despon
1 Jan 21 15:25:14 LOG | SATZ2:1.2G inp2 Measurement status cleared when tuning the stream
2 Jan 21 15:24:39 LOG | SAT4:1.1G inpd Measurement status cleared when tuning the stream
3 Jan 21 15:24:04 LOG | SATZ:1.1G inp2 Measurement status cleared when tuning the stream
4 Jan 21 15:23:29 LOG | SAT4:1.2G inpd Measurement status cleared when tuning the stream
5 Jan 21 15:22:54 LOG | SATZ2:1.2G inp2 Measurement status cleared when tuning the stream
& Jan 21 15:22:19 LOG | SAT4:1.1G inpd Monitoring reset from GUI by user admin
T Jan 21 15:22:15 LOG | SATZ2:1.1G inp2 Measurement status cleared from GUI by user admin
B Jan 21 15:21:59 LOG | SAT4: 1.1G inp4 Measurement status cleared when tuning the stream
9 Jan 21 15:21:54 LOG | SAT3:1.1G inp3 Monitoring restarted due to config change
10 Jan 21 15:21:44 LOG | SATZ2: 1.1G inp2 Measurement status cleared when tuning the stream
11 | Dec27 14:11:03 LOG Configuration uploaded from 192.168.50.14
ltems found: 11
View list offline | | Auto-refresh list Flush alarms| |Export._.

To enable/disable logging of ETR stream events go to the Setup — ETR view.

6.2.4 Alarms — Flash Alarms (requires FLASH-OPT)

Allalarms || Ethernetalarms || FsMalarms || OTT alarms || ETR alarms || Systemalarms || Alarm setup || Flash alarms:
Status —[Col [Tme " lype [Steam """ Description
Event [0  2015Jan 27 14:36:20 ETH | 10.0.81.121:1234 MLR == error-threshold (3 == 8) k -
Active [J | 2015 Jan 27 14:36:20 | ETH 10.0.81.121:1234 CC skips:10 discontinuities:3 - counting
Ewvent [ | 2015 Jan 27 14:35:31 | ETH 10.0.81.121:1234 MLR == error-threshold (15 == 8)
Event [0 2015Jan27 14:35:31 ETH | 10.0.81.121:1234 CC skips:15 discontinuities:2
Ewvent [ | 2015 Jan 27 14:35:15 | ETH 10.0.81.121:1234 MLR == error-threshold (15 == 8)
Event [0 | 2015 Jan 27 14:35:15 | ETH | 10.0.81.121:1234 CC skips:15 discontinuities:2
Ewvent [J | 2015 Jan 27 14:35:08 | ETH 10.0.81.121:1234 MLR == error-threshold (16 == 8) _
Event [J 2015 Jan 27 14:35:08 ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3 | |
Ewvent [J | 2015 Jan 27 14:35:03 | ETH 10.0.81.121:1234 MLR == error-threshold (16 == 8) 3
Event [J  2015Jan 27 14:35:03 ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3
Ewvent [0 | 2015 Jan 27 14:34:46 | ETH 10.0.81.121:1234 MLR == error-threshold (16 == 8)
Event [  2015Jan 27 14:3446 ETH | 10.0.81.121:1234 CC skips:16 discontinuities:3
Cleared | [l 2015Jan 27 14:34:28 |ETH | 10.0.81.121:1234 CC skips:444 discontinuities 88 (Jan 27 14:34:26 - Jan 27 14:34:28)
Event [ | 2015 Jan 27 14:34:26 |ETH | 10.0.81.121:1934 MLR == error-threshold (437 >=8)
Active [] | 2015 Jan 27 14:34:26 ETH 10.0.81.121:1234 CC skips:443 discontinuities:87 - counting
Ewvent [0 | 2015 Jan 27 14:34:22 | ETH 10.0.81.121:1234 MLR == error-threshold (16 >= 8) -
i *
[ Search || Clearfilter | [ Older | Newer | [Oldest || Newest | |Export..| Totalflash alarms: 192 Position: 48% Displayed: 100

The FLASH option enables the Flash alarms tab. This alarm list contains the last 20,000 alarms
and keeps them in non-volatile memory so that they survive reboots and power-outages. This opens
up a lot of possibilities for probes that cannot be reached while doing measurements and for probes
that need to be powered down and consulted elsewhere. It also severely increases the size of the
alarm list allowing browsing of older alarms.

6.2.5 System alarms

This section contains a partial list of system alarms that may be raised by the 10G Probe.

System alarms

System time is wrong The system time does not agree with the time stamp of the
license activation. Please refer to E Appendix: On-line License
Activation for more details.
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License expires in N hours

The current license activation is about to expire and the system
is not able to connect to the internet to refresh it automatically.
Please refer to E Appendix: On-line License Activation for
more details.

Stopped processes

One or more of the required system processes have stopped.
This can be due to an intermittent software failure (bug), in
which case the alarm should go away after a little while. If
the problem persists, this might indicate that the system is
overloaded; try reducing load to see if the problem clears.
This alarm is sometimes raised during system start-up if one of
the processes is slow to start. As long as the alarm goes away in
a few minutes, this is only an indication that the system might
be running slow due to high load.

Process ewe restarted

A restart of the VB330 main process has been detected. This can
be due to an intermittent software failure (bug). If the problem
persists, this might indicate that the system is overloaded; try
reducing load to see if the problem clears.

Packet Errors on interface

The VB330 has detected problems with the attached Ethernet
connection. Verify cables and connectors.

High rate of unmonitored
multicast packets on
interface NN

The VB330 has detected a high amount of multicast packets
being delivered on the indicated network interface that it has
not been configured to monitor.

This can affect monitoring performance negatively.

SD card missing

No attached SD card could be found. Recordings will not be
saved to flash. If the system is supposed to have an SD card
attached, please try rebooting the VB330 and contact technical
support if the problem persists.

The Flash Alarms functionality is not affected by this alarm.

SD storage full The attached SD card is full. Recordings will not be saved
to flash until some of the files are removed, using the Data —

Storage view.
No disk free The internal disk is full, please clear contents, for instance by

disabling thumbnail generation, to ensure correct operation.

Disk free — Software
upgrade may fail

The internal disk is nearly full and there is not enough space to
store a software upgrade image. Please clear contents or reboot
before trying to perform a system update.

Werite error saving config file

The VB330 configuration file could not be saved. If the problem
persists, you should export a full configuration using the Data
— Configuration to avoid loss of data.

54 VB3xx 10G Probe User’s Manual version 6.5



Error copying IDProm to file

The VB330 is unable to read from internal storage. If the
problem persists, please contact technical support.

N fans have failed Several of the internal fans in the VB330 have failed. Please
contact technical support to have the unit serviced.
No power from XX One of the redundant power supplies in the chassis is not de-
power supply tecting a power plug. The alarm should go away automatically
once power has been restored.
Trap queue is full The VB330 is creating so many simultaneous alarms that it is

unable to forward them as traps over SNMP.
If the problem persists, try to reduce the load or disable unim-
portant alarms, or use the Eii to fetch alarm information.

Content analysis overloaded

The content analysis engine is overloaded. Please refer to
B.5 Content Thresholds for more details.

Data queue overflow

The named data queue is receiving more data than the VB330 is
able to process. This usually means that this part of the system
is overloaded. Try reducing load to see if the problem goes
away.
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6.3
6.3.1

OTT (Option)
OTT — Active testing

[tain || Alarms || OTT | [wutticasts || mw || RDP || Trafic || Ethernet || ETR 200 | A51 || content || Setup || Data || Apout |

Active testing || Latency || Channels || Settings || Thresholds |
Enabled OTT channels [Page1 ~| 4| |
| | [Thumb [Channel rofiles |[Encryption|Format — [Engine | |
on “ 0001 ABR Disney HLS HLS 1
an L ] 0002 28R Disrey DaSH s i s s s SR Ma D4EH 2
o N .“ W 0003 ABR Disrey 55 LMIMM s S Mo 55 3
o n m 0004 ABR: Disney HDS Imum s ¢ Mo HDS 4
on B 0005 28R Deluxe husic HLS s s s s S Mo HLS 5
en PERE 0005 £5R Deluxe Music DASH s ) s s SR MNa DaSH B
on PP 0007 28R Deluxe Music 53 el s ) s s s S Ma S5 7
en BN 0005 28R Deluxe Music HDS bbb, T 4 Ma HoS 8
on - 0009 S8R NRK1 HLS ) o o e e e e o G Ma HLS 5
en m 0010 AR NRK1 DASH ) o o o e o e o G Ma DaSH 10
on 0011 2BR MRK1 S5 e b o, T ¢ Mo ss 1
an - 0012 ABR NRKA HDS s bl T 7 Ma HE:s 12 | .

The OTT option enables monitoring of up to 500 OTT channels. Up to 50 OTT engines (depends
on license) can operate in parallel, and each engine licensed allows any channels to be analyzed.
Each engine analyses channels in series and can be configured with any number of channels up to
the maximum allowed by the license.

The 10G Probe will parse a channel’s manifest file, and for a live channel one of the latest segments
in each OTT profile’s segment sequence will be analyzed. The engine then moves on to the next
OTT channel in the channel list defined by the user. For a VoD channel the OTT engine will analyze
all segments in the VoD file, one in each round-robin loop.

If manifest file parsing or segment analysis reveals an error, an alarm will be raised. Note that
some alarms depend on user defined threshold values. Alarms must also be enabled in the Alarm —
Alarm setup view.

Thumbnail decoding is available for non-encrypted HLS, HDS, DASH, Smooth Streaming and
RTMP channels, as well as AES128 and SAMPLE-AES encrypted HLS channels, and fixed key
CENC encrypted DASH.

The page to display can be selected from a drop-down menu.

The following OTT information is displayed in the Active testing view:

OTT channels

Status bulb: A bulb indicates the current status of the channel, i.e. the most severe
profile status.
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Thumb:

If thumbnail extraction has been enabled, a thumbnail is displayed
for the channel if supported. Thumbnail decoding is a process asyn-
chronous of the channel analysis and therefore should not be expected
to be updated at the same time. The main purpose of the thumbnails is
to provide brief information about the channel contents.

If thumbnail extraction has not been enabled, or if the thumbnail
extraction fails, an icon indicating the stream type will be displayed
instead.

Channel:

The channel name defined by the user and linked to a URL in the OTT
— Channels view.

Alarm history:

A timeline graph display of a combined bitrate and alarm representation
for the channel. This shows the most severe alarm or download speed
for all monitored profiles. The individual profiles graphs can be found
in the OTT — Details — Profiles view.

The timeline can display the last 120 minutes, 24 hours or four days.
To switch between the graphs, press the “24h”, “2h” or “4d” button
on the left under the channel list. Each bar color represents the alarm
severity level as configured under Alarms — Alarm setup.

Current profile status:

The channel health bar displays the current status for individual channel
profiles. Profiles are separated by vertical black lines.
Colors indicate profile alarm status:

* Green: OK

* Yellow: Warning

* Orange: Error

* Red: Major

 Black: Fatal

Profiles: The number of profiles associated with a channel.

Encryption: Scrambling information is resolved from the profile manifest. If the
profile is scrambled the encryption field will read Yes. If the profile is
transmitted in clear the encryption field will read No.

Format: The channel format is resolved from the manifest files, and is shown
here (Apple HLS, Microsoft Smooth Streaming, Adobe HDS, MPEG
DASH, SHOUTcast or RTMP).

Engine: Indicates which OTT engine is assigned to what channel. The 10G

Probe can be licensed with anywhere from 1 up to 50 OTT engines.
Each engine is capable of handling any number of channels.

6.3.2 OTT — Details

Click the blue information button on a channel to open the details window. This window provides
detailed information about the status and alarms on all the profiles for the selected channel. The
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6.3.2.1

same pop-up can be opened from the Content — Thumbnails view, see chapter 6.10.1 for more

information.
OTT — Details — Profiles
Details X
Profiles || manifest || Alarms | Thumbnails || Alignment
[ MRK1 HD HLS
| |profie  [Twpe [Profieh (120 min.) |Profile bps Actual bps Dovenload bps  Durstion First byte
[ Mixed: avcl B4002... Live 9160 Mbps 5270 Mbps 1 672 Mhps 10.000= 0645 13.630ms G555 ME  Yes File
[ Mixed: avcl 64001 ... Live 2960 Mbps 2965 Mbps 76176 Mhps 10,000z 0.389s 49.430ms  3706MB Yes Filz
[ Mixed: avcl 40401 ... Live 1460 Mbps  1.478 Mbps 59654 Mbps 10,000z 0.248s 72245ms 1847 MBE  Yes File
[ Mixed: avcl 42E01 ... Live B64.000 kbps 700.565 kbps §2.063 Mbps 10.000= 0035z 10491 ms 875.712kB  Yes Fil=
[ Mixed: avcl 42E01 ... Live 264.000 kbps 295696 khps 73.761 Mbps 10.000s 0040 5119 ms 373376 kB Yes File
B 2udio: G4kbps mpd ... Live 64.000 kbps  73.005 khps 62133 Mbps 9.600s 0011 48939 ms STHEIGKE  Yes File

The Profiles view

in this pop-up consists of two tables detailed below:

The following information relevant for the overall OTT channel is shown in the first part of the
Details — Profiles pop-up window:

Channel
Channel: The channel name defined by the user and linked to a URL in the OTT —
Channels view. A bulb indicates the current status of the channel, i.e. the most
severe profile status.
Profiles: The number of profiles associated with a channel.
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Profile status:

The channel health bar displays the current status for individual channel profiles.
Profiles are separated by vertical black lines.
Colors indicate profile alarm status:
* Green: OK
* Yellow: Warning
* Orange: Error
* Red: Major
Black: Fatal

Format:

The channel format is shown here (Apple HLS, Microsoft Smooth Streaming,
Adobe HDS, MPEG DASH, SHOUTcast or RTMP).

In the same view below the table for the overall channel a more detailed view per channel profile is
shown with the following information in it:

Profiles

Profile:

The name of the OTT profile as flagged in the manifest files.

Type:

Live for live content or VoD for stored content. The distinction between the
two is done based on whether the profile sequence numbers update or not.

Profile health:

A timeline graph display of a combined bitrate and alarm representation for
individual profiles. Refer to Appendix C for a description of these graphs.
The timeline can display the last 120 minutes, 24 hours or four days, and the
graph resolution is one minute for the two hour graph, twelve minutes for the
24 hour graph or 48 minutes for the four day graph.

Profile bps:

The profile nominal bandwidth as flagged in the manifest files.

Actual bps:

The actual profile bitrate, i.e. the segment size (megabits) divided by the
segment length (seconds). The actual profile bitrate should match the manifest
bitrate specification within limits defined by the user in the OTT thresholds
template associated with a channel. Otherwise an alarm will be raised.

Download bps:

The download bitrate, i.e. the segment size (megabits) divided by the download
time (seconds).

Duration:

The profile segment duration (seconds) specified in the manifest file.

Download time:

The actual profile segment download time (seconds).

First byte:

The time (in seconds) before the first payload data byte was received.

Download size:

The actual profile segment size (bytes).

Encrypt.: Yes or No depending on whether the content for that profile is encrypted or
not.
HTTP header: The current HTTP header of the last segment downloaded for that profile.
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6.3.2.2

OTT — Details — Manifest

Details

[ [Charnel

[ MRK1 HD

._profle . [Frofiebus

W Mixed: avel 640020 mpda.40.2 1280x720 5160 Mbps | Live 0 87.012 kB File. Link File
W Mixed: avel G4001F mpda.40.2 1280x720 2960 Mbps | Live 0 87.012 kB File Link File
W Mixed: avel 40401Fmpda.40.2 960x540 1460 Mbps | Live 0 87.012 kB File. Link File:
W Mixed: avel 42E01E,mpda.40.2 640360 B64.000 kbps | Live 0 87.012 kB File Link File
W Mixed: avel 42E015,mpda.40.2 480x270 264000 kbps | Live 0 87.012 kB File. Link File:
B Audio; 64kbps mpda 402 64.000 khps Live 1] 57315 kB File Link File

Thumbnails || Alighment
5 ufanife anifest file [Manifest URL |HTTP header
3 S S ) o | HLS 1.031 kB File. Link File:

The Manifest view shows health information on the overall manifest file for the channel as well as
for the manifest files for the individual profiles for the formats were such are available.

Channel
Channel: The channel name defined by the user and linked to a URL in the OTT —
Channels view. A bulb indicates the current status of the channel, i.e. the most
severe profile status.
Profiles: The number of profiles associated with a channel.

Profile status:

The channel health bar displays the current status for individual channel profiles.
Profiles are separated by vertical black lines.
Colors indicate profile alarm status:
* Green: OK
Yellow: Warning
Orange: Error
Red: Major
Black: Fatal

Format:

The channel format is shown here (Apple HLS, Microsoft Smooth Streaming,
Adobe HDS, MPEG DASH, SHOUTcast or RTMP).
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Manifest size:

The size in bytes of the main/top manifest file for the overall channel.

Manifest file: Clickable URL for displaying the manifest file as text for the overall channel.
Manifest URL: A clickable link to the current main/top manifest file for the overall channel.
HTTP header: The current HTTP header of the main/top manifest file for the overall channel.

Just below the channel manifest information in the same window is the detailed manifest information
per profile. This view contains the following information:

Profiles
Profile: The name of the OTT profile as flagged in the manifest files.
Profile bps: The profile nominal bandwidth as flagged in the manifest files.
Type: Live for live content or VoD for stored content. The distinction between the
two is done based on the contents of the manifest file.
Seq.age: The profile sequence shows how long it has been since the manifest was

updated in whole seconds.
The profile sequence age is only reported for Live profiles.

Manifest size:

The size in bytes of the manifest file for a particular profile, for formats where
such a file is available.

Manifest file: Clickable URL for displaying the manifest file as text for this particular profile,
or “N/A” for formats where such a file is not available.
Manifest URL: Clickable URL to the profile manifest file, for formats where such a file is
available.
HTTP header: URL to HTTP header in text form for a particular profile manifest file, or “N/A”

for formats where such a file is not available.
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6.3.2.3 OTT — Details — Alarms

Details ®

Profiles || Manifast || Mlarms || Thurmbnails || Alignment

r
fO ]
Transport alarms HTTP alarms ZML alarms Content alarms
W Speed warning Ero body WL size W Profile alignment
W Speed error EHTTP error W actual bitrate WFrecze-frame (413
W Timeout WHTTP 3%X W Static M Color-freeze
HResolve WHTTP 43 WParse [ Audio silence
B Connect EHTTP 5¥x B Chunk missing [ audio too loud
Wsend W rinimum profiles EMOS below average
BRecy M Time=ync Wvirong DAR 1)
WProfile stream type B Unknown [vwrang PAR

Active ? Mo 4 15:50:34 ent 4300 ABR CamHD S5 i[ﬂi{iﬁ [85&03)(03;3903}f;g(:s‘lta‘]?()iordem error: Freeze-frame error detected (&t sequence
Active B Hov 4 1550:34 Cortert | 4200 ABR CamHD 55 ﬁ[’lor;gz??% [8?4i03x0591-'983}1.4;-’9(‘3315]?()30mem error: Freeze-frame error detected (&t sequence
Active B Mov415:50:34 Cortert | 4200 ABR CamHD 55 i[ﬁ?&iﬁ [81424830;;9230?:1 ;;fé‘:;?]j(:omem etror: Freeze-frame error detected (at sequence
Active B Hov 4 1550:34 Cortert | 4200 ABR CamHD 55 ﬁmﬂiﬂ g4€:12300x39038£] -zgngC;)] Contert error: Freeze-frame errar detected (st sequence
sve | WNeisez et a0 smcmpss | TeleSEST el ore ool e fon
Gowod | B Nov4 154507 Comm im0 aSRCamoss 7ol d[ADOSD Aot e e o st (ot seree
Gorod | B Nov 418007 Cotot a0 psRCanDss  PeSTEDSTE A Cetr v P e orr st i e
cewsi | W Novarsam con ame  amRcewoss UM AVCHCotertar asss i sro acton o ssence
Cleared B Hov 4 15:49:07 Cortert | 4200 ABR CamHD 55 Profile_1 [1920:1080 - &3C1] Content error: Freeze-frame error detected (st sequence

number 154430547 3129667 (Mov 4 154311 - Mov 4 15:49:07)

The Details — Alarms view gives an at-a-glance overview of any active OTT alarms for the selected
channel. An alarm log for the selected channel is also provided here.

In the right corner of the pop-up window is a free text search field used to narrow down the entries
in the alarm log.

The alarms are the same ones as explained for the Alarms — Alarm setup view, see chapter 6.2.2
for more information.

62 VB3xx 10G Probe User’s Manual version 6.5



6.3.2.4 OTT — Details — Thumbnails

Details ®

Profiles || Manifast || Alarms || Thumbnails || Alighment

Elvideo Information

i Size 19201080
- Azpect ratio 16:9

- Pixel aspect ratio 11

i Codec h264

i Sampling format YhCr 4:2:0
- Frame rate S0 Hz
[=ILast QoE Information

Updated Jun 29 07.00:03
- Blockiness 18.5%

i Blurriness 7%

- Moisingss 241%

i Brightness 37 8%

- Cortrast 525%

- MOS score 4.1

L MOS rUnning awerage 4.2
[l Audio Information

Profile to decode:

- Codec aac
Auta select bt = ———— 43000 Hz
i~ Channels 2
Layout sterea
=l Segment Information
-~ Engine ID 50
- Channel ID 50
i Profile Name Mixed: avcl mpda 1920:1 050
- Bitrate 12 562 Whbps
Streamtype Live
i Seguence Mumber 26795164

The Thumbnails view will provide information about the current thumbnails in the channel.

The quality of the content in the selected profile can be viewed in the thumbnail section, and the
user may alter the selected profile in the drop down list.

The section on the right hand side provides specific decoder and segment information.

By pressing the Apply button without selecting a profile from the drop-down list the thumbnail will
be switched to the default selection; Auto select. Auto select will select the profile with the highest
bitrate and video data.

Video information

Size: The video picture size of the selected profile

Aspect ratio: The video aspect ratio of the selected profile

Pixel aspect ratio: The video pixel aspect ratio of the selected profile

Codec: The video encoding format of the selected profile

Sampling format: The video sampling format of the selected profile

Frame rate: The video frame rate of the selected profile (Hz)
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Segment Information

Engine ID:

The OTT engine monitoring the selected channel.

Channel ID:

The ID of selected channel corresponding to the list of channels defined
by the user.

Profile Name:

The name of the OTT profile as flagged in the manifest files.

Bitrate:

Bitrate rate of the a segment.

Streamtype:

The type of the stream detected; live or video on demand.

Sequence Number:

The current sequence number being analyzed. This is either signaled in the
channel manifest (HLS, HDS, DASH, Smooth Streaming), or generated
by the VB330(RTMP, SHOUTcast).

6.3.2.5 OTT — Details — Alignment

Details

Profiles || Manifest || Alarms || Thumbnails || Alighment

Profile: Mixed: aved.640020,mpda.40.2 1280x720
Sequence Mumber: 22372719

Profile: Mized: avc1.64001F,mp4a.40.2 1280x720
Sequence Mumber: 22372719

Bitrate:
Size & FPS: 1280x720E25

Bitrate:
Size & FPE: 1280720650

5160 Maps

2960 Maps

__ N s
gl e SR e Profile: Mixed: avel.4D0401F, mpda.40.2 960x540
o Sequence Mumbker: 22372719
& Bitrate: 1.460 Mops
- Size & FPS: SE0x 540025
Profile: Mized: avc1.42E0M1E,mp4a.40.2 640x360
Sequence Mumbker: 22372719
Bitrate: 664.000 kbps
Size & FPS: G40 360025
Profile: Mized: avc1.42E015,mpda.40.2 4505270
Sequence Mumbker: 22372719
Bitrate: 254.000 kbps
Size & FPS: 480270023 v

The Alignment view shows the user all the profiles for a selected channel with thumbnails and

corresponding data.

Profile Alignment Information

Profile:

The name of the OTT profile as flagged in the manifest files. The first

profile listed is always the one with the highest signaled bitrate.
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Sequence Number:

The segment or sequence number for the current thumbnail. This is either
signaled in the channel manifest (HLS, HDS, DASH, Smooth Streaming),
or generated by the VB330(RTMP, SHOUTCcast).

If the sequence numbers are highlighted in yellow, the thumbnails are not
generated from the same segment for all profiles, and may therefor appear
to be out of synchronization.

Bitrate:

The signaled bitrate for this profile (bits/s).

Size & FPS:

Indicates the original video size (pixels) and the frame-rate (Hz).
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6.3.3 OTT — Channels
Acti\retestingHLatencH Channels || Settings || Thresholds

OTT channel configuration o
WaterfallCami@cache hittp £ 0.0.30 Sikbe D0MlsAvEt er fall Camiolaylist m3ug Default 1 Mormal v Edit
Bip bop g1 0.0 .30 .37 hipbophbipbopall m3us Defautt 2 Marmal W Edlit
Silent Black http: i1 0.0.30 .37 fzilent_black_streaminanifest m3us Default 3 Marmal W Edit
Silent Green http: i1 0.0.30 .37 fzilent_green_streamimanifest m3us Defautt 4 Marmal W Edit
Silent Both http: 1 0.0.30 .37 f=ilent_alternating_streaminanifest m3us Default 5 Marmal v Edit
Silent Complexity http: i1 0.0.30 .37 f=ilent_btech_streamimanifest m3us Defautt 5] Marmal W Edit

Channels: &

[l new channel| [Duplicate selected| [Delete selected| [Distribute selected | [Edit selected|

The OTT Channel Configuration list shows OTT channels configured by the user.

To add a channel to the list click the Add new channel button. This will open the Edit channel
pop-up view, allowing the user to define channel parameters. A channel entry can be selected
by clicking the channel; the list entry will be highlighted. Several list entries can be selected by
using regular Ctrl + click functionality. Clicking the Duplicate selected button will open the Edit
channel pop-up view with all channel parameters duplicated, except the channel name. Clicking
Delete selected will delete the highlighted list entry. Clicking Distribute selected will distribute
the selected channels across the licensed OTT engines (the VB330 can be licensed with up to 50
OTT engines). Clicking Edit selected will open the Edit channel pop-up view associated with
the highlighted channel. Batch editing is supported; this is convenient if a new threshold template
should be assigned to a number of channels or if monitoring of several channels should be enabled
or disabled. Select the channels and click the Edit selected button. Parameters differing between
channels will be indicated in the Edit selected pop-up view by an asterisk wildcard symbol.

The search field in the upper right corner of the view allows the user to type a text string, and the
OTT channel list is updated to display only channels matching the specified text.
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Edit Channel

General || DRM || TLS || Advanced

Property Value Description

- Idertifier far referring to this
Hame Bip bop channel
Manifest URL |Hl'tp:.l’.f1 0.0.30.37 hipbopbipboplive m3ud | URL for master manifest list
Player URL |Hl'tp:.l’.f1 0.0.30.37 hipbophipboplive m3ug | URL for playing channel in browser

_ OTT engine used to monitar this
Select engine [1-=50) channel
- Minimum time between segment
Bounditime downloads
Page Page 1 [Primus] ~ Page channel is dizplayed on
OTT Threshold Four profiles w Defined in OTT/Threshalds
Content thresholds AlignmertFreeze ~ Defined in Contert/Content thresh,
VBC thresholds Defined in Setup/vVEC thresh
Measurement mode Measurement made
B ‘Which segment to dovwnload from a
Live target segment [
Enabled Check to monitor channel
[ — Do not dovwnload segments, only
Auailabilityimode U check for availability
RTMP [l Thiz iz an RTMP channel
RTMP live [l RTMP channel iz & live stream
_ Stop the OTT endine from

Mon;o;‘HLS profile O downloading the HLS master
manit=steionhy manifest each round
Extract thumbnails Create thumbnailz for channel

Apply changes

General

Name:

A name should be assigned to each OTT channel. The name will be used
throughout the VB330’s user interface when referring to this channel.

Manifest URL:

The URL of the OTT channel.

Player URL:

In this field you can enter the URL to a web page which will open
the OTT channel in your browser. If entered, a ‘play’ button will be
displayed in the Active testing view, which will open the selected URL
in a new browser tab.

Select engine:

A number between 1 and 50, depending on license activated, indicating
which OTT engine the channel uses.

Round time:

Sets the minimum round time of this OTT channel, in seconds (default:
15 seconds). If processing all the profiles of a single channel takes less
time than this, it waits until this amount of seconds has passed since it
started the round before starting to process through its channels again.
The round time setting does not apply to channels for which real-time
audio analysis have been enabled.

Note: The round time may not be set to a value less than 2 seconds.

Page:

Choose which Active Testing page this channel should be displayed on.
Having too many channels on the same page can cause the page reloading
to stutter.
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OTT Threshold:

The OTT threshold that should be assigned to the OTT channel. OTT
thresholds that have been defined in the OTT — Thresholds view are
available for selection from the drop-down menu.

Content thresholds:

The Content thresholds specify content alarming options. Selectable
Content thresholds templates are defined in the Content — Content
thresh. view.

Content schedule:

The scheduling scheme that should be assigned to the content monitoring
for the OTT channel. Scheduling schemes that have been defined in the
Setup — Scheduling view are available for selection from the drop-
down menu. Scheduling allows masking content alarms at predefined
time periods.

VBC thresholds:

The alarm threshold template used to configure when alarms are gener-
ated towards the VBC server.

Live target segment:

This specifies which segment, counted from the bottom of the list, the
VB330 should download when doing active testing on a live channel.

Enabled: Check the ‘Enabled’ check box to start monitoring the OTT service.
Availability mode: If this option is enabled, the engine will only check for segment presence
but not download the entire file. This also disables thumbnail generation.
RTMP: Check this check box if the channel is an RTMP channel.
RTMP live: Check this check box if the RTMP channel is a live service.
Monitor HLS profile This option makes the OTT engine only download the master manifest

manifests only:

once. After the initial download, it will only re-download it if one of the
profiles gets an error or the connection reset timeout occurs.

This option can be used if the server hosting the manifest is generating
an unique session for each download of the master manifest, for instance
by changing the profile playlist URLs between each download.

Extract thumbnails:

If the thumbnail option is enabled thumbnails will be available for the
selected channels in the Active testing and Thumbnails sections.

Alignment:

If the alignment option is enabled the alignment section will be available.
If the Content Extraction and Alarming option is licensed, alignment
checking is enabled in the Content threshold and this setting is not visible.
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Edit Channel

General || DRM || TLS || Advanced

Property

Fixed key

Fixed IV

DRM System DRM system to use for decryption

System routing Usze system netwaork routing for DRM

Value Description

Fixed key to use for descrambling. Use
| Basefd or hex encoding. Example:
SMS4DIpK AT 242 afknbdw== ar
bd2cail T 2eede69bfa1545a390b a1 3
Hex encoded [V to use with the fixed key for
|Hex encoded 1Y to use with the fixed key for descrambling | descrambling. Example:
0x861251 3537 Safe3f5151 dddi269casad

|Fixed key to uze for descrambling

Apply changes

DRM

DRM system:

If this channel is encrypted using a Verimatrix VCAS server, selecting the
Verimatrix VCAS 3.7 or Verimatrix VCAS 4.3 option and entering the IP
address or hostname of the VCAS server’s encoder interface in the DRM
hostname field will allow descrambling of the encrypted segments. See OTT
descrambling with Verimatrix for more info.

If this channel is encrypted using an Irdeto server, select the Irdeto option
and configuring access to the Irdeto server will allow descrambling of the
encrypted segments.

Select None option for streams that are not encrypted, or where you have a
fixed key or IV available.

Fixed key:

The key that will be used to descramble the segments for this channel. Using
this field will override any key found during manifest parsing.

For HLS, use a Base64 encoded string, like this:
8MS4D1pKATr242Xafknb4w==

For DASH, use a hex encoded string, like this:
b42ca3172ee4e69bf51848a59db9cd13

Fixed IV:

The IV to be used during descrambling of the HLS segments. Using this field
will override any IV found or calculated during manifest parsing.

Use a ox-prefixed hex encoded string, like this:
0x86125135375afe3f5f51d4df269caaad
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DRM hostname:

If used with a DRM system, configure enter the IP address or hostname of
the DRM server here.

DRM username:

When using the Irdeto DRM system, add the username used to log in to the
Irdeto server here.

DRM password:

When using the Irdeto DRM system, add the password used to log in to the
Irdeto server here.

Account ID:

When using the Irdeto DRM system, this should be set to the ID of the
account that this channel is configured to.
Please refer to the Irdeto User Manual for more details.

Content ID:

When using the Irdeto DRM system, this should be set to the ID of the
channel on the Irdeto server.
Please refer to the Irdeto User Manual for more details.

Crypto Period:

When using the Irdeto DRM system, this should be set to match the configu-
ration on the Irdeto server.
Please refer to the Irdeto User Manual for more details.

System routing:

If enabled, the request for the DRM system or linked key uses the system
routing table. If disabled, the request uses the routing configured for the
associated OTT engine.

Edit Channel

General || DRM || TLS |[ Advanced |

Property

Verify TLS host “erify host name in TLS cerificate

CA certificate zelfzsigned-capem w | Defined in DatadCertificates
Client certificate | selfzigned-clipem s | Defined in DatafCertificates

Value Description

Apply changes

TLS
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Verify TLS host If the channel is requested over a TLS connection, enabling this option
verifies that the presented server certificate is valid for the host name used for
the request.

This setting can be enabled without having the CA certificate available.

CA certificate If the channel is requested over a TLS connection, selecting a CA certificate
here verifies that the presented server certificate is trusted by it.
Certificates are uploaded in the Data — Certificates view.

Client certificate If a client certificate is selected here, and the channel is requested over a TLS
connection, the 10G Probe will present this certificate in outgoing network
requests.

Enable this setting for mTLS (mutual TLS). Certificates are uploaded in the
Data — Certificates view.

Edit Channel X

General || DRM || TLS || Advanced

These settings are used to craft & custom HTTP request to generate the manifest URL.
The request iz sent to the 'Manifest URL' specified on the General tab,

Enable adv. settings

Parse response as JSOM with manifest URL w

Always use headers [_|
System routing O

Cache response D minutes

Method

Content-Type |C0ntent-Type header to send with POST requests |

Additional headers | Choose file | N file chosen Mo file uploaded
| Choose file | Mo file chozen ’

Body Mo file uploaded

Advanced

Enable adv. settings: Check this box to enable the advanced manifest settings. If unchecked,
all settings on this page are ignored.

Parse response as: Determines how to parse the response returned when requesting the
Manifest URL. See below for an explanation of the settings.

Always use headers: If enabled, any headers specified in Additional headers configured
below will be sent with all requests. If disabled, the additional headers
will only be sent in the advanced manifest request.
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System routing:

If enabled, the request for the advanced manifest URL uses the system
routing table. If disabled, the request uses the routing configured for the
associated OTT engine.

Cache response:

Defines for how long the advanced manifest response should be cached.
If set to a non-zero value, the server is not queried again for the same
URL until at least the configured number of minutes has passed.

If the value for Reset connection after under OTT — Settings is lower,
that value takes precedence.

Method:

Determines which HTTP method to use when requesting the top-level
manifest file. Supported methods are GET and POST.

Content-Type:

When requesting the manifest using the HTTP POST, use this Content-
Type for the submitted request body.

Additional headers:

To provide additional custom request headers or overwrite the default
headers when requesting the top-level manifest file, create a text file
containing the headers and upload them here.

Body:

When requesting the manifest using the HTTP POST, upload the file to
submit here.

The advanced manifest options can be used in instances where the master manifest file is not directly
available to download, or if additional parameters or an alternative HTTP method is required to

access it.

If your channel needs several steps of authentication or other web service calls before supplying
clients with an URL to the master manifest, you can make an “in-between” web service which
the VB330 sends all required info to do the authentication and/or channel look-ups through this
interface. Set Parse response as to JSON with manifest URL and have the in-between service return
a JSON file with an “url” parameter containing the URL to the master manifest file.

If your channel just needs additional headers and/or an alternative HTTP method to return the master
manifest, set Parse response as to Normal manifest. Enable Always use headers if the additional
headers are to be supplied in all requests, and not only the request for the top-level manifest.
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6.3.4 OTT — Settings

OTT engine settings

Reset connection after: D minutes

Latency engines:
Marmal engines: 15

Routing interface

Active testing || Latency || Channels || Settings || Thresholds

w |Engine 2

w |Engine 4

w |Engine 5]

w |Engine g

~ | Engine 10

w | Engine 12

w | Engine 14

Engine 1 | Default OTT irterface
Endine 3 | Default OTT interface
Engine 5 | ethi - Data RJ45

Engine 7 | Default OTT irterface
Engine 9 | Default OTT interface
Engine 11 | Default OTT irterface
Engine 13 | Default OTT irterface
Engine 15 | Detault OTT interface

Routing interface
| Detautt OTT interface w |

| Detault OTT interface v |
| Detautt OTT interface w |
| Detautt OTT interface w |
| Default OTT interface v |
| Detautt OTT interface w |
| Detautt OTT interface w |

w |Ls|tn3n0\),f engine 1 | ethl - Data RJ45 hd |

Latency engine 2 | Default OTT irterface

w | Latency engine 3 | Defautt OTT interface v |

Latency engine 4 | Default OTT irterface

w | Latency engine 5 | Defautt OTT interface v |

Latency engine & | Default OTT interface

w |Latency engine 7 | Default OTT interface w |

Latency engine & | Default OTT irterface

w | Latency engine 9 | Defautt OTT interface v |

Latency engine 10| Defautt OTT interface v |

Page name

Page name

Page 1 [Primus

Page name

|Page 2 [Secundus

|Page 3 [Set the name for paoe 3

Page 4 [Set the name for pags 4

|Page 5 [Set the name for page 5

|Page 6 [Set the name for paoe 6

Page 7 [Set the name for page 7

|Page 8 [et the name for page &

|Page 9 [Set the name for page 9

Page 10 |Set the name for page 10

| Page 11 [Set the name for page 11

|F‘age 12 |Set the name for page 12

Page 13 |Set the name for page 13

| Pae 14 [Set the name for page 14

|F‘age 15 |Set the name for page 15

Page 16 |Set the name for page 16

| Page 17 [Set the name for page 17

|F‘age 15 |Set the name for page 18

Page 19 |Set the name for page 19

| Page 20 [Set the name for page 20

| Page 21 [Set the name for page 21

Page 22 [Set the name for page 22

| Page 23 [Set the name for page 23

| Page 24 [Set the name for page 24

Page 25 [Set the name for page 25

The Settings view makes it possible to change global and per-engine OTT monitoring parameters.
Press Apply to confirm changes made.

Settings

Reset connection after:

Configures the VB330 OTT engines to reset the connections after the
specified number of minutes. This is useful for cases where the server
has a limit for how long a session can live. By resetting before that

limit a new session is created and the problem is avoided.
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Routing interface: Selects the interface on which to connect to the OTT server. This
defaults to the interface selected in the Setup — Routing view, but
can be overridden for each engine. The routing applies to all channels
monitored by this engine.

Page name: This setting allows names to be associated with different pages. In-
dividual channels can be assigned to different pages in the OTT —
Channels view, to facilitate easier navigation in the different OTT
views.

6.3.5 OTT — Thresholds
Active tasting || Latency || Channels || Settings | Thresholds

Threshold presets g
m itrate erroBitrate warin actual Bax actual Manifest advanifest size

Mame

Default Ay 100 g0 a0 200 (=10] 200.000 kB
Strict Ay 100 g0 g0 200 =110 200.000 kB
Live Liwe 100 g0 -1 -1 g0 00,000 kB
WD wioD 100 g0 -1 -1 [=10] 200.000 kB

Thresholds: 4

[2dd new threshold | [Duplicate selected | [Delste selected | |Edit selected|

The OTT Threshold presets list shows OTT threshold templates configured by the user.

To add a threshold template to the list click the Add new threshold button. This will open the Edit
threshold pop-up view, allowing the user to define threshold parameters. A threshold template entry
can be selected by clicking the threshold template; the list entry will be highlighted. Several list
entries can be selected by using regular Ctrl + click functionality. Clicking the Duplicate selected
button will open the Edit threshold pop-up view with all threshold template parameters duplicated,
except the threshold template name. Clicking Delete selected will delete the highlighted list entry.
Clicking Edit selected will open the Edit threshold pop-up view associated with the highlighted
threshold template. Batch editing is supported. Select the threshold templates and click the Edit
selected button. Parameters differing between templates will be indicated in the Edit selected
pop-up view by an asterisk wildcard symbol.

The search field in the upper right corner of the view allows the user to type a text string, and the
threshold list is updated to display only thresholds matching the specified text.
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Edit Threshold

Hame Detfault

Parameter
Profile stream type
Dowvnload speed error

Actual bitrate min

Actual bitrate mac

SeqUence age

Manifest size

Min. profiles

Ignare video profiles
Ignare audio profiles
Ignare sultitle profiles
lgrare trickplay profiles
lgrore mixed profiles
Ignore image profiles

Dowynlaad ignored
profiles

Threshold
Any v
100
Dowvnload speed warn, |-

Actual bitrate media type Ay w

200000

Dovwenload segments of ignored profiles

Format Deszcription

Expected profile stream type

Dovwenload time £ seament lenoth == err-thresh %
Diovwenload time f zegmert length == warn-thresh %

Dovwenloaded segment size [ indicsted segment length
== % of profile bitrate

Dovwenloaded segment zize [ indicsted segment lencgth
== % of profile bitrate

Profile media type to apply actual bitrate alarm to
Mumber of secands manifest files are aloveed to stay
unchanged (Live streams)

Waximum =size of the manifest files

Minirnum number of profiles

Do nat raise any alarms for video profiles

Do nat raise any alarms for audio profiles

Do nat raize any alarms for subtitle profiles

Do nat raise any alarms for trickplay profiles

Do nat raise any alarms for mixed profiles

Do not raize any alarms for image profiles

- - -5

FRCONMS

hytes
profiles

To dizable an alarm, et Threshold value to -1

To disable a threshold alarm, set the threshold value to —/ or Any. This does not apply for Manifest

XML size.
Threshold preset
Name: The threshold template name defined by the user.
Refs: The number of channels associated with the threshold template

Profile stream type:

The stream type (Live or VoD). If any of the profiles have a
different type a wrong profile type alarm will be raised.

Download speed error:

The maximum allowed difference between profile bitrate and
download bitrate (%). If the difference exceeds the threshold
value a bitrate error alarm will be raised.

Download speed warn:

The maximum allowed difference between profile bitrate and
download bitrate (%). If the difference exceeds the threshold
value a bitrate error warning will be raised.

Actual bitrate min:

The minimum allowed bitrate when measured actual bitrate is
compared to profile bitrate (%). If the actual bitrate goes below
the threshold an actual bitrate alarm will be raised.

Actual bitrate max:

The maximum allowed bitrate when measured actual bitrate is
compared to profile bitrate (%). If the actual bitrate exceeds the
threshold an actual bitrate alarm will be raised.
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Actual bitrate media type:

The profile types that the actual bitrate alarm applies to. If set to
Any, the actual bitrate is checked for all profiles.

Sequence age:

The maximum time a manifest can remain unchanged before a
manifest age alarm is raised.

Manifest size:

The maximum detected size of the manifest before a manifest size
alarm is raised.

Manifests larger than this will not be analyzed.

Also applies to profile manifests, where applicable.

Min. profiles:

Minimum number of profiles in the selected channel before an
alarm is raised.

Ignore X profiles:

When any of these are checked, all alarms are disabled for profiles
of the corresponding media types.

Download ignored profiles:

If this is unchecked, no segments will be downloaded for profiles
which are ignored above.
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6.4 Multicasts

6.4.1 Multicasts — Parameters

Main | | Alarms || OTT || Multicasts || Mw | | RDP || Traffic | | Ethemet | [ ETR 290 || Setup | [ Data || About |

Parameters || Summary || History | [ Join | [ Streams || Ethernet thresh. |

Joined multicasts

o EiEg nra
o [l v
o ERR vz norway
o ) Tworce
o Il s+
a n CNN_EUROPE
o MTV_NORDIC
o B  oiscovery_worLD
o Il 1vzzesra
(Y] scr JEIT
a - Accumulated

All streams (offline

1 TTSUDP
TTSIUDP
TTSUDP
TTS/UDP
TTS/UDP
TTSMUDP
TTSUDP
TTSUDP
TTS/UDP
TTSUDP
nia

BIRIE B e EEEEEE

Clear counters Export...| |Fields...

8.944 Mbps
4.232 Mbps
4.456 Mbps
3.144 Mbps
2.921 Mbps
2.644 Mbps
4,176 Mbps
3.672 Mbps
4.760 Mbps
12.424 Mbps
51.373 Mbps

(1]
0
0
1
(1]
0
0
0
o
1

L = = R R R =

R

B.944 Mbps
4.232 Mbps
4.456 Mbps
3.144 Mbps
2.921 Mbps
2.644 Mbps
4,176 Mbps
3.672 Mbps
4.760 Mbps
12.424 Mbps
51.373 Mbps

Userdefined pararnelavs

B e

2.362 Mbps
2.357 Mbps
735.248 kbps
2.228 Mbps
1.977 Mbps
2.168 Mbps
4.152 Mbps
3.656 Mbps
728.576 kbps
12.408 Mbps
3.480 Mbps

v 1-10: Page 1 Training ¥

8.968 Mbps | 75707518
B.960 Mops | 64174782
B8.752 Mbps | 47296409
4.968 Mops | 40174174
3.035 Mbps | 32200974
4030 Mops | 40653886
4.192 Mbps | 49091959
3.721 Mbps | 43331102
8.752 Mbps | 47616019
12.744 Mbps | 146618770

59,084 Mbps

239.255.0.1:5500
239.255.0.2:5500
239.265.0.3:5500
239.255.0.4:5500
239.255.0.6:5500
239255 0.10:5500
239.265.0.12:5500
239.255.0.13:5500
239.255.0.31:5500
239.255.0.159:5500

The Multicasts — Parameters view displays detailed information about each stream.

The user selects which group of measurements should be displayed. Selections are IP parameters, TS
parameters, Ethernet parameters, RTP and FEC parameters, User-defined parameters and Statistical
parameters. If User-defined parameters is selected, the Multicasts view displays parameters selected
by the user in the Multicasts — Parameters — Fields view.

For each page the Accumulated row at the bottom of the multicast list displays accumulated values
for all streams associated with the page. The accumulated Min bitrate and Max bitrate is the
minimum and maximum value of the Accumulated current bitrate.

Parameters | | Summary | | History || Join | [ Streams | | Ethemet thresh. |

Joined multicasts

° 3¢

(i} ]
o il

—i
Li}

All streams (offline

Clear counters Export...| |Fields...

g;k;mmmmmmmmm

6.744 Mbps
5.424 Mbps
3.520 Mbps
2.992 Mbps
2576 Mbps
3.680 Mbps
4,168 Mbps
3.680 Mbps
3.080 Mbps
12.600 Mbps
48.464 Mbps

Userdefined pararneters M

2.362 Mbps
2.357 Mbps

8.968 Mbps
8.960 Mbps

735.248 kbps  B.752 Mbps

2.228 Mbps
1.977 Mbps
2.168 Mbps
4.152 Mbps
3.656 Mbps

4.968 Mbps
3.035 Mbps
4,030 Mbps
4.192 Mbps
3.721 Mbps

728.576 kbps | B.752 Mbps

12408 Mbps
3.480 Mbps

12.744 Mbps
59.084 Mbps

75918222
64316858
47403979
40285019
32277174
40760389
49213393
43438289
ATT47551
146981565

110 Page 1Training ¥

8 T T T -

239.255.0.1:5500
239.255.0.2:5500
239.255.0.3:5500
239.255.0.4:5500
239.255.0.6:5500
239.255.0.10:5500
239.255.0.12:5500
239.255.0.13:5500
239.255.0.31:5500
239.255.0.159:5500

When the Current page button is clicked it is possible to select the page from a drop-down menu.
The associated thumbnails are shown in the leftmost column of the list of measurements. Click one
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of the small thumbnails to view a larger thumbnail that is updated more frequently. Note that it is
possible to disable probe thumbnail extraction in the Setup — Params view.

When All streams (offline) is clicked a complete list of measurements for all joined streams is
displayed. A search field allows the user to type a text string and the multicast list is updated to
display only multicasts matching the specified text. Note that monitoring parameters and thumbs
will not be updated in All streams (offline) mode.

Peak and aggregate measurements are cleared when the Clear counters or Clear counters all pages
button is clicked. Clicking this button also restarts the ETR monitoring for the streams have this
enabled.

Clicking the Export button will allow export of the measurement data as an XML file that is opened
in a new window.

Parameters || Summary || History | | Join || Streams | [ Ethernet thresh. |
Joined multicasts Last 4d || Last 24h|| Last Bh||Last 20m||Last 1m Statistical parameters v 1-10: Page 1 Training ¥
[ Pame " [ES(AT24n [ES(MLR)-24h [ES(RIP)-24n [ES(overf)-28h _ [ES(nosig-22h _[Peakl/AT)-24h [Sum(MLR)-24h _[Peak(oin)-24n |
© NRK_1 0 0 0 0 0 5.3 ms 0 8.900 Mbps
B  NRK_Z 0 [1 0 0 0 5.6ms 0 B.900 Mbps
@ TVZ_NORWAY 0 0 '] o o 36.1 ms o 8.700 Mbps
@ TVNORGE 0 0 0 0 0 10.3 ms 0 4.900 Mbps h
@ STAR 0 0 '] o o 9.4 ms o 3.000 Mbps
@ CNN_EUROPE 0 0 0 0 0 25 ms 0 4.000 Mbps
@ MTV_NORDIC 0 0 o o o 4.3 ms o 4.100 Mbps
© DISCOVERY_WORLD 0 0 ] 0 0 5.6ms 0 3.700 Mbps
@ TV2 ZEBRA 0 0 o o o 33.7 ms o 8.500 Mbps
@ BEC HD 1] 0 0 o o 15ms o 12.700 Mbps
@  Accumulated
Clear counters Export...| |Fields...

Clicking a stream brings up the Detailed monitoring pop-up described later in this section.

In All streams (offline) mode a search field allows the user to type a text string and the multicast
list is updated to display only multicasts matching the specified text.

Parameters Setup
Joined multicasts Last 4d || Last 24h || Last 8h || Last20m || Last Im j?| | Statistical parameters ;l
[ uame " ES(AT)-24 JES(MLR)-24h [ES(RTP)-24h[ES(overf)-24h — [ES{nosi)-24h _[PeakIAT)-2éh _[Sum(MLR)-24n [peakibir)-24n
0 [NRK 1 0 2 0 0 0 7ilms 5 9.30 Mbps
@ NRK_ 2 1] 1] 1] 0 1] 49 ms 0 9.30 Mbps
0 | TVNORGE V] 0 0 0 0 4.7 ms 0 5.20 Mbps
B STAR 8 9 V] 0 0 433.9 ms 243 4.40 Mbps
@ CNN_EUROPE 0 a 0 0 [1] 57.5ms 0 4.20 Mbps
© | TRAVEL_CHANMEL O 1] 0 0 0 6.6 ms 0 3.30 Mbps
@ DISCOVERY_WORLD O 0 0 0 0 7.7 ms 0 3.60 Mbps
0 | ANIMAL_PLAMET 0 1] 0 0 0 148 ms 0 5.40 Mbps
@ | BBC_LIFESTYLE 0 1] 0 (1] 0 76ms 0 4.20 Mbps
@ |BBC_ENTERTAINMEN O 1] 1] 0 0 37 ms 0 4.20 Mbps
@ BBC_WORLD V] ] 0 0 0 53 ms ¥ 3.90 Mbps
@ BOOMERANG (1] 1] 0 0 (1] 229ms 0 4.60 Mbps
© | TCM_NORDIC 0 1] [1] 0 0 33.9ms (1] 4.40 Mbps
@ CARTOON_NORDIC O 1] 0 0 0 22.6ms 0 4.70 Mbps
0 TVZZEBRA 0 0 [1] 0 0 10.6 ms 0 8.70 Mbps
@ DISCOVERY_SCIEMCE O 0 0 0 0 Bms 0 3.60 Mbps
@ |DISNEY_CHANNEL O 1 0 0 [1] 44 ms 20 4.60 Mbps
© |DISNEY_XD 0 1 1] 0 ] 44 ms 22 4.30 Mbps
6 | TVZFILMKANALEN 0 1] (1] [1] 0 10.6 ms (1] 7.70 Mbps k E
| Current page || All streams (offline) | | Refresh | | Clear counters all pages | | Export.. | |Trin1 ch-list

Click the Trim ch-list button to unjoin streams with current status ‘No signal’, thereby removing
them from the list. The Statistical parameters view lists sum or peak values for parameters over
the interval indicated by the selected time button (Last 4d, Last 24h, Last 8h, Last 20m, Last Im).
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6.4.1.1 Parameter columns

Following is a listing explaining the meaning of the columns which may be shown for the joined
multicasts view at Multicasts — Parameters. The columns displayed may be selected in see
Multicasts — Parameters — Fields.

Common parameters
(@: Click the information icon to access the Detailed Monitoring pop-up view.
Thumb: If thumbnail extraction has been enabled, a thumbnail is displayed for each
unencrypted stream. Click the small thumbnail to view a larger image that is
updated more frequently.
If thumbnail extraction has not been enabled, or if the thumbnail extraction
fails, an informational icon will be displayed instead, see Thumbnails below
for details on the different icons.
Name: The stream name specified by the user in the Edit Multicast view
Signal: Time since last signal loss
Page: The page associated with the multicast
CPU: CPU core monitoring this multicast
Input: Network interface used to receive this multicast
Mapping: For MPEG-2 Transport streams, the number of MPEG-2 packets mapped into

each RTP, UDP or SRT packet is displayed here. For SMPTE 2022-7 com-
bined streams, “ST 2022-7” is displayed. For MABR streams, when MSYNC
packets are detected, “MSYNC<version>/<protocol>” is displayed, where
“<version>"1s either 1 or 3 and “<protocol>” is either UDP or RTP. For other
unsupported RTP streams, “RTP data” is displayed.

IP parameters

Curr bitrate:

Instantaneous MPEG-2 Transport Stream bitrate including null packets (PID
8191). The instantaneous bitrate is measured over a time period of 1000 ms,
and is calculated from the size of the RTP, L2TP or UDP payloads.

Min bitrate: The minimum current bitrate measurement
Max bitrate: The maximum current bitrate measurement
IP packets: The number of IP packets received
Dst address: Multicast/unicast destination address : port
TOS: Type-Of-Service (also called Differentiated Services Field)
TTL: Time-To-Live
VLAN ID: Native VLAN ID of this stream

Src address:

Multicast/unicast source address : port

Joined src:

The source address of the originally joined multicast.
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IAT avg:

Average Inter-Arrival Time. The average time between consecutive IP frames
(in milliseconds). Recalculated each second.

For SMPTE ST 2022-7 combined streams, the path differential (PD) is shown
instead, with the sign indicating which of the paths is ahead of the other.

IAT min:

The Minimum Inter-Arrival Time is the minimum registered time between two
consecutive IP frames carrying video. Units are in milliseconds.

For SMPTE ST 2022-7 combined streams, the minimum path differential is
shown instead.

IAT max:

The Maximum Inter-Arrival Time is the maximum registered time between two
consecutive IP frames carrying video. Units are in milliseconds. The Max-1AT
is a measure of the maximum amount of network-induced packet jitter present.
IP packet jitter affects video quality and should be minimized.

For SMPTE ST 2022-7 combined streams, the maximum path differential is
shown instead.

TS parameters

Net bitrate:

Instantaneous MPEG-2 Transport Stream bitrate excluding null packets (PID
8191). The instantaneous bitrate is measured over a time period of 1000 ms.
No bitrate is reported for SMPTE ST 2022-7 combined streams.

CC errs:

The number of times a discontinuity has been detected for all the MPEG-
2 Transport Stream continuity counters. This value is the total number of
discontinuities detected for all PIDs present. Note that this value does NOT
represent the number of MPEG-2 TS packets lost because any continuity counter
mismatch detected for an IP-frame will increase CC errs by one. CC errors are
serious as they will in practice usually result in visual video artifacts (‘blocking”)
if occurring on the video PIDs. CC errors can be due to an erroneous input
signal to the streaming head-end (e.g. from satellite rain fading or changes in
the uplink). Alternatively, CC errors can arise from IP packets being dropped in
the network.

PIDs:

Number of PIDs in the MPEG2-TS

Syncb errs:

Number of transport stream packets with wrong syncbyte (0x47)

#Services:

The number of services found in the multicasts

Ethernet parameters

Src MAC:

Source MAC address

Dst MAC:

Destination MAC address

RTP Parameters
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RTP drops:

Accumulated number of dropped IP-frames due to network errors. Only avail-
able for multicasts that carry RTP information, and for L2TP streams that carry
sequence numbers. When running video inside an RTP wrapper it is possible to
exactly deduce the number of dropped IP frames due to network issues. This is
possible as a result of the 16-bit sequence counter inside the RTP header. The
following sequence will generate an RTP drops of +3: ..., 10, 11, 12, 16, 17,
18, ...

RTP dups:

Accumulated number of duplicate IP-frames. Only available for multicasts that
carry RTP information, and for L2TP streams that carry sequence numbers.
Duplicate IP-frames in the network can occur under normal circumstances and
does not necessarily indicate network problems. The following sequence will
generate an RTP dups of +2: ..., 10, 11, 12, 12, 12, 13, 14, ...

RTP ooo:

Accumulated number of times a packet has been found to be out of order. Only
available for multicasts that carry RTP information. An out-of-order situation is
defined to have occurred when the current sequence number is lower than the
previous one. The following sequence will generate an RTP ooo of +2 (since
there are two occurrences): ..., 10, 11, 15, 12, 16, 17, 13, 14, 18, 19, ...

RTP lag:

The maximum number of packet positions an out-of-order packet has been
moved relative to its correct position. So for example 1,2,3,5,6,7,8,4,9,10 will
result in an RTP lag of 4. The RTP lag is a good measure of how big a packet
re-ordering buffer is needed in the receiving equipment to re-order packets.

Min hole size:

Minimum number of consecutive dropped RTP packets.
1,2,3,10,11,12,15 gives a min hole size of 2.

The sequence

Max hole size:

Maximum number of consecutive dropped RTP packets. The sequence

1,2,3,10,11,12,15 gives a max hole size of 6.

Min hole sep: Minimum number of RTP packets separating any holes. The sequence
1,2,3,10,11,12,15 gives a min hole sep of 3.
Num holes: Number of packet loss sequences. The sequence 1,2,3,10,11,12,15 gives a num
holes of 2.
FEC mode: The CoP3 FEC mode.
FEC drops: Number of RTP packet drops in the main stream that the FEC could not correct.
C-FEC drops: Number of IP packets in the column-FEC streams dropped.
R-FEC drops: Number of IP packets in the row-FEC streams dropped.

Statistical parameters: MPEG-2 transport stream parameters

ES(AT):

Number of seconds during selected period with Inter-packet Arrival Time higher
than associated Ethernet IAT warning threshold.

ES(MLR):

Number of seconds during selected period with Media Loss (corresponding to
number of seconds with CC-errors).
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ES(RTP): Number of seconds during selected period with RTP packet drops.

ES(overfl): Number of seconds during selected period with bitrate overflow.

ES(nosig): Number of seconds during selected period without signal.
Peak(IAT): Peak Inter-packet Arrival Time during selected period.

Sum(MLR): Sum of Media Loss during selected period (equals number of TS packets lost).

Peak(bitr): Peak stream bitrate during selected period.

MSYNC parameters

MSYNC URI URI of of the MSYNC object being decoded as given from the object URI
field of the object Info MSYNC packet.

Thumbnails

The probe will try to generate thumbnail pictures for all streams. For multi-program transport
streams (MPTYS) the first video component is selected. MPEG-2, H.264/MPEG-4, H.265/HEVC,
JPEG 2000 and JPEG XS video formats in standard definition, high definition or ultra-high definition
are supported in MPEG-2 transport streams. Thumbnails are not generated for SMPTE ST 2022-7
combined streams.

The thumbnail update rate will depend on how the streams are coded and if they are standard
definition, high definition or ultra-high definition. It is possible to increase the update rate by
opening the Thumb View pop-up, described below.

If the probe is unable to generate a thumbnail from the signal, it will present one of the following
icons:

Shown if no data is received for the stream. There should be a match between
presenting this icon and a No-signal alarm; however since the alarm and thumbnail
mechanisms work independently of each other they have been given different names
(loss of signal and no signal).

m Shown while the thumbnail engine is trying to decode a thumbnail picture and more
s precise status information has not yet been obtained. This icon is typically displayed
after probe reboot or if new streams have recently been joined.

NOV Shown if the service does not carry a video PID — which is the case for radio
°°°°°°° services.

NOS The stream contains no service, as signaled in PSI/SI.

uuuuuuuuu

CCE The signal cannot be decoded due to excessive CC errors or RTP packet drops.

nnnnnnnn
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The signal cannot be decoded because the Transport Error Indicator bit (TEI) is set.

The signal cannot be decoded because the video bitstream contains errors. It might
be possible to create thumbnails from this stream by enabling the “Ignore bitstream
errors” checkbox in the content thresholds associated with the stream.

MAP The probe does not support thumbnail generation for this protocol mapping.

§
§

The signal is recognized as being MPEG-2 encoded but the thumbnail extractor is
unable to correctly decode a thumbnail picture.

The signal is recognized as being MPEG-4/H.264 encoded but the thumbnail extractor
is unable to correctly decode a thumbnail picture.

The signal is recognized as being MPEG-H/H.265 encoded but the thumbnail extrac-
tor is unable to correctly decode a thumbnail picture.

The signal is recognized as being JPEG 2000 encoded but the thumbnail extractor is
unable to correctly decode a thumbnail picture.

-
o
N

The signal is recognized as being JPEG XS encoded but the thumbnail extractor is
unable to correctly decode a thumbnail picture.
To display thumbnails for JPEG XS services, the JPEGXS-OPT license is required.

i

(<9
‘0

The signal is recognized as being an uncompressed (raw) video stream but the
thumbnail extractor is unable to correctly decode a thumbnail picture.

This icon is shown if the probe is unable to receive or analyze the PMT PID. Only
streams with PSI information can have thumbnails decoded since the probe does not
support a manual specification of the video PID.

The probe can only generate a thumbnail picture if the video data is not scrambled.

The stream is configured to be interpreted as MABR.

Detailed Monitoring
The Detailed Monitoring pop-up is activated by clicking a stream line in the monitoring list.

The current parameters for the selected stream are displayed in the bottom of the dialog, as in the
Joined multicasts list.

Clicking the Clear button will clear all information about the selected stream, including PSI/SI
analysis data. Clicking the MediaWindow button will open the Media Window Selected channel
view. This is described in section 6.5.
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Detailed Monitoring — Services

Detailed Monitoring »
Services
Fid Min bitr. Mz bitr. CC etrors Type
E||:| SKELO TV 12164 Mbps | 5.206 Mbps 15691 Mbps O [i] ATSC service
(249 MPEG2 video 11.568 Mbps | 7616 Mbps 15085 Mbps | O a MPEG2 VYidea W
: J;,SE A3 Audio 394 416 kbps 390725 kbps  400.008 kbps O [i] AC-3 Audio
.f;;,SS A3 Audio 1972058 kbps 195360 kbps 200,000 kbps | O [i] AC-3 Audio
(187 48 PMT 4 512 khps 4 096 kbps £.016 kbps i] o PriT
E||:| 4 UTY 3.450 Mbps 1.076 Mbps 5.212 Mbps 1] a ATSC service
: E] 55 MPEG?2 Yideo 5.249 Mbps 876736 kbps | 6.006 Mbps 0 [i ] MPEG2 VYidea v
J:GBB A3 Audio 197 2058 khps 195.320kbps 200,000 kbps | O a AC-3 Audio
54 PMT 4512 khps 40896 khps 6.016 khps 1] [i] PrIT
- [ 5 1M 2.404 Mbpz 1.022 Mbps 6.150 Mbps 0 a ATSC service
-- Other PIDs 135472 khps  75.4458 kbps E73.0M6 kbps O Cther
hlame Mapping Ilet bitrate CCerrz |PIDs  [Syncherrs |#Zervices |[Curr bitrste  |Min bitrate
KELC inp 1 stream 1 432z 3 17 enp... TTSRTP 18121 Mbps 0 36 0 3 19400 Mips | 19376 Mips

3

The 10G Probe is continuously gathering detailed information for the selected multicast. The VB330
will continue updating the detailed information for the selected multicast until another is selected.

The Detailed Monitoring — Services view lists detected MPEG-2 TS services (by analyzing the
PSI/SI tables), providing the following aggregate information for each service:

Service/Pid: For each service, the service-name or service-id is obtained from the PSI/SI tables.
PIDs that do not belong to a service are denoted ‘Other PIDs’. The service ID is
presented in square brackets.

Bitrate: Service bitrate in bits per second

Min bitr.: Minimum service bitrate in bits per second

Max bitr.: Maximum service bitrate in bits per second

CC errors: Number of Continuity Counter occurrences

Thumb: Click the (@) icon to access the Thumb pop-up view, explained below

Type: The list entry service type or PID type
PCR: This field will be checked if the corresponding PID carries PCR
Scr:  This field will be checked if the corresponding PID is scrambled

Detailed Monitoring — Event Log

84 VB3xx 10G Probe User’s Manual version 6.5



Detailed Monitoring »

Time ) iption
2020-11-04 134541 First packet received 2
2020-11-0316:30049 SIGMAL First packet received 2
2020-10-30 07-55: 4 SIGHAL First packet received 2
2020-10-2910:10:38 | SIGHAL First packet received 2
2020-10-29 09:45:35 SIGHAL First packet received 2
2020-10-28 225541 SIGMAL First packet received 2
2020-10-28 21:50: 44 SIGHAL First packet received 2
2020-10-28 073045 SIGHAL First packet received 2
2020-10-28 05:25:47 SIGHAL First packet received 2
2020-10-27 20:50:44 | SIGHAL First packet received 2
2020-10-27 05:49:456 SIGHAL First packet received 2

Mame Mapping It bitrate ! £ s |y services |[Curr bitrate in hitrate
KELC inp 1 stream 1 a03s 3 17 enp... TTSRTP 18122 Mbps 0 24 0 3 1947 Mbps | 19358 Mips

.3

.

The event log contains informative text that may prove helpful for diagnosing transport and bitstream
level errors.

Detailed Monitoring — IAT

Detailed Monitoring »

Sermices || Event log m

Inter Arrival Time histogram

14K

2030

302

44

5

M 1
14T 2475 404y T4ps 55Gs 1.235ms

|Auto ZOom ||Zoom in ||Zoom 0ut| Logarithmic scale Clear 14T

Mapping Ilet bitrate > Synch errs |#2e 2z |Curr bitrate  |Min bitrate
KEL O inp 1 stream 1 16m 3 17 enp... TTSRTP 15143 Mhps O 19436 Mhps  19.293 hbp:
L3

.

Mame

In the Detailed Monitoring — IAT view, the Inter Arrival Time histogram shows the accumulated
number of IAT measurements within each presented interval. Vertical green lines indicate the
maximum and minimum [AT values. By clicking the IAT range buttons it is possible to change the
zooming of the graph. If the Auto zoom button is pressed the diagram will auto-scale to always
include the minimum and maximum IAT readings.
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The IAT histogram is a very useful and intuitive measure of how well the network is performing in
terms of forwarding real-time traffic. A predictable and tightly bunched graph indicates small levels
of network jitter. An unbound graph indicates network jitter issues typically brought forward by
traffic congestion or misconfigured routers. Clicking the Clear IAT button will clear the IAT graph.

Note that for variable bitrate streams the IAT histogram will show a very different IAT distribution
compared to the histogram for a constant bitrate stream. The histogram in the screenshot above
displays the IAT distribution for a CBR stream.

For SMPTE ST 2022-7 combined streams, the path differential (PD) is shown instead.
Detailed Monitoring — MSYNC

Detailed Monitoring x

# JObectUR Sz |Recewed _|Age [ObiectiD
12 | test object 2959 656.01 k 463 [ 463 33s Oxb3f

11 test object 2960 434,79 k 307 /307 2Bs Oxb90

10 test object 2961 151.39 k 107 7107 243 Oxb91

9 | test_object_2952 BOE.T4 k 492 {492 23s Oxb92

B |test_object 2963 66.07 k 47 1 47 1V s Oxb93

7 | test_object 2964 612.08 k 432 /432 17 s Oxb94

6 | test_object_2985 25047 k 177 1177 12s Oxbas

5 | test_object 2966 J6.01 k 26126 10s Oxb96

4 | test_object 2967 38.90 k 28128 95 Oxb97

3  test_object 2968 20247 k 1437143 Os Oxb98

2 | test_object 2969 6848 k 49 /49 7s Oxb99

1 test object 2970 90.04 k 64 ) 64 7s Oxb9a

* | test_object_2971 45719 k 3237323 65 Oxb9b

14 | test_object 2957 122.04 k ari/ar 40 s Oxb8d

13 test object 2958 639.71 k 452 [ 452 30s Oxbde

[Neame ——"""Signal Page |CPU input | Mappng |Netbirate | CC errs |PIDs |Synch ers | #Senvices |Cur bitale | in biate

NC_233.26.74.1 Tés 1 8 enp... M3YMC3/RTP | 981.704 kbps | 0 0 o 0 991.704 kbps | 991.544 kbps

|Cluse| |Clear| |MediaWind0w|

When MSYNC monitoring is enabled for a stream, this view displays a list of the objects received.
To enable MSYNC monitoring, the stream may be configured as MSYNC in Multicasts — Streams
— Edit.

The probe retains a list of the last 15 objects received for each stream configured as MSYNC. As
new objects are received, they are appended to the bottom of the list. When the probe has filled up
the list, it starts writing new objects from the first row again, thereby overwriting the oldest objects.
This facilitates viewing the objects which have been received within the last update. In addition it
makes reading the lines easier as only the minimum amount of rows are changed between each view
update.

The following columns are defined:

# Object receive order. The most recently received object is indicated with an asterisk
(*). The oldest object received is 14.
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Object URI The URI of the object as given from the object URI field of the object Info
MSYNC packet. If the file contains control information, i.e. the object type
field of the object Info MSYNC packet is equal to control or Media manifest,
the URI is displayed as a link and the content of the object may be downloaded.
The size of the file which the probe keeps is limited to 1 MiB. If the file was not
received in its entirety, there will be gaps in the file.

Size The size of the object as specified by the object size field of the Object Info
MSYNC packet.

Received Number of packets received / Number of packets in the object. Any difference
between these two numbers indicates packet loss. The number of packets in
the object is given by the number of MSYNC packets field of the Object Info
MSYNC packet.

Age The age of the object. This is calculated as the difference between the current time
and the reception time of the object Info MSYNC packet.

Object ID The id of the object as given from the object identifier field of every MSYNC
packet.

Thumb View

Thumb View x

=l Stream (DELUXE MUSIC)

i~ Transport stream ID 15

- Name DELUXE MUSIC
- Type multicast

- Mulficast address 238.255.1.20

-~ Mulficast port 5500

i~ Bitrate 2.5344 Mbit's

i Gontent Threshold Everything

i Service Threshold Default

i~ Schedule Mever

Service (65)
Video PID [3327)
=l Video Information

i Size 544x5T6

i Aspect ratio 16:9

i Pixel aspect ratio i

i Codec mpeg2video
P language [ er—e— ChBCr 4:2:0
3328 deu - Frame rate 25Hz

i Interlaced yes
|_Name ___|Statusdescripon | Audia PID (3328)
M | Freeze-frame Consecutive frozen frames: 0
B | Color-freeze Consecutive frozen frames: 0
B SCTE 35 Gap Threshold: 30 min 0 s
I SCTE 35 Placements Placement opporunities last clock hour: N/A  Threshold: 2

[l | SCTE 35 Placement Gap Threshold: 30 min 0 s

Monitoring "DELUXE MUSIC" service D 65,

Close
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The Thumb View pop-up is accessed by clicking an information icon in the Detailed Monitoring —
Services view. This view presents a large thumbnail, as well as video and audio metadata for the
selected stream, with an increased update rate compared to non-selected streams. The same pop-up
can be opened from the Content — Thumbnails view, see chapter 6.10.1 for more information.

Clicking the Close button will close the Thumb View view.

The following metadata is displayed for multicasts:

Audio fields
PID: The audio PID for which the associated parameters apply

Language: The audio language, as derived from PSI/SI

If SCTE 35 monitoring has been enabled for the channel, the last two SCTE 35 events for the service
are displayed. For more information on these events, compare the Content — SCTE 35 view.

The following stream status information will be displayed (bulbs will be green for status OK, red to
indicate an active alarm and grey if the associated check has been disabled):

Status description

Freeze-frame: A bulb indicating the freeze-frame detection status. The freeze-
frame error timeout value is set as part of the content threshold
group associated with each multicast (refer to the Content — Con-
tent thresh. and Multicasts — Streams — Edit views).
Consecutive frozen frames: The number of consecutive equal
frames that have been detected

Color-freeze: A bulb indicating the color-freeze detection status. The freeze-
frame error timeout value is set as part of the content threshold
group associated with each multicast (refer to the Content — Con-
tent thresh. and Multicasts — Streams — Edit views).
Consecutive frozen frames: The number of consecutive single
color frames that have been detected

SCTE 35 Gap: If the probe has been licensed with the SCTE 35 Signaling Analysis
and Logging option, this displays a status bulb indicating whether
the SCTE 35 Command Gap alarm is active.

The SCTE 35 alarming threshold values are set as part of the
content threshold template associated with each multicast (refer to
the Content — Content thresh. and Multicasts — Streams —
Edit views).

Time since last event: The number of seconds since the last re-
ceived SCTE 35 event is displayed here.

Threshold: The SCTE 35 Command gap threshold as defined in
the content threshold template associated with the stream.
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SCTE 35 Placements: If the probe has been licensed with the SCTE 35 Signaling Analysis

and Logging option, this displays a status bulb indicating whether
the Too few SCTE 35 placement opportunities alarm is active.
The SCTE 35 alarming threshold values are set as part of the
content threshold template associated with each multicast (refer to
the Content — Content thresh. and Multicasts — Streams —
Edit views).

Placement opportunities last clock hour: The number of place-
ment opportunities found during the previous clock hour, or N/A if
the service was not monitored for the whole previous clock hour.
Threshold: The SCTE 35 Minimum number of placement oppor-
tunities per clock hour threshold as defined in the content threshold
template associated with the stream.

SCTE 35 Placement Gap: If the probe has been licensed with the SCTE 35 Signaling Analysis

and Logging option, this displays a status bulb indicating whether
the SCTE 35 placement gap alarm is active.

The SCTE 35 alarming threshold values are set as part of the
content threshold template associated with each multicast (refer to
the Content — Content thresh. and Multicasts — Streams —
Edit views).

Time since last opportunity: The number of seconds since the
start of the last placement opportunity is displayed here.
Threshold: The SCTE 35 Maximum opportunity gap threshold
as defined in the content threshold template associated with the
stream.

The right-hand column will display the following detailed metadata:

Multicast

Transport stream ID:

The ID of the selected stream as shown in the list of multicasts; non-TS
services display / here

Name: The name of the multicast containing the selected service, as defined by
the user
Type: The type of the stream containing the selected service; multicast, unicast
or SRT Stream (a type of unicast)
Multicast address: The multicast address of the stream containing the selected service.
Multicasts only; not displayed for SRT streams.
Multicast port: The port number of the multicast containing the selected service. Multi-
casts only; not displayed for SRT streams.
SRT Mode: The SRT mode of operation selected to receive an SRT stream. SRT

streams only; not displayed for multicasts.
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SRT Latency: The configured latency for the SRT connection. SRT streams only; not

displayed for multicasts.

SRT Host: The host address of the SRT stream source. SRT streams only; not

displayed for multicasts. Not displayed in case of SRT mode ‘Listener’.

SRT Port: The port used to receive from the SRT stream source. SRT streams only;

not displayed for multicasts.

Bitrate: The total stream bitrate of the multicast containing the selected service

(bits/s)

Content Threshold: The name of the content threshold template assigned to the multicast

Service Threshold: The name of the service threshold template assigned to the multicast

Schedule: The name of the content alarm masking schedule template assigned to

the multicast

Service

Service ID: The service ID of the selected service; non-TS services display

1 here

PSI/SI Name: The name of the selected service, as derived from PSI/SI;

non-TS services display the multicast name here instead

Number of PIDs/Components: The number of PIDs or components associated with the se-

lected service

Video PID/Component
PID/Component: The video PID of the selected service for MPEG-TS services, or the video
component number for non-TS services
Has PCR: Yes if the selected stream contains PCR, No if not
Bitrate: The video PID bitrate of the selected service
Video Information
Size: The video picture size of the selected service

Aspect ratio:

The video aspect ratio of the selected service, or “N/A” if no information is
available

Pixel aspect ratio:

The video pixel aspect ratio of the selected service, or “N/A” if no informa-
tion is available

Codec:

The video encoding format of the selected service

Pixel format:

The video sampling format of the selected service

Frame rate:

The video frame rate of the selected service (Hz)
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Interlace: Whether the video source is interlaced or not

Video color metadata

Range:

Whether the range of visual content values in the video
source are limited or not.
Possible ranges: Full range, Narrow range

Color primaries:

The specific primary colors used to encode all colors in the
video source.

Possible color primaries: BT.709, BT.470 System M,
BT.470 System B, G, ST 170, ST 240, Film, BT.2020, ST
428-1, ST 431-2, ST 432-1, EBU 3213

Matrix coefficients:

What matrix coefficients the video source specifies to use to
convert between RGB and Y’CbCer.

Possible matrix coefficients: RGB, BT.709, FCC NTSC,
BT.470 System B, G, ST 170, ST 240, YCgCo, BT.2020
non-constant luminance, BT.2020 constant luminance,
ST 2085, Chromaticity-derived non-constant luminance,
Chromaticity-derived constant luminance, ST ICtCp

Transfer characteristics system:

What transfer characteristics system the video source speci-
fies to use to convert between RGB and Y’ CbCr.

Possible transfer characteristics systems: BT.709, Gamma
2.2, Gamma 2.8, ST 170, ST 240, Linear, Logarithmic, Log-
arithmic square root, xvYCC (IEC 61966-2-4), BT.2020
(10-bit), BT.2020 (12-bit), PQ, ST 428-1, HLG (ARIB-STD-
B67)

Audio PID/Component

PID/Component: The audio PID of the selected service for MPEG-TS services, or the audio
component number for non-TS services
Note that there may be several audio PIDs or components associated with a

service

Type: The audio encoding standard

Has PCR: Yes if the selected Audio PID contains PCR

Bitrate: The audio bitrate for this PID or component (bit/s)

Language: The language of the audio, as defined in the MPEG-TS Program Map Table

(PMT)
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6.4.2 Multicasts — Parameters — Fields

Parameters || Summary || History | | Detect || Join || Streams | | Ethernetthresh.

Custom monitoring parameter selection

COMmmon Dizplay in list Description

Thiumik v Thurmknail

Marme bd Mame of stream (i.e. channel)

Signal bd Time since last signal loss

Page Which page a multicast iz assigned to

CPL Which CPU core stream is processed on

It b Ethernet input of stream

Mapping b Howy MPEG packets are mapped into RTP or UDP packet=
IP Dizplay in list Description

Curr bitrate b Inztant bitrate (last 1000 ms) of UDP paylosd

hin hitrate hd Min Curr bitrate

Mz bitrate hd hax Curr bitrate

IP packets Mumber of IP packets

D=t address bd Multicastiunicast destination address ;. port -
Apply

Select parameters that are to be dizplayed in list. List will load faster if fewwer parameters are selected.

The Multicasts — Parameters — Fields view enables selection of the parameters to be displayed
in the Multicasts — Parameters view. They are only in effect when User-defined parameters is
selected as shown in Multicasts — Parameters. Note that thumbnails must also be enabled in the
Setup — Params view for thumbnail availability.

6.4.3 Multicasts — Summary

Parameters || Summary || Histary | | Detect | | Join || Streams || Ethernet thresh.

Overall eth stream status Probe Full Service Monitoring status
MEth streams with active alarms:3 Interface bitrate: 29 447 Mbps Monitoring: 7 £ 29 397 Mbps HEnabledidr; 272

Summary for each page

OK  ES(MLR) ES(RTP) ES(overfl) ES(nosig) OK  ES(MLR) ES(RTP) ES(overfl) ES(nosig)
W Pl 543 11m 497 0 0 tajor O Pl 040 0 0 0 0
m oz 14 0 0 0 150z Minor O Pz 0/ 0 0 0 0
O P3040 ] i ] i O P3040 ] i ] i
O P4 040 i 0 i 0 [ P4 0/ i 0 i 0
O Ps 040 0 0 0 0 O P15 0/ 0 0 0 0
O PE 040 0 0 0 0 O pE 040 0 0 0 0
O P 040 ] i ] i 0 p7 0M0 ] i ] i
00 P8 040 i 0 i 0 O P& 0/ i 0 i 0
O P3040 i 0 i 0 O P30/ i 0 i 0
O PO 040 0 0 0 0 O P20 040 0 0 0 0

ES-4d || [ES-24h | [ES-8h | |[ES-20m || ES-1m
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The intention of this page, together with the alarm list, is to provide enough information for the
operator to immediately see if there is anything seriously wrong with one or more Ethernet input
streams. The overall status for the Full Service Monitoring (FSM) is also shown.

Throughout this view the bulb colors indicate the most severe active alarm. They may be green (no
alarm), yellow (warning), orange (error) or red (major). The bulb color is based on user defined
alarm severity settings for each alarm. A grey bulb indicates that monitoring is disabled.

The following Ethernet parameters are shown:

Eth streams withactive alarms: Shows the number of streams that are presently in an alarm
state. Note that the number of alarms counted refers to default
settings, and alarms disabled by the user will still be counted.

Interface bitrate: This is the total bitrate sensed on the data/video interface(s).
It should be greater than or equal to the Monitoring bitrate.

Monitoring: This is the total number of Ethernet streams monitored and
the total bitrate for these streams.
Full Service Monitoring status: The number of enabled FSM services / number of OK FSM
services

The probe is capable of monitoring several thousand streams simultaneously. The probe splits
streams into pages for easy handling. Each of the 30 predefined pages can be given a name and have
a user defined number of streams associated.

Part of the page-status is error-second statistics for the fundamental parameters MLR, RTP, overfl
and nosig summed across all streams belonging to that page.

The error-second statistics interval is selected by clicking the buttons. For example, clicking the
ES-8h button will present error-seconds for the last 8 hours. If 10 streams for a page have been
without signal for the last 8 hours, the nosig will show as 80hours.

The following parameters are presented (note that the error second values are accumulated from
probe boot time, and they will only be cleared by reboot or by clicking the Clear all counters button
in the Main view):

‘Bulb’: The bulb indicates the most severe active alarm for any of the streams on the page.
Active alarms are located on top of the alarm list. The alarm severity is reflected by
the color of the associated icon.

Next to the bulb is a link that will lead to the Monitoring page if pressed. The
Monitoring page will present error-second statistics for each stream individually.

OK: Shows how many of the streams monitored on this page are without active alarms

ES(MLR): Number of seconds in selected period with continuity counter errors in the MPEG?2
transport stream (which corresponds to the number of seconds with non-zero Media
Loss Rate).
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ES(RTP): Number of seconds in selected period with RTP packet-drop

ES(overfl): Number of seconds in selected period with bitrate overflow

ES(nosig): Number of seconds in selected period where no signal (i.e. no data) was received

6.4.4 Multicasts — History

Parameters || Summary || History || Detect || 547 || Jain || Streams || Ethemet thresh,
Alarm and event history
Range: 22hdsm Hiztory aver 24k - each bar iz 15m r Available graphs
1 Mo signal
CCerr
Mo zignal -
RTPdrap I
RTPdup O
141 RTPoon O
Tat hitr O
CCerr _
L haon bitr I
11 e ! | | MIC errs O
13:005u 16:005u 19:005u 22:005u 01:00Ma 04:00Mao O7:00kio 10:00ko 11:45Mo -
A ppaly
|~4 days ||~24 hours ||~8 hours ||~9EI min| |Clear hisiorﬂ

The probe keeps statistical Ethernet information for the last 4 days for visual inspection in the
history timeline view.

Each bar in the histogram corresponds to a number of events that occurred within a certain time
interval. The interval that each bar represents depends on the scale, from 1 minute (when 90 min is
selected) to 1 hour (when 4 days is selected).

Clicking the Clear history button will reset all history graphs.

Tool-tip information is available for each bar and shows the time-interval for the bar and its exact
value. For example, the tool-tip information ‘1315-1330:2° means that within the time interval
13:15-13:30 there were 2 occurrences.

The histogram is updated every minute.

Any subset of the following parameters can be selected, click the Apply button for changes to take
effect:

No signal: The number of streams that reported the ‘No signal’ alarm during the interval
represented by the bar.

CCerr: The number of times a discontinuity has been detected for all the MPEG-2 Transport
Stream continuity counters in the interval represented by the bar. This parameter
corresponds to the sum of CC errs reported by all streams.
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RTPdrop: Accumulated number of dropped IP-frames due to network errors in the interval

represented by the bar. This parameter corresponds to the sum of RTP drops
reported by all streams.

RTPdup: Accumulated number of duplicate [P-frames in the interval represented by the bar.
This parameter corresponds to the sum of RTP dups reported by all streams.

RTPooo: Accumulated number of times a packet has been found to be out of order in the
interval represented by the bar. This parameter corresponds to the sum of RTP ooo
reported by all streams.

Tot bitr: Bitrate sensed on the data/video interface(s).
Mon bitr: Bitrate on the data/video interface(s) corresponding to joined multicasts.

NIC errs: Detected NIC errors. NIC errors are most likely caused by a bad cable or a miscon-

figured router. A NIC error may impact packet loss measurements such as CC errors
and RTP errors.

Note that the history graphs show the sum for all streams being analyzed across all pages. So for

example, if two streams experience No signal at the same time the No signal graph will increase by
2.

6.4.5 Multicasts — Detect
Please see chapter 6.7.2 on page 116.

6.4.6 Multicasts — SAP

Parameters | | Summary || History | | Detect || SAP | [nin | streams || Ethemst thresh. |

nierface
23925502 FEM HD ethd TSRTP
23925503 VOX HD ethd TSRTP
23925504 Twharge HD ethd TSRTP
23925505 TV 2 News HD ethd TSRTP
23925506 081, € More Galf HD ethd TSRTP
23925508 1008113 Nat Geo HD (N) ethd TSRTP
239255010 1005113 239.255.010:5500 Mot Present(7:B (TP C13)17007) ethd TSRTP
239255012 1008118 ahtusic sthd TSRIP
239.255.0.20 1005118 CHBC Europe sthd TSRIP
233255023 1008113 TLC Sverige HD ethd TSRIP
239255024 1008113 23 2550 24:5500 Not Present(7.B (TP C13)7084) ethd TSRTP
233255026 1008113 23,2550 26:5500 ot Present(7:B (TP C13)7005) eth0 TSRIP
239255027 1008113 TLC Norge HD etho TSRIP |~

|Live views | [view list offine | [add selected to stream list| [Acd all to stream list|

The SAP view displays streams announced using the Session Announcement Protocol, detected by
the VB330.

As long as Enable SAP discovery is enabled in the Setup — Params view, the VB330 will
continuously try to detect streams. Click the View list offline button to view the stream list in offline
mode. Click the Refresh button to update the stream list in offline mode.
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The source address makes it possible for the 10G Probe to distinguish between multicasts with the
same destination IP address and port, provided that Source specific multicasts has been enabled in
the Setup — Params view.

If the stream is currently joined by the 10G Probe (i.e. the VB330 is currently monitoring the stream),
the Joined field is set to yes.

Detected streams can be added to the VB330’s stream list by selecting streams and clicking the
Add selected to stream list. To add all detected streams the Add all to stream list button can be
pressed.

6.4.7 Multicasts — Join

Parameters || Summary || History| Join | Streams || Ethernet thresh.

Selection of multicasts and unicastjio monitor (multicasts are joined)
— Available multicasts/unicasts r Multicastsiunicasts to monitor

MRE_2 (238.255.0.2:5500)

BBC_ENTERTAINMENT
(239.255.0.16:5500)

NREK_1 (239.255.0.1:5500)

CNN_EUROPE (239.255.0.10:5500)
MTV_NORDIC (239.255.0.12:5500)

p1 [P11
STAR@MCAST (239.255.0.6:5500) TV2_NORWAY (239.255.0.3:5500) 2 [piz
ANIMAL_PLANET (239.255.0.14:5500) TVNORGE (239.255.0.4:5500) Fi3
BBC_LIFESTYLE (239.255.0.15:5500) SHOWTIME (239.255.0.7:5500) P12

o
[l
o

BLOOMBERG_TV (239.255.0.17:5500) <= | | DISCOVERY_WORLD (239.255.0.13:5500)
BBC_WORLD (239.255.0.19:5500) TVZ_NYHETSKANALEN

CNBEC_Europe (239.255.0.20:5500) (239.255.0.58:5500)

MNAT_GEQGRAPH (239.255.0.21:5500) TV2 Sport (239.255.0.5:5500)
BOOMERANG (239.255.0.22:5500)
TCM_NORDIC (239.255.0.25:5500)

o
s
~

Info

o
[l
=4

HEEEEEEEE
o o

o
[y
o
o
r
o

= e | |Fill page (+10/page)

[Fill all (+10/page)|

o
cllE
@ | |@
=||=
=X

In order for the defined Ethernet multicasts to be monitored by the probe, they must be joined.
The Multicasts — Join view and the Multicasts — Streams view allow the user to select which
multicasts that are joined by the probe.

Streams defined in the Multicasts — Streams view will appear as available streams on the left hand
side of the arrows in this view. Select streams to be monitored by clicking them and moving them to
the right hand side of this view using the arrow. Changes should be confirmed by clicking the Apply
changes button.

Joined streams may be freely associated with the 30 probe pages.
The streams will be presented in the Joined multicasts list in the Multicasts — Parameters view.

It is possible to flush or fill the multicasts/unicasts to monitor list by clicking the corresponding
button. Note that these operations will take effect immediately; it is not necessary to click Apply
changes for multicasts to be joined or unjoined.
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6.4.8 Multicasts — Streams

FParameters || Summary H History H Detect| SAP || Join || Streams || Ethernet thresh

Multicasts g

Edt | ] o thernet thresh  [WBC thresh TR thresh |0 thresh Service thresh
FEM HD Edit W W 23925502 5500 [u} SFP+ & Default Default Drefault Default Detault

WO HD Edit W W 23925503 5500 u} SFP+ A4 Default Defaultt Default Default Detault
TWMorge HD Edit v v 23925504 5500 1] SFP+ A Default Default Default Drefault Defautt

T 2 Mewes HD Edit W W 23925505 5500 Ju] SFP+ A Default Defautt Default Drefault Defautt
 Mare Golf HD Edit W W 23925506 5500 [u] SFP+ A Default Default Default Drefault Defautt

Mat Geno HD (M) Edit v v | 23925508 2500 o SFP+ A Default Default Default Default Detautt
239.255.0.10:5500 Mot P... | Edit v v 239255040 5500 o] SFP+ A Default Default Default Default Detault
4hdusic Edit W W 239255042 5500 o SFP+ &4, Default Default Drefault Default Detault

CMBC Europe Edit W W 239255020 5500 [u} SFP+ A4 Default Default Default Default Detault

TLC Sverige HD Edit W W 239255023 5500 u} SFP+ A4 Default Defaultt Default Default Detault
239.255.0.24:5500 Mot P... | Edit ut v 239255024 5500 1] SFP+ & Default Drefautt Default Drefault Defautt
239.255.0.26:5500 Mot P... | Edit v v 239255026 2500 1] SFP+ & Default Drefautt Default Drefault Defautt =
T1 o bl LIF = Saa AmasccaaT oo n cen. @ AR Pt ot Pt Pt

>

Streams: 128

[Add new| [Edit selected| [Delete selected| M[10 Add N [Distribute ETR engines | Startjoin | Page 1 v

|J0in seleded| |Unj0in seleded| |FiII pages| |Unj0in aII| |Fields...|

In this view the operator can define multicasts available to the probe and associate a name with each
multicast address. This name will be used by the probe when referring to the multicast. If no name
has been defined the probe will use the multicast address:port notation.

It is possible to add, delete or edit several entries simultaneously. Several entries are selected by
using the regular Ctrl + click or Shift + click functionality. When adding new entries the current
dialogue values will be used as the template with the values for Name and Address incremented for
each.

Note that both multicast and unicast addresses can be entered here.

The Distribute ETR engines button will distribute the selected streams, with ETR disabled, on
the unused ETR engines. An ETR engine is considered unused if no stream with ETR enabled is
assigned to it.

The search field in the upper right corner of the view allows the user to type a text string, and the
multicast list is updated to display only streams matching the specified text.

Clicking Add new or selecting one or more multicasts and clicking Edit selected will open the
Multicast — Streams — Edit pop-up view. When multicasts have been defined, clicking Join
selected will join the selected multicasts and enable monitoring. The probe will only analyze joined
multicasts. Clicking Join all will join all multicasts in the list (up to the licensed maximum number
of channels). Unjoining one or more multicasts is done by selecting multicasts and clicking Unjoin
selected or by clicking Unjoin all.

When the Edit button is clicked it is possible to define the following multicast parameters (note
that some parameters are only relevant and selectable when the probe is equipped with the correct
options):
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Edit Multicast x

General || sourcesissm || ETR || content || T2mi || 5RT || Advanced |
Property Value Description
haime [MasA UHD | Idertifier for referring to this stresm
Group Names |Group names, separated by c| Groups that this stream belongs to
Lddress [239.255.0.26 | Multicastiunicast address
Port Multicastiunicast port
Ethernet thresholds Defined in MutticastsiEthernet thresh.
+BC threshalds Defined in Setup/vBC thresh
Join stream [} Check to monitor stream
Extract thumbnails Check to extract thumbnails
Join interface On which interface to monitar streamm
Page On which page to display stream

Apply changes

General

Name: A name should be assigned to each unicast/multicast. The name will

be used throughout the VB330 user interface when referring to this
stream. It may also be used by an external management system like the
VideoBRIDGE Controller.
To enable SMPTE ST 2022-7 monitoring, create two streams with the
same name, but with a different class name, for each of the paths, and
enable SMPTE ST 2022-7 monitoring on the Advanced tab. The class
name is everything added after @ in the name.

Group Names: A comma separated list of groups this stream belongs to.

Address: The IP address of the unicast or multicast. For a SRT, T2MI inner or
SMPTE ST 2022-7 combined stream, enter a dummy address that falls
within the range 224.0.0.0 to 239.255.255.255.

Port: The port number of the unicast or multicast. For a SRT, T2MI inner or
SMPTE ST 2022-7 combined stream, enter a dummy port number.

Ethernet thresholds: The Ethernet thresholds specify various error limits. Selectable Ethernet
thresholds templates are defined in the Multicasts — Ethernet thresh.
view. For a T2MI stream select a dummy threshold template.

VBC thresholds: The VBC thresholds specify various error limits to be used by Video-
BRIDGE Controller to generate alarms. These thresholds are only rele-
vant if the VideoBRIDGE Controller is used. VBC threshold templates
are defined in the Setup — VBC thresh. view.

Join stream: Check the ‘Join stream’ check box to join a multicast or unicast. Only
joined streams are analyzed. A stream may also be joined from the
Multicasts — Join or Multicasts — Streams views, and the status of
this check box will be updated accordingly.
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Extract thumbnails:

When enabled, the probe will generate thumbnails for this multicast. In

order to enable this option, Extract thumbnails also needs to be enabled
in the Setup — Params view

Join interface:

Select which interface to join the selected multicast. The data interface(s)

are listed, as well as any enabled VLAN interface (defined in Setup —

VLAN:S).

Page:

names of the pages are defined in Setup — Pages.

For easy navigation, each stream can be assigned a specific page. The

Edit Multicast

Gensral || SourcesSSM |[ETR || content || T2mi || SRT || Advanced |

Property Value

Source 1
Source 2
Source 3
Source 4

Source 5

flonz087 |
flonzo6s |
[oon |
|
|

[oon
[ooon

Description
Username Source address
Username Additional source {use 0.0.0.0 for none)
Username Additional source {use 0.0.0.0 for none)
Username Additional source {use 0.0.0.0 for none)
Username Additional source {use 0.0.0.0 for none)

The mutticast will be joined with any nonzero source-address.

For any source address match the Mon page's Sre address column will display the Username.

Sources/SSM

Source 1:

If a zero source address is specified for a multicast it will be joined without a source.
This allows both source specific multicasts and non-source specific multicasts to
co-exist in the same network and be joined by the VB330.

Source 2-5:

Additional SSM source addresses may be specified to enable back-up solutions.
Note that it is the operator’s responsibility to ensure that a multicast is only
transmitted by one SSM source at any time.

Username:

For each of the sources listed it is possible to specify a name for this source. In the
Multicasts — Parameters view, this name will be displayed in the Src address
column instead of the source IP address. This can be used to easier distinguish
between the main and backup transmitters etc.
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Edit Multicast

General || Sourcesiasm || ETR || Content || T2mi || SRT || Advanced

Property
Enahle ETR

ETR threzhalds

Select ETR engine (1—400) Select wehich ETR engine should manitor this stream

PID threshalds Defined in ETR 239010 th.
Service thresholds Defined in ETR 230/Service thr.
Reference table set Defined in ETR 290/Ref thr

Value Description
Check to monitor ETR far this stream

ETSI TR 101 290 w Defined in ETR 290/ETR thr.

ETR (ETR290 Option)

Enable ETR:

ETR monitoring of a stream will not take place unless it is enabled by this
setting. This parameter is only relevant if the probe is ETR enabled.
ETR monitoring is not supported for SMPTE ST 2022-7 combined
streams.

Select ETR engine:

If the probe is licensed for several Ethernet ETR engines the user may
select which engine should be used to analyze the stream. The default
ETR engine selection is IPTV1. It is also possible to use the Distribute
ETR engines button described above to assign streams to engines.

ETR thresholds:

The ETR thresholds specify various error limits and alarm conditions.
Selectable ETR thresholds templates are defined in the ETR 290 — ETR
thresh. view. The round-robin cycling time is also defined by this thresh-
old template. This parameter is only relevant if the probe is ETR enabled.

PID thresholds:

The PID thresholds specify various error limits and alarm conditions.
Selectable PID thresholds templates are defined in the ETR 290 — PID
thresh. view. This parameter is only relevant if the probe is ETR enabled.

Service thresholds:

The Service thresholds selection defines various error limits and alarm
conditions. Selectable service thresholds templates are defined in the
ETR 290 — Service thresh. view. This parameter is only relevant if the
probe is ETR enabled.

Reference table set:

The Reference table set selection is used to compare the tables in the
transport stream with a set of stored tables. These tables are defined in the
ETR 290 — Gold TS thresholds view.
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Edit Multicast x

Gensral || Sourcesissm || ETR || Content || Tami || SRT || Advanced

Property Value Description

Group reference || Select a5 reference strean for EBP group jiter measurements.
Content threshalds | Freeze-frame v | Defined in Contert/Content thresh.

Service thresholds | MRk service threshald o | Defined in Contert/Service thresh.

Content =chedule When not to generste contert alarms; defined in Setupf=cheduling

Apply changes

Content

Content thresholds: The Content thresholds specify content alarming options. Selectable
Content thresholds templates are defined in the Content — Content
thresh. view.

Service thresholds: The Content service threshold group that should be assigned to the mul-
ticast. Content service threshold groups that have been defined in the
Content — Service thresh. view are available for selection from the
drop-down menu.

Content schedule: The scheduling scheme that should be assigned to the content monitoring
for the multicast. Scheduling schemes that have been defined in the Setup
— Scheduling view are available for selection from the drop-down menu.
Scheduling allows masking content alarms at predefined time periods. The

schedules can be overridden for specific services using Content service
thresholds.

Edit Multicast ®

Gensral || Sourcesiss || ETR || cantent || T2M1 || SRT || Advanced

Property Value Description

Container stream | HatBird 441 v | Container stream far this T2MIinner stream
Diata PID PID of container stream

PLPID | Uze first PLP_ID detected » | PLP IDr of thiz inner stresm

Up to 25 T2MI streams can be monitored in parallel (simultaneously by different ETR. engines). if more streams are
added they will not get TS Sync.

Inner T2Ml streams are presented inthe ETR290 menus of this device and not in IP specific views such as Multicasts/Parameters
o MW IP zettings are ignored for these streams.

When Data PID or PLP D is changed the streams need to unjoined and then joined again for the setting to take effect.

Apply changes
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T2MI (T2M1 Option)

Container stream: For an T2MI inner stream the container stream (outer stream) must be

specified. Select the container stream from the drop-down menu. For
streams other than T2MI inner streams (none) should be selected.

Data PID: The container stream PID carrying the inner stream

PLP ID: The PLP ID for the inner stream. Select a fixed PLP ID value from the

drop-down menu or specify that the first detected PLP ID should be used.

Edit Multicast x

General || Sourcesissm || ETR || Gontent || SRT || Advanced

Property Value Description

Enahle Check to manitar
Modde Liztener v Mode of operstion
Part 1024 SRT part

Host Hoszt to cal Hoszt to call
Passphrase|Encryption key Encryption key
Latency 120 ms Receiver-zide latency
Stream D |Stream D Stream D

SRT streams are monitored a3 if they were received as regular multicasts with some additional measurements.
The P and port seftings under the 'General' tab are ignored for these streams.

Caller: The probe sends the connection request to the peer, which must be listenet, which initistes the connection.
Listener: The probe waits to be contacted by any peer caller.
Rendezvous: & connection where both parties are equivalent and both attempt to initiste a connection simutaneously.

SRT
Enable: Enable to monitor SRT stream
Mode: The mode of operation the probe should use; either a Listener, a Caller or Ren-
dezvous.
Port: The port number to receive the SRT stream through.
Host: The host address of the SRT stream source. (ignored for Listener mode)
Passphrase: In case the SRT stream you want to receive is encrypted. If left blank the stream
is assumed to be unencrypted.

Latency: Defines the minimum receiver buffering delay before analyzing the video content
in an SRT data packet. A larger value gives a larger window of time for the SRT
protocol to retransmit lost packets, and vice versa.

Stream ID: A free-form string sent by a caller to the opposing listener during connection

initiation. Will have no effect if set on Rendezvous or Listener mode.

The probe currently supports up to 10 concurrent SRT receive sessions. When operating SRT in
Listener mode the probe will await an external caller to connect to the specified UDP port before
data reception occurs. Select the network interface to listen on under the General tab.
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More information on SRT streams can be found in D Appendix: SRT Streams.

Edit Multicast

seneral || Sourcesisam || ETR || cantent || T2mi || SRT || Advanced

Property

Has FEC

SMPTE ST 2022-7 manitaring
L2TP Session D

MABR Type

current stream.

Value Description
[l Enahle FEC manitaring far this stream
|:| Enshle Seamless Protection Switching monitoring

ﬂ

MEYMC MAER Type
To monitar SMPTE ST 2022-7 Seamless Protection Switching, enable the checkbox above and configure two paths as separate
streams with the same name, hut qualified with class names ("@" sign followed with a name). The IP settings are ignored for the

L2TP Session D for Remate PHY

Advanced

Has FEC:

The stream carries COP3 (SMPTE ST 2022-5) Forward Er-
ror Correction. If enabled, statistics about FEC drops and
correctible errors will be reported for the stream.

SMPTE ST 2022-7 monitoring:

This is a Seamless Protection Switching (SMPTE ST 2022-7)
combined stream.

Session ID:

The session ID of the L2TP stream is specified here (or O if
not used). It is used together with the multicast address to
identify the L2TP stream.

MABR Type:

The MABR kind. Possible values are: Disabled and MSYNC.
When the setting is Disabled, the stream is decoded normally.
When set to MSYNC, the stream is interpreted as MSYNC. If
the stream may be decoded as MSYNC, the MSYNC objects
received are stored and listed in Detailed Monitoring —
MSYNC.

Seamless Protection Switching (SMPTE ST 2022-7) monitors the same stream transmitted twice.
The probe verifies that the two streams combined do not have packet loss and the jitter between the
two streams. When two multicast/unicast streams are selected, the probe will report errors report
errors if the same RTP packets are missing from both streams. Errors are also reported if the timing
between the two stream exceeds the threshold settings.

To enable SMPTE ST 2022-7 monitoring, set up a combined stream with the SMPTE ST 2022-7
monitoring checkbox enabled. The IP settings are ignored for this stream. Then set up the two path
streams, giving the same name, but with different class names. The class name is everything added

after @ in the name.
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The VB330 supports monitoring as a receiver class C for SBR streams, as defined in SMPTE ST
2022-7:2019.

L2TP (remote PHY) streams are mapped into multicasts. In order to identify the correct stream the
multicast address is entered in the General tab and the session ID of the L2TP stream is specified
here. The port number is not used, and will be shown as 0.

To identify available L2TP session IDs, join the stream first and then use the Multicasts — Detect
view to see the session IDs that are available. Both IPv4 and IPv6 is supported.

If the L2TP stream carries valid sequence numbers, dropped or duplicated frames will be analyzed
by the 10G Probe in a manner similar to RTP streams.

6.4.9 Multicasts — Ethernet thresh.
Parameters || Summary || Histary || Detect || SAP || Jain || Streams | Ethernet thresh.

Threshold presets
Thesze thresholds are used to scale graphs, generate probe alarms and to determing wwhen an error-second has oocurred

By

els ATMLE error JATMLE wearn pdax bitrate  in bitrate Mo zignal me |RTP drops Foit |
Detault 50:3 45:1 30 0.1 1000 1 Exlit
Test IATMLR 30:2 20:1 30 0.1 1000 1 Exlit
T 50:3 45:1 30 0.1 1000 1 Exlit
Racdio 150:0 130:0 1 0.1 1000 1 Exlit
HOTY 124 B:1 50 1 1000 1 Exlit

Thresholds: 5

[ e threshold | |[Duplicate selected | [Delete selected | |Edit selecten |

Thresholds are used to determine when to actually raise an alarm upon detection of an error. The
Ethernet thresholds are used for generating Ethernet probe alarms as well as for calculating error-
seconds. Error seconds and ETH probe alarms are issued whenever measurements exceed the
defined threshold levels for a parameter. Ethernet thresholds are also used to scale some graphs like
the MediaWindow graphs. The alarm level of each of these alarms is set in the Alarms — Alarm
setup view. Note that it is also possible to disable alarms in the Alarms — Alarm setup view.

The Multicasts — Ethernet thresh. view makes it possible to define threshold values that operate
at stream level. Thresholds are associated with each stream in the Multicasts — Streams — Edit
view. There are two different ways of creating user-defined thresholds. To create a new threshold
template from scratch the operator should click the Add new threshold button. A pop-up window
will appear allowing the user to define alarm conditions. Another way of creating a user-defined
threshold template is by highlighting one of the threshold templates already defined and then click
the Duplicate highlighted button.

Deleting a threshold template is done by highlighting the threshold template that should be removed
and clicking Delete selected. It is possible to delete or edit several entries simultaneously. Several
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entries are selected by using the regular Ctrl + click or Shift + click functionality. Click the Edit
button to edit one or more selected threshold templates. Note that the predefined ‘Default’ threshold
template cannot be deleted or changed.

In the threshold presets list the ‘Refs’ column displays how many streams are associated with each
stream threshold template.

Edit Threshold x

Hame T%-"ER

Parameter Threshold Format Corresponding probe alarmi(s)

AT ML error 008 nnn IAT == err-thresh, MLR == err-thresh

IATMLR wearning - (004 nnn I1AT == warn-thresh, MLR == warn-thresh

Mt bitrate n Tkt f= Bitrate ower flow

lin bitr ate i} Tkt f= Bitrate under flowy

Mo signal 1000 mz Mo zignal

RTP drop limit 1 n RTP packet drop

Ignore PID lozs plp2,... CCskips, MLR ==thresh

Pids listed in Ignore PID loss wil have packet loss ignored in the MedigWindowy, Ethernet History graph and

Ethernet alarms.

If 1AT or bitrate thresholds are set to 0, they will be ignored.

|Close| |Apply changes|

Ethernet thresholds
Name: A text string that identifies the Ethernet threshold
IAT:MLR error: This threshold contains error limits for IAT (Inter-packet Arrival Time)

and MLR (Media Loss Rate).

The IAT limit, in milliseconds, is the first parameter (before the colon),
the MLR limit, in number of TS packets, is the last parameter. If the
IAT limit is exceeded the alarm ‘IAT >= err-thresh’ will be raised. If
the MLR limit is exceeded the alarm ‘MLR >= err-thresh’ will be raised.
The severity (and hence the color used in the MediaWindow view) for
IAT:MLR errors depend on the severity assigned to these alarms in the
Alarms — Alarm setup view.

Note that error seconds based on MLR are counted regardless of this
threshold if one or more packets are missing.

VB3xx 10G Probe User’s Manual version 6.5 105



IAT:MLR warning:

This threshold contains warning limits for IAT (Inter-packet Arrival Time)
and MLR (Media Loss Rate).

The IAT limit, in milliseconds, is the first parameter (before the colon),
the MLR limit, in number of TS packets, is the last parameter. If the IAT
limit is exceeded the alarm ‘IAT >= warn-thresh’ will be raised. If the
MLR limit is exceeded the alarm ‘MLR >= warn-thresh’ will be raised.
The severity (and hence the color used in the MediaWindow view) for
IAT:MLR errors depend on the severity assigned to these alarms in the
Alarms — Alarm setup view.

Max bitrate: The maximum bitrate in Mbit/s. An alarm will be raised if the stream
bitrate exceeds the maximum bitrate.

Min bitrate: The minimum bitrate in Mbit/s. A value of 0 will never generate an
alarm. A value of 0.1 Mbit/s will generate an alarm if the minimum
bitrate threshold is less than 0.1 Mbit/s.

No signal: Number of milliseconds without receiving any signal before the ‘No
signal’ alarm is raised
RTP drop limit: If the number of lost RTP packets exceeds the RTP drop limit an alarm
will be raised. Note that error seconds based on packet drops are counted
regardless of this threshold.
Ignore PID loss: A comma separated list of PIDs for which the probe should ignore packet

loss. Packet loss that affects these PIDs will not result in an error-second
count, and the ETR monitoring engine will not count these errors.
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6.5 MW (Media Window)

| main || Alarms || OTT || Multicasts | MW || RDP || Trafiic || Etheret || ETR 280 || content || Record | Setup || Data || Aot |

By Name History Running EslAT) EsmdLR) ES(RETPY  ESfowertl) ESfnosig)
: . IAT: 5.06
1 Cizney Juniar = E I 8= B3z 53z u} u]
AT 4 46
1 WEK1 HD = MLR: D 15 Qdz M= u} u]
1 MASATY UHD@em |_| |_| i B 184z 174= 0 0
e I == == I = B = g
1 Disney Channed - i 0 138s @@= 0 0
o e :
AT 3.3
1 WEKZ HD L = MLRD 1= 96z M= u} u]
B ariar
1 UHDA by AETRA S HD+HE. . MLF: D 23h 5= Ss u} u]

]
i
i

]

1 Mickelodeon (i) w ﬁ[ﬁﬁgﬁ 3= 44z s n 0
1 MRK Super /NRKS HD@e. . i 15 73= 0= 0 0

IAT: 8.8
! MR SRRl = MR voooE om0

AT 2.71

|

i

1 I¥ 2 HD (Mi@eml RS 1z f0= 795 0 0
1 MT¥00s b 192 3= 44z 42z 0 0
4T 4 16
1 TMarge HDwerm] MLF: D 1= 138z 116z u] 1]
4T 912
1 MY 80s i 3s 495 475 0 0
AT 15
1 ETY UHDi@eml i Bls 178z 136 0 0
AT 308
1 Matkanalen MLF: D u] Tas 67= Ju] 1] -
1300%5u 19:005u 01 00ko OF:00ka 12:15Mo Graph: Range: 23h1 Sm Resolution: 45m
[Cur paoe 21 [eTmiR[EvcmirlaTRTP] (1] 44]ww]w1] [~ d[~24h[-8h[-20m[Now]  [Clear| | v |

The MW Media Window view provides an at-a-glance status for each of the multicasts/unicasts
being monitored. From the graphs it is easy to see the jitter characteristics of the signal and if there
is packet loss or CC errors present in the signal. Periods of no signal are also displayed.

The measurements are always aggregated over a time interval — typically one second. The IAT(max)
is the maximum time measured between two neighboring IP frames within the measurement time
interval (the peak packet Inter-arrival time). IAT is expressed in milliseconds.

The MLR is the peak estimated number of lost MPEG-2 Transport Stream packets inside any second
within the actual time period. The number of lost TS packets is derived from the continuity counters
inside the TS packet headers.

A common scenario is to have 7 TS packets per UDP frame. Losing an IP packet will therefore
usually (but not always) result in an MLR of 7 (not always the case because some TS packets such
as null packets or PCR packets do not carry a valid CC field).

The patented Sencore VideoBRIDGE Media Window presents both jitter and packet loss mea-
surements in one graph, with jitter (IAT) values growing upwards (+ve Y) and packet loss (MLR)
growing downwards (-ve Y). Each sample along the x-axis corresponds to a measurement time-

VB3xx 10G Probe User’s Manual version 6.5 107



interval that depends on the range of the graph selected. Periods of no sync are also displayed in the
graph.

Error-second statistics for the graph-interval is displayed to the right. As the graphs are zoomed or
scrolled the error-second statistics is updated as well as the graphs.

Tool-tip provides the exact jitter (IAT) and packet loss (MLR) values for a selected bar in a selected
graph, the denotation is IAT::MLR. The current graph value displayed under ‘Running’ provides the
maximum MLR and IAT values measured during the last 3 seconds.

Red color is used to indicate that within the period represented by the bar there has been one or
more occurrences of no-signal. Orange is used to indicate error while yellow indicates warning. The
error and warning thresholds are allocated to each multicast in the Multicasts — Streams view.

The user determines whether only multicasts associated with the currently selected page should be
displayed (by clicking the Cur page button), or if all joined multicasts should be presented in one
list (by clicking the All button). The time window buttons allow selection of x-axis resolution in the
graphs, and by using the arrow buttons it is possible to move the timeline to view an error incident
more accurately. Clicking Clear will clear all graphs. Note that clearing graphs cannot be undone.
Clicking the +1 button will display the next page. Clicking the —1 button will display the previous

page.

BBC_ENTERTAINMENT x

Media Vindow - selected channel

ES(DF}: 0
ES(MLR): 3=
ES(RTP): 0
ES{overfl): 0
ESinosig). 60s

IAT: 3.3
. H i T MLR: 0

0915-0820 No-signal

06:00Th 07:00Th 08:00Th 0%:00Th 10:00Th 11:00Th 12:00Th 13:00Th 13:40Th

Close IAT:MLR BW.MLR I&T:RTP = =] 2= ~4 days ~24 hours ~& hours ~G0 min Running Clear

By zooming and panning the user can pinpoint more accurately when errors occurred. In the above
diagram tool-tip reveals that ‘No signal’ occurred between 9:15 and 9:20.
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6.5.1 Media Window — Selected channel

NRK1 HD
Media Window - selected channel
MRK1 HD (239255 2.1:5500) - Range:22h15m Resolution: 15m

E3(laTy 0
14T
(ms) 2 ES(MLRY.  111s
| ES(RTPY 110
ES{overfly O
ES(nosig): O

- IAT: 4.74
MLR: 0

20

1
]
MLF: |
(#75)
170050 20:005u 23:005u 02:00Mo 05:00ko 0&: 00k 11:00Ma 14000 15:15Ma
[Cose]  [iaTMiR|[EviMiR|IBTRTR]  [|<][==][==][z]]  [~4 day=|[~24 hours][~& hours|[~80 min| [Running]

The Media Window — selected channel view is activated by clicking a multicast label in the MW

page. Clicking anywhere in the running graph will zoom in, unless you already are at the maximum
zoom level.

This high-resolution version of the Media Window reveals more details than the compressed version.
There are 3 times more samples along the X-axis, and the graph indicates visually the error and
warning thresholds. Note that the time windows of the regular Media Window and Media Window
— selected channel are not exactly the same, even if the same time window has been selected for

both views.
mdiChannelDoc = O K
[J (@) Mot Secure fprobefcorefmdiChannelDoc [
Media Window - selected channel
MRKT HD (239 255 2.1:5500) - last 96 samples (last 2882)
157 ES(4T: O
(=) ” ES(MLRY 0
ES(RTPY. O
20 E=(overfl): O
E=(nosig). 0
) MLR: 0
5
MLF
(#Fs)

15:23h0 152400 15:25ha 152600 15:27ha 2724

[IAT:MLR] [BvvMLR | |AT.RTP | [~4 darys|[~24 hours | [~& hours|[~80 min|[Running|

By clicking the Popup button, a pop-up window will appear. This separate window can be used
to display the selected channel even when navigating away from the probe. This also provides the
ability to monitor media windows for several streams without starting several browser sessions.
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6.5.2 Media Window — Bandwidth graph

Main || Alarms || OTT || Multicasts || MW || RDP || Traffic || Ethernet || ETR 290 || Setup || Data || About |
Pg Name History Running ES(IAT) ES(MLE] ES(RTP) ES(overfl] ES(nosig)
1 NRK 1 B B8y 0 0 0 0 21s
1 NBK2 = e 0 0 0 0 21s
1 Tv2 NORWAY = o 23 0 0 0 0 215
1 TVNORGE -~ P 0 0 0 0 23s
1 STAR = e 0 1s 0 0 27s
1 CNN EUROPE = FuEz 0 0 0 0 235
1 MTV NORDIC = TN 0 0 0 0 285
1 DISCOVERY WORLD = e 0 0 0 0 19s
1 Tv2ZEBRA 1 D5 0 0 0 0 23s
1 BBCHD 1 FLEs 0 0 0 0 23s
00:00Th 00:00Fr 00:005a 09:005u Graph: Range;81h Resolution:3h
Cur page [ All] [IAT-MLR]| [BW:MLR][IAT-RTP| ~4d 1-10: Page 1 Training ¥

By clicking the BW:MLR button the graph displays the peak bandwidth as a function of time. The
negative part of the composite graphs is still the packet loss (i.e. the MLR).

If the stream contains a transport stream (mapping TS/x) the bitrate corresponds to the Multicasts
parameter Net bitrate (i.e. bitrate excluding null packets). Otherwise the bitrate is the UDP payload
bitrate corresponding to the Multicasts parameter Curr bitrate.

The bandwidth error threshold is configured in the Multicasts — Ethernet thresh. view.

6.5.3 Media Window — Inter Arrival Time graph

Lab TV x

Media Window - selected channel

Lab TW(225.225 225 225:225) - last 96 =amples (last 288s)

AT ES(ATE 0
(=} o ES(MLR): 38z
h ES(RTR): 8=
30 ES(overfly. 4z
ES(nogsig): 0

B AT:86
; RTP: 0

T

|
W

12:17Fr 12:18Fr 12:18Fr 12:20Fr 20:54

[close] [wTuR| [BwMR] [IATRTP| [-4days| [-z4nours| [~gnours| [~eomin| [Running]

By clicking the IAT:RTP button the graph displays the packet jitter as a function of time. The
composite graphs displays the RTP packet loss below the X-axis. If the monitored stream is not RTP
encapsulated, IAT will be represented by grey color and there will never be any indication of packet
loss in the graph.
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6.6 RDP (Return Data Path)

The Return Data Path feature enables forwarding of streams from any probe interface to another
destination IP address. Stream may also be recorded to file, either directly or triggered by alarms.
The probe supports forwarding or recording of two streams in parallel.

6.6.1 RDP — Control

[Main || Alarms || o7T || Multicasts || i | RDP | Traffic || Ethemet || ETR 200 || As1 || coromaam || saT || content || Setup || Data || About |

Control || Setup RDP1 || Setup RDP2 |

RDP status and control

Recaord ProtocalIPTY ;;C':';:;”?: %ﬁ Buffer: 0 overruns
Idll= MRKA HD Adsta. metanalar Ld Bitrate: 0.00 kbps
1 Recording size: 39M
c Relay Buffer: 0 overruns
1 - - = -
| RELAYING Protocol COFDRMAGSM 10020530 4001254 Bitrate: 0.00 kbps

Duration: 12=

Click the icons in the Control view to activate or de-activate an RDP engine. There are different
icons for controlling RDP engines depending on whether they are configured to relay or record. The
state of each RDP engine is restored after a reboot.

For recordings and triggered recordings the last recording is made available in the Destination column
along with the metadata file. The metadata file contains basic information about the recording such
as the recording size, list of PIDs and CC-errors for each PID. In the case of triggered recording, the
alarm causing the recording is also included. Pressing the Delete button deletes the recording. For
triggered recordings the number of recordings is stated in the Status column. Pressing the Delete
button resets this counter. The buffer utilization is stated as a percentage and should never approach
100% for correct relaying or recordings.
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6.6.2 RDP — Setup
Caontral || Setup RDP1 || Setup RDP2

~Mode —Relay
Mode: | Recaord w | IPvd-acldress: 10030122
Part: ks
rinput TTL: B4
Source interface Timeout (minutes). |0
Source stream Encapsulation:
Content Relay via interface:
Selected PIDs [ |
~Record
Rec timeout (sec):

Rec size (MBI
Protect: Do not pratect »

Alarm trigger 1:
Alarm trigger 2
Alarm trigger 3:

—SRT Transmit

Maoce:
Pazsphraze:
Latency setting (ms): 120

For some parameter changes to take effect, ROP must be restarted

Apply changes

Each of the RDP engines is configured separately. First the Mode is selected. Depending on the
mode either the Relay or Record settings needs to be configured. The Input selects the stream or
interface to relay or record.

These are the settings:

Mode and Input
Mode: Select whether this RDP engine should relay, record or trigger-record.

Source interface: The source interface drop-down menu allows selection of available input
signals.

Source Stream: When Ethernet input is selected the user selects the stream to forward or
record. Ethernet streams being joined/monitored by the probe are available
for selection.

Content: The user selects the service to be relayed or recorded, or alternatively selects
that the complete stream should be used. The PIDs associated with the
service are automatically displayed in the ‘Selected PIDs’ field, and these
may be edited if required.

Selected PIDs: The user can specify the PIDs to be selected, default is all PIDs. Typically
PAT and PMT PIDs should be forwarded in addition to video and audio PIDs,
however this depends on the equipment receiving the forwarded stream.
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When mode Relay over IP has been selected, the RDP parameters are:

Relay

IPv4-address: The unicast address or multicast address to forward to. Multicast addresses
are in the range 224.0.0.0 — 239.255.255.255.

Port: The port to forward to. The combination of IP address and port fully
describes the destination address.
TTL: The Time-To-Live flagging of the relayed signal. The default value is 64.

Timeout: The relaying period in minutes. If the value O is selected, no timeout
applies, and relaying will continue until it is stopped manually.

Encapsulation: The encapsulation format of the relayed stream. UDP, RTP or SRT may
be selected.

Relay via interface: The available interfaces for forwarding the stream are listed.

When mode Record or Trigger recording has been selected the options are:

Record

Rec timeout: The maximum recording time in seconds. This setting enables the user to
limit recordings of low-bitrate streams.

Rec size: The total file size of the recording. When in alarm trigger mode the
resulting recording will consist of a fixed sized portion of data before the
alarm is raised and the remaining recording from data after the trigger
occurred.

Protect: When in alarm trigger mode the user may select to protect a recording from
being overwritten due to a new alarm occurrence. The user may select
between ‘Never overwrite’, ‘Do not protect’, ‘30 seconds’, ‘60 seconds’
and ‘5 minutes’.

Alarm trigger 1-3: Select a maximum of three different alarms that should trigger recording.
Note that a recording will start upon a transition from status OK to status
alarm. Alarms that have been disabled in the Alarm — Alarm setup view
will be shown in brackets — these will never trigger a recording.

The maximum recording size depends on the amount of free disk on the probe, up to a maximum of
1500 Mbyte.

When encapsulation SRT has been selected the SRT Transmit options are:

SRT configuration options
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6.7
6.7.1

Mode: SRT can be connected using one of three connection modes: Caller: the
probe sends the connection request to the peer, which must be listener, to
initiate the connection. Listener: the probe waits to be contacted by any peer
caller. Rendezvous: the probe and the peer (which must be in rendezvous

mode as well) both attempt to initiate a connection simultaneously.

Passphrase: Specifies a passphrase to encrypt the forwarded stream.

Latency setting: The latency value (milliseconds) insisted upon by the sender side as a mini-

mum value for the receiver.

Please refer to appendix D for more details on SRT.

Traffic

Traffic — Protocols

wain || Alarms || oTT | [ Multicasts | [ | [ ROP || Traffic | [ Ethemnet || ETR 200 | [ Setup | | Data || About |

Cur bitrate

- []Pratocols §.226 Ghps
= £.226 Ghps
£.226 Ghps
£.226 Ghps
480 bps
| JECN marking
Bl []DiftSery marking §.226 Ghps
- [1DScP 4
- [1DSCP 25 §.226 Ghps
[1Dscr 48

- [1802.1Q marking

Pratocols || Detect || Filter statistics || Filter setup | [ Micronitrate |

Wz hitrate
£.233 Ghps
£.233 Ghps
£.233 Ghps
£.233 Ghps
5477 kbps
504 bps
2656 khps
77.524 kbps

£.233 Ghps
5.472 khps
£.233 Ghps
S04 bps

hin bitrate

Interface | eth2 - SFP+ & A

Statistics | [Bitrates |[Frames |

[Clear statistics

530 697
530 696
539 696
530 696

1}
0
1}
1
1}

530 696
0
530 696
1}
0

435 209 768 588
45 209 760 486
45 209 735 989
45 209 752 628
33T

4 457

o504

2818

o

45 209 7E0 486
33

45 209 752 628
4 487

o

100,00 %
100,00 %
100.00 %
100,00 %
000 %
0.00%
0.00 %
0.00%
0.00 %
100,00 %
0.00 %
100,00 %
0.00 %
0.00%

B0
B0
342
1442
342
=]
B2
=]

o

B0
342
1442
B0

o

& [pin flen bz fle

1442
1442
1442
1442
342
=]
an
256

1442
342
1442
B0

SFP+ A (eth?)
Link status:

Link speed:

Link duplex:

UDP unicasts:

UDP multicasts:
COP3 Correctahle:
COP3 Uncorrectable:
COP3 Late:

COP3 Errors:

10000
full

cooom

The Protocols view allows monitoring of IP traffic on the selected port in terms of the protocols

used.

The interface can be selected using the drop-down at the bottom of the page. Clicking the Clear

statistics button will reset displayed values.

The following measurements are presented, depending on which statistic is selected:

Statistics

Statistic: The protocol for which the following measurements apply

Cur bitrate: The current total bitrate for this protocol (measured over the last 1s period)

Max bitrate: The maximum bitrate during any 1s period
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Min bitrate:

The minimum non-zero bitrate during any 1s period

Frames/sec: Traffic speed in number of IP packets per second
Frames: Number of Ethernet frames
Frames %: Percentage of total number of frames
Min flen: Minimum Ethernet frame length
Max flen: Maximum Ethernet frame length
Bitrates
Statistic: As above
Cur bitrate: As above
Bitrates: A graph displaying the bitrate over time, displaying the last five minutes
Bitrate graph: Click the bitrate graph button to display a detailed bitrate graph for the specified
protocol
Frames
Statistic: As above
Frames/sec: Traffic speed for this protocol expressed in number of IP packets per second
Frames: A graph displaying frames per second over time, displaying the last five minutes

Frames graph:

Click the frames graph button to display a detailed frames per second graph for
the specified protocol

Interface statistics

Link status: Displays whether the interface is up or down

Link speed: Displays the interface speeds, as bits per second

Link duplex: Indicates whether the interface is operating at full or half duplex

UDP unicasts: The number of detected UDP unicasts

UDP multicasts: The number of detected UDP multicasts

COP3 Correctable: Total count of dropped payload IP packets that are correctable by the

FEC

COP3 Uncorrectable: Total count of dropped payload IP packets that cannot be corrected by

the FEC

COP3 Late: Payload or FEC packets are received slightly too late according to the

buffer model and may result in errors in another implementation of the
specifications. The number of packets with this error.
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COP3 Errors: Either the L/D parameters are not consistent across the streams or
payload/FEC packets are received too late or too early according to the
buffer model. The number of packets with these errors.

6.7.2 Traffic — Detect

Protocols || Detect || Filter statistics || Filter setup || Micrabitrate || Multicast scan |
Detected UDP traffic
| [Dst address Src address erface  |Joined |Session D Mapping | Signal

0 239.25521:5500 10.0.76.119:5500 MRK1 HD TTSRTP 44k 24025
239.253.2.1:5502 10.0.76.113:5500 ethd no nia - -

0 239255225500 10.0.76.119:5500 MRKZ2 HD ethd Yes TTSRTP 44k 24509
239.295.2.2:5502 10.0.76.119:5500 ethd no nia - -
239.2595.2.2:5504 10.0.76.119:5500 ethd no nia - -

B 239255235500 10.0.76.119:5500 MRKZSu0per HD etho yes TTSRTP 44k 2282

0 239.2595250:5500 10.0.76.119:5500 Hyperdeck_p1 ethd Yes TTSRTP  44h 25123

B 2392552515500 10.0.76.119:5500 CamHD etho yes TTSRTP | 44h 24866

& detected streams
Live wigsae | [wigew list offiing| | (AN » | Include source sddress || [Add selected to stream list| [Add sl to stream list| [Export...|

The Traffic Detect view displays all UDP traffic sensed by the probe. Note that generally the
upstream switch or router will not output streams that are not joined by downstream equipment, i.e.
usually only joined streams will be available for monitoring.

If the unicast/multicast destination address is known to the probe (i.e. listed in the Multicasts —
Streams view) the stream’s Name is looked up, otherwise a generic name is used.

When the Traffic — Detect view is entered after probe booting, the probe will continuously try to
detect streams. Click the View list offline button to view the stream list in offline mode. Click the
Refresh button to update the stream list in offline mode.

The source address makes it possible for the probe to distinguish between multicasts with the same
destination IP address and port, provided that Source specific multicasts has been enabled in the
Setup — Params view.

If the stream is currently joined by the probe (i.e. the probe is currently monitoring the stream), the
Joined field is set to yes.

Detected streams can be added to the probe’s stream list by selecting streams and clicking the Add
selected to stream list. If the checkbox Include source address is checked, the detected source
address is added to the configuration, which will instruct the probe to request the stream as a source
specific multicast; this setting can be configured globally in Setup — Params. To add all detected
streams the Add all to stream list button can be pressed. Only streams not already in the probe’s
stream list are considered. Clicking the Export button will generate an XML-file that opens in a
new window.

A drop down menu allows filtering of detected streams, making is possible to view streams of a
specific type only. Stream types are defined in the Traffic — Filter setup view. If the AEO option is

116 VB3xx 10G Probe User’s Manual version 6.5



enabled for the probe the Detect list will contain the following additional columns: Mapping, signal,
RTP drops, CC errors and Bitrate. These parameters are the same as on the Multicasts page.

(: Click the blue information icon to pop up the detailed stream info if the stream is
already monitored.
Dst address: The multi- or unicast address

Src address:

The stream source address

Name: The stream name, as defined in the Multicasts — Streams view. A generic name
will be used for multi- or unicasts not defined by the user.
Interface: The stream source network interface (physical or VLAN)
Joined: If the stream is joined by the probe this field will read ‘Yes’.

Session ID:

The session ID of the L2TP stream is specified here (or O if not used). It is used
together with the multicast address to identify the L2TP stream.

Mapping: The transport stream to IP mapping. Typically seven transport stream packets are
mapped into one IP packet.
Signal: The duration of stream availability
RTP drops: The number of detected RTP drops for the stream. This is only valid if the stream

is RTP encapsulated.

CC errors:

The number of detected continuity counter errors for the stream.

Bitrate:

The stream bitrate

CPU:

The probe CPU used to analyze the stream (1-7)

Please note that the Multicast scan and the Detect features are mutually exclusive, so it is necessary
to click the Exit scan mode in the Multicast scan view to resume population of the Detect list.

6.7.3 Traffic — Filter statistics

Filter statistics

Filter1222 0 Jl 000kbps | 4 |0 4l 0 il | 0bps M M
RTP cnly [}] Gl | 0.00 kbps 4 0 4 0 i Obps <l A
0oDD [ 4 22B99Mbps| 4 0 . | 0.0011 Jl |4906Mbps | 4] | 35h m
EVEN 13 i 21586 Mbps| 4 [0 .l | 0.0000 | 4305Mbps | _4f | 35h m
239.255.0.15 0.99 o | 414 Mbps 4 0 4 0 J | 4149Mbps | 4] | 35h ]
Coolstuff 90 il (44486 Mops| 4 (0 .l | 0.0008 .l 4906 Mbps | g | 35h m b

Protacols | | Detect || Filter statistics | | Fiter setup | | Microbitrate |

Last 4d||Last 24h || Last Bh || Last 30m || Last 20m||Last 1m

Trending last 60m Clear statistics
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The Traffic — Filter statistics view makes it possible to view statistics for different stream types.
Stream types are defined by the user in the Traffic — Filter setup view.

Statistics is displayed for a time period selected by clicking one of the time duration buttons.

Filter statistics:
Filter: The filter name, as defined by the user in the Traffic — Filter setup view.

Streams: The number of streams matching the associated filter, averaged over the
selected time duration.
Bitrate: The total summed bitrate for streams matching the associated filter.

RTP loss %: Percentage of time an average stream that matches the filter experiences RTP
packet loss inside selected time period.
Example: If the Last 1m period is selected and there are totally three streams
caught by filter:

* stream A: present for 60 seconds, 4 RTP error seconds
* stream B: present for 30 seconds, O RTP error seconds

 stream C: present for 30 seconds, 5 RTP error seconds

RTP loss % = 9ES / 120s
RTP loss % = 9ES / 3streams / 120s *100% = 7.5%
MLR %: Percentage of time an average stream that matches the filter experiences
MLR inside selected time period.
The calculation is similar to that for RTP loss %.
Avg str bitr: The average bitrate for streams matching the associated filter.

Avg str duration: The stream duration is calculated for each stream by identifying the stream’s
average stream alive counter inside the selected time period, then multiply
by 2.

The stream alive counter is the number of seconds the stream has existed.
This gives accurate results for streams that begin within the selected time
period, but may give up to twice the real bitrate for streams that begin (long)
before the selected period.

Examples: a stream exists for 100 seconds, and begins within the selected
period. The calculation becomes:

Stream duration = (1+2+...+100)/100%2 = 101

If the same stream started 50 seconds before the selected period, the calcula-
tion becomes:

Stream duration = (51+52+...+100)/50%2 = 151

Clicking the icon next to each value brings up the detailed graph window.
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>

Percentage of seconds with MLR errors - averaged per minute »

Zoom | 4d | 24h [60m | From: |Apr 17. 201! To: /Aor 18. 201!

;

0.02

0.01

15. Apr 16. Apr 17 8pr 1] 18 apr ]

The detailed graph window displays up to 4 days of history.
Trending

Clicking the Trending last 60m button will present at-a glance trending graphs for each parameter
for the last 60 minutes.

Protocols - Filter statistics || Filter setup || Microbursting |

Filter statistics

Fiter ——Steams | [btale | [RiPloss% | [MR% | lagstbir | Jawgsicun | |
Fiter1 I . al || | i s D
RTP only I . N i o N . BN
— d 11 o . .
EVEN I . BN i | i D D i
5015 I F 4
[ Lastad || Last24h || Last8h || Last90m |[ Last20m || Last1m | [ Trendinglastéom | | Clearstatistics |

Clicking a graph icon displays the corresponding detailed graph for the selected filter. Clicking the
trend graphs itself will bring up the same detailed graph but will plot all the filters so that they can
easily be compared.
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Percentage of time with MLR errors (sum of MLR error seconds as percentage of total time) »

Zoom | 4d [24h][60m| From: |Apr 17. 201! To: |Apr 18. 201!

— Filterl
— RTP only

— 0ODD
— EVEN
— 239.255.0.15

=
ma
&7

0. ' s alh e A A.A
12:00 16:00 20:00 18. Apr 04:00 08:00
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[ [ I+]

The detailed trending graph above displays MLR errors for all filters.

6.7.4 Traffic — Filter setup

Protocols || Detect | | Filter statistics | | Filter setup | | Microbitrate

Statfilter settings %

Name = lenabled [Steams [Cast__ JRIP AN [Pdst__Psc __ JUDPdst _ JUDPstc |UDP payioad
Filter1222 v 0 Only unicasts - = = = = = = Edit
RTP only v 0 - Only with RTF - - - Edit
0ODD ' 47 - - Require matck - Edit
EVEN W 44 Require matck - - - - Edit
239.255.0.15 ' 1 Require matck - - - - Edit
Coolstuff W 91 - Require matck - - - - Edit
Filter7 [}] Only untagger - - Edit
Filter8 0 - - Edit
Filterg 0 c c c c c = c = Edit
multicast_monitorin 0 Only multicasi - - - - - - N TS/UDP Edit

Filters:10

Edit selected

The Traffic — Filter setup view makes it possible to define stream filter requirements affecting the
Traffic — Detect and Traffic — Filter statistics views. Ten filters can be defined and enabled by
the user.

Statfilter settings:
Name: A text string defining the filter

Enabled: Only enabled filters are in use

Streams: The number of streams matching filter requirements

Cast: The type of stream: No filtering, Only unicasts or Only multicasts
RTP: The RTP mode: No filtering, Only with RTP header or Only without RTP header

VLAN: VLAN selection mode: No filtering, Only tagged traffic, Only untagged traffic
or Require matching specified value (a specific VLAN ID).
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IP dst:

The IP destination address mode: No filtering or Require matching specified
value (a specific IP address/netmask)

IP src: The IP source address mode: No filtering or Require matching specified value
(a specific IP address/netmask)
UDP dst: The UDP destination mode: No filtering or Require matching specified value (a
specific UDP port number)
UDP src: The UDP source mode: No filtering or Require matching specified value (a
specific UDP port number)
UDP payload: The UDP payload mapping type: No filtering, 7 TS/UDP or N TS/UDP (any
integer number of TS to UDP mapping)
Edit: Click the Edit link to edit filter settings.

Edit filter
Name |239.255.0.15 Enable [v

Test Settings

Traffic type Nofitering =] b

RTP presence | Nao filtering =~

WLAN presence [ No fitering =~
VLAN id 1]

IP destination | Require matching specified value =]
IP destination address 239.255.0.15
|P destination mask 255.255.255.255

IP source [ No fitering =l
IP source address 0.000
IP spurce mask 0.0.0.0

LDP destination [ No filtering =l
UDP destination port 1]

UDP source [ No fitering =l
UDP source port 1]

UDP payload Na fitering =]

Ethernet input Na fitering =]

® Only streams that pass all the tests are associated with the filter
® Use Ne filtering to ignore one or more tests

® For |P addresses the subnet given by the address/imask must match
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6.7.5 Traffic — Microbitrate

Frotocols || Detect || Filter statistics || Filter setup || Microbitrate || multicast scan

Foom 25m  Sm 2m

0.1ms
— lms
10ms
100G 0.1s
— 15
nz, — usar
H
750 5
m
2
=R
5C O
o
[
m
L
255
g
09:14:15 09:14:30 09:14:45 09:15:.00 09:15:15 09:15:30 09:15:45 09:16:00

Mz interval frames |Peak

Mz interval bitrate |Peak

0.1ms g9 a0 9655 Ghps 9.763 Ghps
Tms 820 824 8.895 Ghps 5.939 Ghps
10ms 5136 g140 §.526 Ghps 5.530 Ghps
0= 80286 80635 8.708 Ghps G.747 Ghps
1s 801623 802142 8696 Ghps 3.701 Ghps
user 2043 2044 8865 Ghps 5 .869 Ghps

Interface | ethil - SFP+ B v | Enable Microbitrate User-interval | 25ms | [Apply]

[Clear peaks| [Zetup...|

The Microbitrate feature allows sampling of bitrate at various sampling intervals. When enabling
this feature, each Ethernet frame is timestamped in hardware on probe ingress. This timestamp is
used to calculate bitrates at various sampling intervals. Due to quantisation error, the 0.1ms interval
may show higher peak values than the theoretical maximum.

The Interval is the sampling interval of each bitrate calculation. There are six intervals tracked
simultaneously, the five pre-defined intervals and the user-interval. The User-interval is a user-
given sampling interval shown in the graph and used for microbitrate alarming.

The Max interval frames is the max number of frames within one interval last second. The Max
interval bitrate is the max sum of Ethernet frame sizes inside one interval last second converted to
bits per second. This number should always be bigger or equal for shorter intervals.

Click the legends in the graph to show or hide graphs.
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Figure 6.2: OTT traffic example

Figure 6.2 is a typical OTT traffic graph where the client periodically requests limited amounts of
data at maximum speed resulting in traffic that is bursting near line-speed for short intervals while
the average bitrate for larger intervals is only a fraction. This traffic shape is challenging for network
equipment since it demands all remaining capacity up to line speed.

Zoom 5m 2m

1ms

— 10ms
0.1s
1s

300M

200M

saleillq [eAIdlul Xep

100M

oM

12:48:00 12:48:15 12:48:30 12:48:45 12:49:00 12:49:15 12:49:30 12:49:45

Figure 6.3: Multicast traffic example
For multicast type traffic the traffic pattern will look more like the graph in figure 6.3. Here the

bitrate is much more steady even for short intervals. The network never experiences near line-speed
bursting since each stream is bitrate controlled by the sender.
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Microbitrate Setup

Protocols || Detect || Filter statistics | | Filter setup || Microbitrate | | Multicast scan

—Microbitrate bursting alarm setting

Burst threshold (000 Bitrate required (Mbps) to trigger alarm

—Microbitrate excessive ES bursting alarm settings

ES Alarm windowe (3500 Error second windowy (zeconds) to court burst errors

E= threshald 10 Mumber of ES required in wwindowy to trigger alarm

These alarms are based on the sampling interval specified for the user-graph.

Apply changes

There are two alarms defined for Microbitrate:

* Microbitrate bursting

* Microbitrate excessive ES bursting

These alarms are both associated with the user-interval, which is a user-specified graph sampling
interval.

If the bitrate of the user-interval exceeds the Burst threshold setting, the Microbitrate bursting
alarm will be raised.

Sometimes this will yield a lot of alarms, so a second alarm has been defined. Whenever the bitrate
of the user-interval exceeds the Burst threshold for ES threshold number of seconds during the
last ES Alarm window seconds, the Microbitrate excessive ES bursting alarm is raised.
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6.7.6 Traffic — Multicast scan

Pratocols || Detect || Filter statistics || Filter setup | | Microbitrate | | Multicast scan
Results || Setup

i :

@  239.255.0.2:5500 10081 .13:5500 2
@ | 239.255.0.35500 10.0.51.13:5500 etho no 2
@  239.255.0.4:5500 10081 .13:5500 ethd no 2
@  239.255.0.55500 10.0.51.13:5500 etho no 2
@  239.255.06:5500 10081 .13:5500 ethd no 2
@  239.255.0.7:5500 10.0.51.13:5500 etho no 2
@  239.255.0.8:5500 10081 .13:5500 etho no 2
@  239.255.0.9:5500 10.0.51.13:5500 etho no 2
@  233.255.0.10:5500 10081 .14:5500 ethd no 2
@ 2332550125500 10081 16:5500 etho no 2
@  2339.255.0.20:5500 10081 161234 ethd no 2
@ 2332550235500 10051 .14:5500 etho no 2
@  239.255.0.24:5500 10081 14:5500 ethd no 2
@ 2332550275500 10051 .14:5500 etho no 2
@  239.255.0.33:5500 10081 .13:5500 ethd no 2
@  233.255.0.35:5500 10.0.51.13:5500 etho no 2
@  239.255.0.38:5500 10081 .14:5500 ethd no 2 -

Multicasts detected: 105 Range complete: 791 % Current: 239.255.0.202

|Elegin Can ||St0p scan| |Ex'rt Can mode| |Add selected to stream Ii31| |Add all to stream Ii31| |Exp0r1...|

The Multicast scan feature is useful for scanning an IPv4 multicast interval to see which multicasts
are available in the network. Detected multicasts can easily be added to the stream list. The
parameters displayed are the same as in the Traffic — Detect view, please see chapter 6.7.2 for
details.

Configure the scan interval and other scan parameters in the Setup view.

Protocols || Detact| | Filter statistics | | Fitter setup | | Microbitrate | | Multicast scan
Results || Setup

Multicast range 233255041 to |239.255.0.255
ANUDP ports b

LDP port range 1024 to |G5535

Simutaneous joins 1

Expect traffic within (5] |3

Select input eth0 - Dsta RJ45 ¥
Apply setting=
Setup

Multicast range: The multicast range to scan (IPv4 addresses).
All UDP ports: Check this to disable filtering on UDP port.
UDP port range: Filter to be used for UDP port unless All UDP ports is checked.

Simultaneous joins: Number of joins performed simultaneously.

Expect traffic within (s): The probe will wait this long to determine if the multicasts joined
actually exist.

Select input: Input interface to scan.
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In fast networks it is useful to increase the Simultaneous joins to a larger number.

Please note that the Multicast scan and the Detect features are mutually exclusive, so it is necessary
to click the Exit scan mode to resume population of the Detect list.

6.8 Ethernet
6.8.1 Ethernet — FSM

Full Service Monitoring (FSM) allows easy validation of any server reachable by the probe via
Ethernet. The servers may be probed by either sending an ICMP Echo Request packet (also known
as Ping) or performing an HTTP Get request.

Up to 10 services may be defined and each service will be checked at regular intervals. Any errors
will be logged. An error is defined as no reply within 5 seconds for the Ping option or no, or
incorrect, reply within 5 seconds for the HTTP option. If there are more consecutive errors than a
fails threshold value an alarm will be raised.

6.8.1.1 Ethernet — FSM — Monitor

main | | Alarms | [ oTT || Multicasts || || ROF || Trafic || Ethernet || ETR 200 || Setup || Data | | about |
FSM || IGMP || PCAP
Monitor || Setup || Syslog
| Jerking ethi PING etht 1721601 1190 25ms 0.1 ms 03ms Waiting to se...
[ Jerking eth0 PING thd 10031142 1190 | 0 16ms 0.1ms 03ms Wiaiting to se...
[ Slavel ethl PING etht 1721602 1180 0 32ms 0.1 ms 03ms Wiaiting to se...
=] Slavel eth PING ethd 10.0.31.143 180 0 20ms 0.1 ms 0.2ms Waiting to se...
| Slave2 ethi PING etht 1721603 180 0 1.2 ms 0.1 ms 03ms Waiting to se...
=] Slave2 eth PING | ethd 10.0.31.144 10 | 0 27 ms 0.1 ms 03ms Waiting to =&
[ VB285 ethil PING etht 1721604 180 0 13ms <01 ms 01 ms Got reply
=] VB285 eth PING ethd 10.0.30.144 183 | 0 1.4 ms 0.1 ms 0.1 ms Waiting to se...
[} WM host PING | Default 10.0.31.140 183 0 30ms <01 ms 04 ms Walting to se...
O CIMC host PING | Default 10031141 - - - - - Disablzd
Clear al 17220010 Responze: 0.5 ms

The following parameters are continuously monitored for each service:

Status: Red = active alarm, Green = no alarm

Name: User defined service name

Protocol: Type of protocol. HTTP or Ping
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IP address: IP address. Must be numeric, host name is not accepted

OK: Total number of valid checks
Fail: Total number of invalid checks

Max: Maximum response time recorded

Min: Minimum response time recorded

Current: The current (most recent) response time

Timer: Button to reset and immediately restart the service

State: Current state of the service. The states are: ‘Disabled’, ‘Waiting to send’, ‘Waiting
for reply’, ‘Got reply’ and ‘Reset’.

For convenience a manual ping field is located below the status table. By entering a valid IP address
or host name and clicking the Ping button an arbitrary server may be pinged.

The Clear all button will clear accumulated data for all enabled FSM services, but active alarms
will not be removed.

Clicking the Traceroute button will open a new window, allowing the user to trace the network
route to a specified IP address.

FSM || |GMP || PCAP
Traceroute
Provide arguments (--help for help): 55888

tracerote to 8.8.8.8 (8.8.8.8), 30 hops max, 38 byte packets
110.0.205.1 (10.0.205.17 1.405 ms 1.379 mz 1.298 ms
)
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6.8.1.2

Ethernet — FSM — Setup

Maonitar | | Setup || Syslog

Full Service Monitoring Setup
Mame Protocol
Jenkins ethil PIMG
Jenking eth0 PING
Slavel eth PIMG
Slawe! ethl PIMG
Slave2 ethr PIMG
Slavez ethi PIMG
WHZEE eth PIMG
“B2E5 eth PIMG
M host PIMG
CIMC hiost PIMG

Hostname

17216.0.1

10031142 eth
1721602 ethl
10.0.31.143 etho
1721603 ethl
10031144 ethi
1721604 ethl
10030144 ethi
10.0.31.140 Default
10031141 Default

W
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Each of the 10 FSM services may be defined or edited by clicking on the corresponding Edit button

in the left hand table.

The probe supports ping and generic HTTP GET protocols for online status verification of arbitrary
targets. After completing configuration of the selected service Apply changes must be pressed to

save and apply the changes.

Edit Service

Enable b

Mame Git ping

Protocol PG

Device Default interface ¥

Probe cycle a0 seConds

Fails threshaold 4 successive failures
Hostname 1003010

Comment

Protocol specific parameters

ICMP echo request: If reachable, the tanget service will respond

Apply changes

Edit Service

Erable b

Mame it

Protacal HTTF ¥

Device cthl - DataRJ4s v

Proke cycle =00 Feconds

Fails threshold 4 successive falures
Hostname 1003010

Comment Coit brovwser

Protocol specific parameters
HTTP: “4lidate presence and contert of HTTP server-based serwices.

Hitpe /003010 [jgi-hinfoott.coi
Expect word reply ot

Last reply Showy contert
Part a0

Suppoart cookies

Spply changes

These fields are common for both the ping and the HTTP GET protocols:

Enable: Enable by checking toggle button.
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Name: User-defined name of service
Protocol: Select between ping and HTTP.
Device: Ethernet interface to use for this service.

Time interval in seconds to wait between each activation. A value below 30 is
not recommended.

Probe cycle:

Fails threshold: The number of consecutive errors needed to raise an alarm
Hostname: The IP address for the target. Host names are supported for HTTP.
Comment: Optional comment field — maximum 100 characters

These fields are specific for the HTTP GET protocol:

http://<IP address>:
Expect word reply:

The request to send to the target, for example index.html

A case sensitive word or sentence to be expected in the reply. To find a
suitable string, use the Show content link. Leave this field empty to let
the probe ignore the contents of the reply.

Last reply: The last reply Show content link points to the last HTML file that was
generated by this service.
Port: The port used by the target server, often 80 for HTTP requests

Support cookies: If enabled, the HTTP GET request will remember cookies returned by

the target and provide them in subsequent requests.

6.8.1.3 Ethernet — FSM — Syslog
Monitor || Setup || Syslog

Agent |
system info 2016-01-29 15:52:55  localhost NetworkManager{1985] <info> domain name 'localdomain’

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> nameserver '172.16.217.2'

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> gateway 172.16.217.2

system info 2016-01-29 15:52:55 | localhost NetworkManager[1985] <info> prefix 24 (255.255.255.0)

system info 2016-01-29 15:52:55  localhost NetworkManager{1985] <info> address 172.16.217.154

system info 2016-01-29 15:52:565 | localhost NetworkManager[1985] <info> (eth0): DHCPv4 state changed renew -> renew

system info 2016-01-29 15:52:55 | localhost dhclient[5699] bound to 172.16.217.154 -- renewal in 712 seconds.

system info 2016-01-29 15:52:55 | localhost dhclient[5699] DHCPACK from 172.16.217.254 (xid=0x6e8707a5)

system info 2016-01-29 15:52:55 | localhost dhelient[5699] DHCPREQUEST on eth0 to 172.16.217.254 port 67 (xid=0x6e8...
clock info 2016-01-29 15:50:01 | localhost CROND[60342] (root) CMD (/usr/lib64/sa/sa1 1 1)

system info 2016-01-29 15:40:08  localhost NetworkManager[1985] <info> domain name 'localdomain’

system info 2016-01-29 15:40:08 | localhost NetworkManager[1985] <info> nameserver '172.16.217.2"

system info 2016-01-29 15:40:08  localhost NetworkManager{1985] <info> gateway 172.16.217.2

svstem info 2016-01-29 15:40:08 | localhost NetworkManaaer{19851 <info> prefix 24 (255.255.255.0)

[Newest|[Much newer|[Newer| [Older|[Much older|[Oldest] [Export...| Total messages: 1920 Position: 0%  Displayed: 100

The VB330 has a built-in syslog server which captures all incoming messages (UDP, port 514).
Messages are displayed in a pageable grid with the following columns: Facility, Severity, Timestamp,
Hostname, Agent and Message. Currently displayed page can be exported as an XML-document.

Since the syslog server typically stores about 100 pages of messages there is a group of buttons for a
fast navigation:
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Newest Move to the first page

Much newer Move 10 pages backwards

Newer Move 1 page backwards

Older Move 1 page forwards
Much older Move 10 pages forwards

Oldest Move to the last page

Syslog server has a limited capacity which is usually enough to store the latest 10,000 messages
depending on the size of the syslog messages. When a new message arrives and no storage space
remains the oldest messages are removed.

Note that the syslog server is very sensible to time settings, so it is strongly recommended to have a

time synchronization enabled.

6.8.2 Ethernet — IGMP

FSM || IGMP || PeaR |

i o Source Jestination C: I e G o
0 4833 Feb 01 09:22:32 872 10031145 (local) | 2332850152 0 IGMP%2 host membership report (0x15) | 239.255.0152
0 434 Feb 01 00:23:24 546 10.030.1 224001 100 IGMP host membership query (0x11)

0 4835 Feb 01 09:23:25 844 10.0.31 145 local) | 2332550151 i IGMP%2 host membership report (0x16) | 2332550151
0 4876 Feb 01 09:23:20 576 10031145 (local) | 23325850152 0 IGMP%2 host membership report (0x15) | 239.25510.152
0 a3 Feb 01 09:23:31.192 10031145 (local) | 2332550150 0 IGMP2 host membership report (0x15) | 239.255.0.150
0 4633 Feb 01 09:24:24 539 10.0.30.1 224001 100 IGMF host membership guery (0x11)

0 4639 Feb 01 09:24:27 808 10.0.31.145 (local) | 2382550152 0 IGMF2 host membership report (0x15) | 239.255.0.152
@ | 4840 Feb 01 09:24:28 016 10.0.31.145 local) | 238.255.0.151 0 IGMFY'2 host membership report (0x16) | 239.255.0.151
a 484 Feb 01 09:24:32.360 10.0.31.145 (local) | 2382550150 0 IGMF'2 host membership report (0x16) | 239.255.0.150
0 4642 Feb 01 09:25:24 752 10.030.1 224001 100 IGMF host membership query (0x11)

0 4843 Feb 01 09:25:27 400 10.031.145 (locel) | 2332850152 0 IGMP'2 host membership report (0x15) | 239.2550.152
0 | 4844 Feb 01 09:25:30 536 10031145 (ocal) | 2332850150 0 IGMP2 host membership report (0x15) | 239.255.0.150
0 4845 Feb 01 09:25:31 592 10.0.31 145 (local) | 233255 0.151 i IGMP%2 host membership report (0x16) | 239 285.0.151
0 | 4845 Feb 01 09:26:24 807 10.030.1 224001 100 IGMP host membership query (0x11)

0 4647 Feb 01 09:26:29 508 10031145 (local) | 2332550152 0 IGMP%2 host membership report (0x15) | 239.25510152
0 4643 Feb 01 09:26:30.120 10031145 (local) | 2332550150 0 IGMP2 host membership report (0x15) | 239.255.0.150
0 4849 Feb 01 09:26:31.304 10.0.31.145 (local) | 239.255.0.151 0 IGMF2 host membershin report (0x16) | 239.255.0.151

|Live viewe |[wigw list offine | [Clear list] [Export...|

The IGMP view shows all IGMP (version 2 or 3) messages detected by the probe. This includes
IGMP query messages sent by routers, IGMP reply messages sent by the probe itself and IGMP
reply messages sent by other probes and devices on the same subnet.

The live IGMP page can be paused by clicking the View list offline button. The IGMP messages
can be exported as XML by clicking the Export... button, and the list is cleared by clicking the
Clear list button.

(@: Click the blue information icon to open the IGMP record pop-up view
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No: The message number since the list was cleared

Time: The probe time when the message occurred

Millisec: The milliseconds timestamp

Source: The source IP address

Destination: The destination IP address

Code: The timeout code

Message: The interpreted IGMP message
Group: The IGMP group address

6.8.3 Ethernet — PCAP
'Famt || 1omP || PCAP

Filter =etting=: (packet captured iIf it matches any enabled filter) Status:
Capture only headers (first 64 bytes) [ Status In Progress
Capture non TCPAIDR traffic ] Size TEM
Capture TCP traffic = 32750
Capture LDP traffic Uis (setants) &
~ Dropped packets 0
Capture if IP DST[0.0.0.0 [and IP sRC[00.0.0 [ Disk free 5340
Capture if IP DST[0.0.0.0 [and IP sRC[000.0 [ Capture reChoan
C if IP DST|D.0.0.0 d IP SRC[0.0.0.0 O
apture I | |an | | — |9lar‘t recording |9tu:up reu:u:urding|
Capture if IP DST[0.0.0.0 [and IP sRC[000.0 [
Capture if IP DST[0.0.0.0 |and IP SRiZj0.0.0.0 ] |sort recorded frames on packet time |

Selectinput | ethl - DataRJ4S |

The VB330 can make PCAP recordings on the data interface of up to approximately 2 Gbyte
(depending on the amount of free disk) based on simple user configurable filters. If the FLASH
option is available, the recorded PCAP files can be moved to a 32 Gbyte flash card using the Data —
Storage view. The PCAP format supports microsecond timing accuracy.

Incoming traffic is recorded if it matches one or more of the enabled filters while outgoing traffic is
always recorded. So for instance, to record all OTT traffic on the data interface it is sufficient to
enable the “Capture all TCP traffic” filter (since OTT uses the HTTP protocol which is always TCP).

In order to be able to create a PCAP recording, the VB330 must temporarily enable extended
analysis of all incoming data. Under some circumstances, this might cause packet drops due to the
system becoming overloaded. If this happens, please try to reduce the load by temporarily unjoining
multicasts and then try again.

Filter settings
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Capture only header If enabled, only 64 first bytes of Ethernet frame is captured. This
(first 64 bytes): allows higher bitrate traffic to be recorded and over longer time

Capture all Check to record non-1Pv4 traffic such as ARP, PIM or IPv6
non TCP/UDP traffic:

Capture all TCP traffic: Check to capture all IPv4 TCP traffic
Capture all UDP traffic: Check to capture all [Pv4 UDP traffic

IP DST Check to activate test. Will capture stream if IP destination address
and IP SRC filters: matches. If SRC is specified it has to match too

Select input: Chooses the network interface to capture traffic on

Status
Status: Show the current recording status

Size: Size of current recording

Packets: Number of packets in the recording

Time (seconds): Duration of the current recording

Dropped packets: Number of dropped packets due, usually caused by running temporarily
out of buffer due to too high traffic. To allow higher bitrate recordings
Capture only headers may be enabled.

Disk free: Remaining disk size

Capture: Link to download the recorded capture. May be invalid if recording is
still in progress.

Start recording: Click to start a new recording. This will clear the current rec.pcap file.

Stop recording: Click to stop the current recording.

Sort recorded frames At high bitrates, some Ethernet frames may be recorded out of order as
on packet time: a result of the multi-core architecture. Click to sort frames in recording
according to time-stamp.

6.9 ETR 290 (Option)

The ETR 290 tab and all sub-views will only be present in the user interface provided that the probe
is licensed with the ETR 290 option.

The ETR 290 views show information as reported by the ETSI TR 101 290 monitoring engines.

If ETR 290 analysis has been configured for multiple Ethernet streams to be monitored by a
particular Ethernet ETR engine (refer to Multicasts — Streams — Edit), they will be analyzed in a
round-robin fashion by the engine. A maximum of 2000 Ethernet streams may be analyzed in total.
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The number of ETR 290 analysis engines depends on the license. The SW currently support up
to 400 engines. More engines make it possible to reduce the analysis round-trip time or allowing
simultaneous full-time ETR analysis of many multicasts. The ETR 290 analysis engines operate in
parallel.

It is possible to hide disabled inputs from being displayed in the various ETR 290 sub-views. This
setting is found in the Setup — ETR view.

6.9.1 ETR 290 — Overview

Overview | | ETR Details | | PIDs | | Services | | Bitrates | | Tables | [PCR | [ T2Mi| [ SCTE 35| | Status | [ Compare | [ ETR thr. | [ PID thr. | | Service thr. |

R Mon Lock Tuning setup microETR Mon Lock Tuning setup microETR Mon Lock Tuning setup microETR

= (‘) 30 C More FIRST@B = 50 DISCOVERY WORLD@A 50 TCM_NORDIC@A ==

- 239.255.0.60:5500 239.255.0.13:5500 239.255.0.25:5500

= (j 50 NRK_1@A 50 ANIMAL_PLANET@A 50 CARTOON_NORDIC@A
239.255.0.1:5500 239.255.0.14:5500 239.255.0.26:5500

= 50 NRK_2@A 50  BBC_LIFESTYLE@A : 50 TV2 ZEBRA@A
239.255.0.2:5500 239.255.0.15:5500 = 239.255.0.31:5500

= 50 T2 NORWAY@A 50 BBC_ENTERTAINMENT@A EH 30 sSKY NEWS INT@A
239.255.0.3:5500 239.255.0.16:5500 SE=S 239.255.0.36:5500

= 50 TYNORGE@A 50 BLOOMBERG TV@A f 50 Nick Jr.@A
239.255.0.4:5500 239.255.0.17:5500 239.255.0.37:5500

= 50  sTAR@A 50  BBC_WORLD@A 50 DISCOVERY_SCIENCE@A
239.255.0.6:5500 239.255.0.19:5500 239.255.0.38:5500

= 50  SHOWTIME@A 50 CNBC_Europe@A 50 Tv4 Guld@A
239.255.0.7:5500 239.255.0.20:5500 239.255.0.43:5500

= 50 CNN_EUROPE@A 50 NAT_GEDGRAPH@A 50 TVv4 Komedi@A
239.255.0.10:5500 239.255.0.21:5500 239.255.0.44:5500

= 50 MTV_NORDIC@A 50 BOOMERANG@A : 30 DISNEY CHANNEL@A :
239.255.0.12:5500 = 239.255.0.22:5500 = 239.255.0.47:5500 =

4 »

The ETR 290 — Overview view will show ETR 290 status for ETR 290 monitored streams. ETR
290 monitoring may be enabled for Ethernet streams in the Multicasts — Streams — Edit view.

The streams currently being analyzed are highlighted and a circular progress icon shows the
monitoring progress.

The analysis time for each stream is set as part of the ETR thresholds parameters list in the ETR
290 — ETR thr. — Edit view.

The result of the different ETR 290 tests are shown as table entries in a condensed view called
MicroETR, a scaled down version of the regular ETR display, one icon representing one stream.
Green color indicates status OK whereas red color indicates an active alarm for that particular test.
A white field shows that a check has not yet been performed, usually due to lack of measurement
data, and grey indicates that a check is disabled. Tool-tip functionality allows the user to view the
name of an individual check in the MicroETR display. Let the mouse pointer hover over the field for
a moment to view the tool-tip.

When clicking one of the MicroETR icons the detailed ETR 290 status for that stream is displayed
in the ETR 290 — ETR Details view. By entering this view through the MicroETR, the view will
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remain static irrespective of the round-robin looping, thus making it easy to examine one stream in
detail without interruptions. The round-robin looping and associated alarm handling will continue in
the background. Click the magnifying glass icon to open a search field, making it possible to filter
the list of monitored streams.

Note that it is possible to deactivate individual ETR 290 alarms by defining appropriate ETR
thresholds.

To examine one particular Ethernet stream in more detail, lock the ETR 290 analysis to that stream
by clicking the lock field at that stream. The round-robin operation of the ETR 290 engine will then
be stopped and a lock icon will appear as an indication that the monitoring is locked to that stream. If
a time limit has been set for the time lock (Setup — ETR view), a clock icon will be superimposed
on the lock icon. To re-activate the round-robin cycling the lock icon should be clicked. Note that
locking the ETR 290 processing to one stream will affect alarm handling and all ETR 290 views.
Active alarms for streams that are not currently being analyzed will freeze (remain active) until the
processing lock is deselected and ETR 290 analysis eventually shows that the error state is cleared.

The user can select one input to be displayed exclusively by clicking the corresponding Show only
this input button. This does not affect ETR 290 processing or alarming. Click Show all inputs to
again display information about all inputs.

6.9.2 ETR 290 — ETR Details

ETR Overview || ETR Details || Services || Bitrates || Tables || PID list || PCR || Status || ETR thresh. || PID thresh. || Service thresh. |

[Ethernet |[Asi |[coFDML|  TRVANY T2 €5y o D3 E
- ETR 101 290 checks - Information —
Priority 1 Priority 2 Priority 3 Other checks Interface checks Maon state: Time locked monitoring
B TS syne M Transport BT [ CA system M Pre Viterbi BER Mon start: 20:17:06 (55 s ago)
M sync byte: BEcrC M 51 Rep Rate M PID min. bitr. M Pre Reed Solomon BER Mon end: 21:17:55 (in 59 m, 54 5)
EpaT Ercr M Unref PID M PID max. bitr. HEMER Man time: 555
B Continuity B PCR accur. B sDT B PID checks H sNR Tot bitrate: 22.112 Mbps
HPmT HrTs Her M service min. bitr. [ signal strength  (1/1) Eff bitrate: 20.239 Mbps
H Missing PID W cAT B RST M Service max. bitr. I 5FN meas. TSID: 210
ETDT M service checks M Centre frequency Num services: 19
Omip I Interface overflow Num PIDs: 83
[ show additional measurements S ok, Tyuerey
PID threshold: Default
| Clear status | | Show alarm graph 2
Service thresh.: Default
RF thresh.: TRYWANMN-A
VBC threshold: Default

The ETR Details view shows the ETR 290 status for the current stream of the user-selected input.
The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin tuning
process is stopped (locked to the current frequency) or resumed. A DVB, ATSC or ISDB icon
indicates the analysis mode. The analysis mode is defined as part of the ETR threshold template.

The ETR 290 parameters are grouped into five different categories. The first three groups are
defined in the ETSI TR 101 290 guidelines. The fourth category contains checks defined by Sencore
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allowing CA system checks, custom PID and service checks and the Gold TS reference checks. The
last category contains checks of the input interfaces.

For each check a bulb indicates the current status of that parameter check: green indicates status
OK whereas red indicates an active alarm. When the probe has not yet received data relevant for
a particular check, the corresponding bulb is white. Grey color indicates that the check has been
deactivated (as set in ETR 290 — ETR thr. — Edit).

When clicking one of the ETR 290 parameters, details about the current status can be viewed for
that item.

Details for PCR check X

Status: Hok
Last emor: Mever
Current error count: 0
Total error count: 0

M PCR discontinuity check

mmmm

M | 601 (MPEG2 Video) | Ok MNever | 0 200 ms | 35ms 36ms
I PCR repetition check

[T [ [T [ [T s |

B | 601 (MPEG2 Video) | Ok Mever a 200 ms | 35ms 3T ms 2388

I PCR spacing check

Lister Eren Ui Lot M | o meas

B | 601 (MPEG? Video) | Ok Mever 0s

Il PCR presence check

s Last e Erond] Cupree Tiveout __ | Timesnce e

| 601 (MPEG? Video) | Ok Mever 1] Presenca not required D 5

Enable the Show additional measurements checkbox to view additional measurements that are
performed but which are ignored when determining the alarm status. These will appear with a
‘half-bulb’ icon indicating that the check is disabled whilst also showing the status of this element.
As an example this can be used to view the BAT section repetition interval and section gap, or
to view a list of PIDs with CC errors including the PIDs for which this check has been manually
disabled.

Click a PID in a PID list to view PID details. Similarly you can click on a service to view service
details.

If the Clear status button is clicked the error counts are reset and the ETR 290 analysis restarts.

The details of the individual ETR 290 measurements are described in a separate document called
Sencore VideoBRIDGE ETR 290 Details — Extended ETSI TR 101 290 Testing.

Clicking the Show alarm graph button opens the Alarm graph pop-up view.
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© sencore

AMlarm graph for NRK_1
Check Timeline
| 11:00M0 | 17:00M0 | 23:00M0 | 05:00Tu

x

[= Alarm status.

ETR Priority 1

[ ETR Priority 2
PCR

[ ETR Priority 3
S| Rep Rate
Unref PID
SOT

|
|

18:00Mo-18:15Mo: ¢ 256, 512, 576, 640, 8180

Show al\checksl |5huwunryen0r3| ‘24huu13| |Bhuurs| |90 minutes

The alarm graph shows the ETR alarm status over time in the form of a status timeline. The timeline
bar shows the stream status for a time span of 90 minutes, 8 hours or 24 hours as selected by
clicking the time selection buttons below the timelines. The stream bar reveals any alarm that has
been present during the selected time period. The bar color is either green for OK or colored in
accordance with the alarm severity if an alarm has occurred. Refer to section 6.2.2 for a description
of the alarm color representation. Periods of time when the stream has not been ETR monitored due
to round-robin operation are represented by grey. By using the arrow buttons it is possible to view
alarm occurrences up to 24 hours back in time even if the highest graph time resolution is selected.

If alarms have occurred during the selected time period, the status timeline will not be all green. In
this case it is possible to expand the timeline tree by clicking the plus sign at the timeline. Individual
timelines for different ETR priorities and for different alarms may be viewed as the tree is expanded
into several levels. Tool-tips reveals details about an error incident such as which PIDs have had CC
errors.

By default the ‘Show only errors’ mode is selected, and only timelines that are not all green will be
displayed.

Alarm graph for CanalDigital_T2

Ellnterface checks

£

=
2
L)
o

>

Pre FEC BER
Post FEC BER
MER

gl
SNR
23:455u-00:00Mo Minimurn - 35dE, maximum  37dB

Signal strength

SFN drift
Packet error count

Interface overflow

Show all cnecksl |Sr10w only errurs‘ |24 nuursl |Bh0urs| |BU minutesl

£3
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6.9.3 ETR 290 — PIDs

Overview | | ETR Details | | PIDS | | Services | | Bitrates | | Tables | [PCR | [T2mi| [SCTE35 | | Status | | Compare | [ ETR thr. | [ PID thr. | | Service thr.

Summary

TS sync:

Bitrate:

Effective bitrate.
Packet length

Sync loss count:

Sync byte error count:
TS error count:

CC errors,

PIDs:

DISCOVERY WORLD@A

e '._).\
239.255.0.13:5500 » i D3

]
2.70 Mbps
2.70 Mbps
188 bytes
o

(1]
(1]
1]
5

PIDs

[P alpe  [wale inSuaie |MxBirale [CCerors [CaresPCR [sciambing |

0 | 0(0:0) PAT 5.03 kbps 4.94 kbps 6.50 kbps 0
0 | 17 (0x11) SDT/BAT 1.03 kbps 752 bps 2.05 kbps [1
8 | 121 (0«79) PMT 5.03 kbps 4.94 kbps 6.50 kbps 0
0 | 1094 (0x446) | MPEG2 Video | 2.54 Mbps 2.53 Mbps 255Mbps | 0 Yes
@ | 3089 (Oxcll) | MPEGLAudio | 148.66kbps | 146.18kbps | 15042kbps | 0O

This view lists the PIDs of the currently active stream of the selected input. The PID list can be
sorted by clicking a table column header.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin cycling is

stopped or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode. The analysis mode is
defined as part of the ETR thresholds.

By clicking the button Clear counters the minimum and maximum bitrates and the CC error
counters will be reset. Note that this cannot be undone.

When clicking the blue information icon associated with a PID details concerning that PID will be
displayed. All services referring to the PID are listed, and scrambling information is shown.

Detailed information

PID 1185

Current bitrate: 276 Mbps

Minimum bitrate: 257 Mbps

Maximum bitrate: 3.17 Mbps

Carries PCR: Yes

Scrambling: Even (0x3}

Number of CC errors: 0

References: MPEGZ Video for service 73 Euronews

PCR for =ervice 73 Euronews

The following PID details are displayed:

x

PID Details:
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PID:

The PID for which the following parameters apply

Current bitrate:

The current bitrate measurement for this PID. The bitrate is averaged
over 1 second.

Minimum bitrate:

The minimum bitrate measurement for this PID since the start of the
monitoring period. (I.e. when the probe tuned to the frequency or when
the monitoring of this frequency was restarted by the user clicking on
Clear status in the ETR 290 — ETR Details view.)

Maximum bitrate:

The maximum bitrate measurement for this PID since the start of the
monitoring period.

Carries PCR:

If the PID carries Program Clock Reference information, this field will
be set to Yes. If PCR analysis is enabled in the ETR threshold template
a link will be shown to bring up the PCR histogram data for this PID.

Scrambling:

If the PID is scrambled, this field will show if it is scrambled with Odd
or Even control word.

Number of CC errors:

The number of CC errors for the specified PID. For the Ethernet inter-
face the number of CC errors is measured from when the probe started
to monitor the multicast or when the user clicked Clear counters in
the Multicasts — Parameters view.

References:

All the references for this PID in the PSI/SI/PSIP tables. This will show
the reference type and the service that refers the PID (if applicable).
The service can be clicked to show the detailed service information.

[Ethernet | [AsI | [cOFDML |

[=-iz3 Services

#-[ 102 NRK2: 5.16 Mbps
i)
:|..
j“é
]..6
@
]..6

[#

£

A 104 NRK Tegnsprak: 1.38 Mbps
£

£

[

£
[3"6
£

£

£

£

[#

£

£

105 NRK P2: 88.89 kbps
106 NRK P3: 87.51 kbps

108 NEK mP3: 84.72 kbps

109 NBRK Klassisk: 86.12 kbps
g 110 NRK Sami Radio: 87.51 kbps
-
]..6
j“é
]..6
- Em
:|..

112 NEK Stortinget: 68.06 kbps
113 NEK Super: 88.89 kbps
115 NEK Gull: 86.12 kbps

116 NEK Jazz: 83.34 kbps

122 Bootload: 175.01 kbps

6.9.4 ETR 290 — Services

ETR Overview || ETR Details || Services |[ Bitrates || Tables |[ PID list || PCR || Status || ETR thresh. || PID thresh. || Service thresh. |

TRYVANN - 722

722 MHz, DVB-T

103 NRK Super /{ NRK3: 8.50 Mbps

107 NEK Alltid Nyheter: 70.84 kbps

111 NEK Folkemusikk: 87.51 kbps

(<[]

@5 D3

121 SAGEM DTT BOOTLOAD: 113.90 kbps

The ETR290 — Services view lists the services and service components of the current stream of

the selected input.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon, the round-robin cycling is
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stopped or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode. The analysis mode is
defined as part of the ETR thresholds.

When tree nodes are selected, detailed information will be displayed on the right hand side of the
view.

If the service tree ‘Services’ top node is clicked, a summary list of stream services and PIDs is
displayed. Each service’s service ID and each component’s PID value and bitrate are displayed
together with individual PID and service bitrates.

ETR Overview || ETR Details || Services |[ Bitrates || Tables || PID list || PCR || Status || ETR thresh. || PID thresh. | Service thresh. |

[Ethernet| [asi|[coFDML]  TEYVRNN- 722 © D3
=3[ Services | | Service list
#.f 102 NRK2: 4.46 Mbps Service |PID | Type | Bitrate
7] 103 NRK Super [ NRK3: 4.14 Mbps S [0 1 2 O 2 Wby
+-[ 104 NRK Tegnsprak: 1.38 Mbps | [ IMBELA Wacen S| . 00 Mbps i
AAC LATM Audio | 68.78 kbps |

f-§m 105 NRK P2: 82.52 khps e

E

[

E

[2

@ 106 NEK P3: 85.52 kbps

g 107 NEK Alltid Nyheter: 67.51 kbps

¥ 108 NRK mP3: 85.52 kbps [
g 109 NEK Klassisk: 85.52 kbps 103 NRK Super / NRK3
[2

E

E

E

E

[

E

3 | Subtiting
| | MPEG4HD
7 110 NRK Sdmi Radio: 84.02 kbps :ﬁé .:.E:Eﬁggf: o
| udio
o 111 NBK Folk: ikk: 85.52 kb e e
& oremst ps | 677 | AAC LATM Audio | 200.96 kbps |
f.@m 112 NEK Stortinget: 66.01 kbps IF 576 s [300.76 kbps |
+-g@ 113 NBEK Super: 91.52 khps 60 [404kbps |
H-gay 115 NRK Gull: 88.52 kbps =M 4,04 kbps

d-@ 116 NRK Jazz: 87.02 kbps | 104 NRK Tegnsprak | [ MPEG4SD
75 121 SAGEM DTT BOOTLOAD: 115.53 kbps | W ;;.‘;; E:EGL::;E:d EJ
[ 122 Bootload: 175.48 kbps ! ! | i

Services top node

Service: Service name and service ID

PID: Service component PID value

Type: Service and component encoding format

Bitrate: Individual current bitrate of services and components

When clicking a service, details about the service and service components will be displayed.
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Overview || ETR Details || PIDs || Services || Bitrates || Tables || PCR || T2MI || Status || Compare || ETR thr. || PID thr. || Serv. thr. || Goid TS thr.
RIKSTV-MUX3-CH46 e
[Ethemet] [COFDM1] [COFDM2] [COFDMA] (1o e ova s () i D3
- Services
B Seriee } Service 307
) 305 FEM: L7 Mbps
=3 [ 307 TVNorge HD: 5.05 Mbps | Service name: TwMorge HD
L[ 561 MPEG Video: 4.92 Mbps s I iy
o Service type: MPEG 4 High Definition Digital Television
o Ty 581 Teletext: 37.58 kbps Service provider name: ~ NTV
E""Jﬁ'} 756 AAC LATM Audio: 70.65 kbps Current bitrate: 4.355 Mbps
- i - Minimum bitrate: 3.343 Mbps
[]-- 308 National Geopgraphic: 1.94 Mbps Maximum bitrate: 8.500 Mbps
[]-- 309 BBC World News: 661.48 kbps PMT PID: 307
. - PCR PID: 561
’ . , 10523 K
Egm 310 N‘_ Lyden av Norge: 105.23 kbps ECM PIDs: 122 (CA System: 0x0B00 Conax)
- 311 Frikanalen: 1.98 Mbps Components: 561 MPEG4 Video
Fe{#) 312 Eurospom: 2,67 Mbps 581 Teletext
- am 756 AAC LATM Audio (Language: nor)
G- 314 Fox: 2.27 Mbps EPG: 10:55: The Big Bang Theory
[+ 315CMORE LIVE 2: 551.73 kbps 11:20: The Big Bang Theory
(-] 380 Comedy Central: 1.68 Mbps Show full EPG
. Show thumbniail
[+ 516 TVE: 1.07 Mbps
g 3101 Radio 1: B4.18 kbps
[]--6 3105 Radio Norge: 84.18 kbps

If a PID is scrambled this is indicated in the service tree by the color green or blue (for even and odd
scrambling respectively). A missing PID is indicated by the color red. Click on the PID to show
more details.

Click the Show thumbnail button to view a thumbnail of the selected service. Thumbnails can only
be shown for services that are not scrambled.

Service node

Service name: Name of the highlighted service, as signaled in SDT or VCT

Service ID: Service ID number

Service type: Service type as signaled in SDT

Service provider name: The name of the service provider as signaled in SDT. Not applicable
for ATSC streams.
Current bitrate: The current bitrate measurement for this service. The bitrate is aver-
aged over 1 second.

Minimum bitrate: The minimum bitrate measurement for this service since the start of
the monitoring period. (I.e. when the probe tuned to the frequency
or when the monitoring of this frequency was restarted by the user
clicking Clear status in the ETR 290 — ETR Details view.)

Maximum bitrate: The maximum bitrate measurement for this service since the start of
the monitoring period.
PMT PID: The service’s PMT PID
PCR PID: The service’s PCR PID

ECM PIDs: The service’s ECM PID(s) and name of CA system(s). This infor-
mation will only be displayed if ECM PIDs are signaled in the PMT
table, usually only done when one or more service components are
scrambled.

140 VB3xx 10G Probe User’s Manual version 6.5



Components: A list of the component PIDs and reference types. For PIDs which
have a language descriptor (typically audio PIDs) the language code
is also shown.

EPG: If DVB EIT is present in the stream, the EIT check is enabled in the
ETR template used by the stream and EIT table IDs are configured
in the Setup — ETR view, EIT present/following is displayed. For
ATSC streams, EIT present/following is displayed if there are EITs
present in the stream. If EIT schedule is present in the stream, a blue
‘Show full EPG’ link is displayed. By clicking the link it is possible
to view the EIT schedule information.

Show thumbnail Opens the Thumbnail view for this service. Thumbnails are only
decoded automatically if the Extract thumbnails option has been
enabled in the associated multicast setup.

The same pop-up details are displayed as when opened from the
Content — Thumbnails view.

When clicking a service component, associated key parameters and references will be displayed.

Overview || ETR Detalls || PIDs || Services || Bitrates | | Tables || PCR || T2m! || Status || Compare || ETR thr. || PID thr. || Serv. thr. || Goid TS thr. |

[Ethemnet] [COFDM1] [COFDM2| [COFDME] ~ MkoTV MUX3 Chi6 Oti' D3

[=]-i—d Services
: _ PID 561
B 305 FEM: 806.15 kbps
E..@ 307 TVNorge HD: 4.11 Mbps Current bitrate: 4.016 Mbps
— Minimum bitrate: 629.424 kbps
(3| 561 MPEGa Video: 4.01 Mops | Maximum bitrate: 9,176 Mops
TT 581 Teletext: 28.31 kbps Carries PCR: es
i s, 756 AAC LATM Audio: 59.60 kbps Scrambling: Oud (0x2)
- i - Number of CC errors: 28871
-] 308 National Geographic: 1.99 Mbps References: MPEG4 Video for service 307 TVNorge HD
]-- 309 BBC World News: 1.24 Mbps PCR for service 307 TVMorge HD

]--6 210 P4 Lyden av Norge: 71.52 kbps
#-[ 311 Frikanalen: 1.57 Mbps

+-l 312 Eurospor: 1.38 Mbps

/-] 314 Fox: 1.70 Mbps

]-- 315 C MORE LIVE 2: 551.33 kbps
]-- 380 Comedy Central: 582.63 khps
o[ 516 TV6: 1.72 Mbps

]--6 3101 Radio 1: 71.52 kbps

]--‘ 3105 Radio Norge: 55.12 kbps

i 00w OO o OO e OO e O e O e IO e IO s IO IO

For PIDs carrying PCR it is possible to view a PCR jitter histogram by clicking the blue ‘show
histogram’ link. If one of the blue service links is clicked, service details are shown.

Service component node

Current bitrate: The current bitrate measurement for this PID. The bitrate is averaged
over 1 second.
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Minimum bitrate:

The minimum bitrate measurement for this PID since the start of the
monitoring period. (I.e. when the probe tuned to the frequency or when
the monitoring of this frequency was restarted by the user clicking
Clear status in the ETR 290 — ETR Details view.)

Maximum bitrate:

The maximum bitrate measurement for this PID since the start of the
monitoring period.

Carries PCR:

An indication of whether the PID carries PCR or not. The value may
be ‘Yes’ or ‘No’. If PCR is carried by the PID, a blue ‘show histogram’
link is displayed. By clicking this link it is possible to view the PCR
jitter histogram.

Scrambling:

An indication of whether the PID is scrambled or not. If the PID is not
scrambled, the value will be ‘No’. If the PID is scrambled, information
about the current control word is displayed: ‘Even 0x3’ or ‘Odd 0x2’.

Number of CC errors:

The number of CC errors detected during the monitoring period

References:

A list of PSI/SI references to the component PID. When one of the
blue service links is clicked, detailed service information is displayed.

ETR Overview || ETR Details || Services || Bitrates || Tables || PID list || PCR || status || ETR thresh. || PID thresh. || service thresh. |

[Ethernet|[asi | [coFpm1 |

£
£
B
b
£
£
£
b
£
E
b
£
£
£
B
E

]..
:|..
:|..
:|..

Ty 0/ Teletext: 301.53 kbps
H.gm 105 NRK P2: 84.24 kbps
{.@m 106 NRK P3: 87.20 kbps
f-gm 107 NRK Alltid Nyheter: 66.50 kbps
H.gg 108 NRK mP3: 85.72 kbps
]--6 109 NBK Klassisk: 84.24 kbps
H-gam 110 NRK Sami Radio: 85.72 kbps
]--6 111 NRK Folkemusikk: 87.20 kbps
]--6 112 NRK Stortinget: 66.50 kbps
+-g 113 NEK Super: 84.24 kbps
Hgg 115 NRK Gull: 85.72 kbps

+-ggg 116 NBK Jazz: 87.20 kbps

121 SAGEM DTT BOOTLOAD: 115.28 kbps 3
122 Bootload: 177.36 kbps
1001 NBK1 @stnytt: 3.59 Mbps
1002 NRK1 @stlandssendingen: 3.59 Mbps
]--6 1102 NRK P1 OslofAkershus: 87.20 kbps

TRYVANN - 722 el
722 MHz, DVB-T (& D3

Ii] -500 500
184

Max jitter (ns): 39
147

Average jitter (ns): -2
110

Bin resolution (ns): 37
74

Outside thresholds: 0
37

N
Jiter(ns)-592 296 o 296 532

Out of view: 0
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6.9.5 ETR 290 — Bitrates

Overview | ETR Details || PIDs || Sendces || Bitrates |[ Tables || PoR || T2mi || SCTE 25 |[ Status || compare || ETR thr. || PID thr. || Sen thr. || Gold T5 thr
HRK1 HD A
[Ethermet ] [Ethemet 2| [Ethemet 3] [Ethemet 4] [Ehemsts]  3iada s 15000 (el DV3
Summany Bandwidths
TS syno: Ficl Win bitr. e oy,
Bittrate: 5101 Maps - 1039 NRK1 HD 5.039 Mbps 2402 Mops | 11.361 hbps
Min bitrate: 2.438 Mbps .
N——— 1 212 Wb 1065 H264 Video 4.245 Maps 1583 Mbps | 10277 Mbps
Effective hitrate: 5101 Mbps J',’,‘c 3175 ALC LATM Audio | B7 608 kbps E3.024 kbps T3.728 kbp=z
Win effective bitrate: 2438 Mbpz ;4035 8C-3 Audin 439.764 kbps | 453563 khps | 469272 khps
Mai: effective birater 11,212 Mbps B 6602 Subtting 4.504 kbps 2,864 kbps 79704 kops
;E'Cket length: 188 bytes Tr 5116 Teletext 00512 kbps | 265.848 kbps | 306,632 kaps
LM services :
Num PID 1 B 6603 Subtiting 3.000 khps 2,872 khps 146.136 khps
|Showe services | [Show only PIDS | [Show only PIDs but not NULL PID| - [Clear minsmes|

This view shows a graphical representation of service and PID bitrates. The current bitrate is shown
as the length of the light blue bar whereas the dark blue bar represents bitrate variation, spanning
from minimum to maximum measured bitrate.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin tuning
process is stopped (locked to the current frequency) or resumed. A DVB, ATSC or ISDB icon
indicates the analysis mode. The analysis mode is defined as part of the ETR thresholds.

The user may select to view a list of services and component PIDs, to view PIDs only or to view
PIDs without the null PID. This is selected by clicking the Show Services, Show only PIDs or
Show only PIDs but not NULL PID button respectively.

Click Clear min/max to reset the minimum and maximum bitrate measurements.

6.9.6 ETR 290 — Tables

ETR Overview || ETR Details || Services || Bitrates | Tables | PID list || PCR || Status || ETR thresh. || PID thresh. || Service thresh. |

[Ethemet | [2si | [QARL][0aM2] I ssow @ (g D3

=t Sections | Section list
.03 PAT interval _ Replsec
B3 CAT PAT (PID 0, TID 0) | 152ms | 6579 |
E-C] PMT [CAT(PIDLTDYL —  [4%2ms [2033
PMT Service 3114 (PID 176, TID 2) 146 ms | 6.849
e ot PMT Service 3113 (PID 2160, TID2) | 152ms | 6579
E-( SDT Actual “PMT Service 3111 (PID 8160, TID2) | 151ms | 6.623
#-[] SDT Other NIT Actual NW 1D 42499 (PID 16, TID 64) | 10002 ms | 0.100
-1 BAT Section 0 | 5123ms [0195 |
&3 T  Secon 1 [ 3000z | 0400, |
B-C3 TOT | :Secton 2 Aldtms | 0.
M1 ECM Section 3 5121 ms

"SDT Actual (PID 17, TID 66) [ 2188 ms 0.

|'SDT Cther TS 1D 101 (PID 17, TID 70) 5146 ms |
| Section 0 ~ [s14ams |
| Section 1 5146ms | 0.

'SDT Other TSID 102 (PID 17, TID 70) | 5145 ms | 0.1 |
 Section 0 | 5126ms | 0195 | k|
" Section 1 |5145ms |0

SOT Other TS D 103 (PID 17, TID 70) | 10003 ms | 0.100

" Section 0 o ) | 5100ms | 0.196

Section 1 |10003ms [0.100 |
" Section 2 (5099 ms |0.196 | [~
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>
This view lists the PSI and SI or ATSC tables and table contents of the currently active stream of the

selected input.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin cycling is
stopped or resumed. A DVB, ATSC or ISDB icon indicates the analysis mode. The analysis mode is
defined as part of the ETR thresholds.

Clicking the ‘Sections’ node displays detected tables and associated repetition rates.

Clicking a table enables viewing the table contents in a readily readable format.

ETR Overview || ETR Details || Services || Bitrates || Tables |[ piplist || PcR || status || ETR thresh. || PID thresh. || service thresh. |

TS113 (Al
[Ethernet | [EamI][Qamz] I3 s @ @ DB
B3 Sections Program Map Table for Service ID 3114 (0x0c2a)
#-3 PAT Version number 21 (0x15)
B0 CAT Sectionnumiier RN
B3 PMT Last section number _D
E-L | BMT Service 3114 (PID 176, ) (146ms) PCR PID: 181 (0x00bS)
(-3 PMT Service 3113 (PID 2160, TID 2) (152ms)

-] PMT Service 3111 (PID 8160, TID 2) (151ms) CALSYSIOTECMILISE

CA System | ECM PID
[ NIT Actual | NDS | 182 (0x00bE)

[

H-[23 SDT Actual - g

®-[] SDT Other Components:

E-(3 BAT PID | Component type | Language | gg;':

. pis MPEG-4 Video

H-C3 TOT | (0x00b5)

H-(] ECM 180 Private data PES (ITU-T Rec. H.222.0 | ISOVIEC 13818-1 i
(OccD0b4) PES packets containing private data)
179 Private data PES (ITU-T Rec. H.222.0 | ISOVIEC 13818-1
(0x00b3) | PES packets ining private data) i
178 Private data PES (ITU-T Rec. H.222.0 | ISOVIEC 13818-1 dan
{0x00b2) PES packets ining private data)
177 Private data PES (ITU-T Rec. H.222.0 | ISOVIEC 13818-1 fin
{0x00b1) PES packets ining private data)

By clicking the plus-icon at a table the table contents is displayed in detail.

Clicking one of the table entries will allow viewing the table contents as a hexadecimal dump for
detailed inspection.
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Overview || ETR Details || PIDs || Services || Bitrates || Tables |[ pcr || T2mi || Status || compare |[ ETR thr. || PID thr. || Serv. thr. || Gold TS thr.
ASI A
ASI PLP: Auto Ot‘j" D3
£-E3 Sections @080: 4@ F1 CD @5 39 E3 0@ @0 FO 04 FE 02 @3 00 F1 BC
yag— @010: ©@ @1 @5 39 0@ 1A 7F @D @4 00 00 7B @@ 56 00 2A
@020: ©1 39 91 70 0@ 41 09 @4 10 19 1E BA 16 1C 39 16
- car @030: 00 @2 @5 39 00 @5 41 ©3 1C 37 16 0@ @3 05 39 00
BLCT PMT @040: ©5 41 @3 1C 39 16 0@ 04 @5 39 00 @5 41 03 1C 7F
by @050: ©1 @0 @5 ©5 39 @0 05 41 @3 10 07 19 @0 06 05 39
- ‘ @060: 0@ @5 41 83 1B Al 19 @0 @7 85 39 0@ @5 41 03 1C
B3 NIT Actual NW ID 1337 (PID 16, TID 64) (2007ms) @070: 7F @1 @0 ©8 05 39 00 ©5 41 03 1C 7F @1 00 09 @5
. ) table_id: 64 (0x40) @@80: 39 @@ @5 41 03 1C 39 16 @@ @A 05 39 @@ 05 41 03
) L @090: 1C 39 16 @@ OC @5 39 @0 @5 41 03 0@ 41 01 00 @D
= (8] C=Emna i m il @0AQ: 05 39 @0 05 41 03 @4 OF 19 0@ OFE @5 39 00 @5 41
- [ reserved_future_use:1b @0B@: ©3 @4 10 19 0@ @F @5 39 @@ 85 41 03 @4 11 19 @@
|l @) sz @0Ce: 10 @5 39 00 05 41 03 1B Al 19 00 11 @5 39 0@ @5
: @eD@: 41 @3 1B 99 19 @@ 12 @5 39 @@ ©5 41 @3 1B EC 19
- [ section_length: 461 (Ox1cd) BOE@: 8@ 13 @5 39 20 @5 41 @3 @4 25 19 @0 16 @5 39 @0
- [ network_id: 1337 (0x0539) @OF@: 85 41 93 1C 43 19 0@ 1A @5 39 @@ @5 41 @3 1C 4F
= @100: 19 @@ 37 @5 39 @@ 14 JF @D 94 00 0@ @@ 00 D6 00
: ©110: ©@ @@ 4D D1 E@ @@ 41 @3 1C 39 16 @@ 38 05 39 00
o () e I e @120: OF FA @4 @0 02 @1 4A 41 86 1C 39 16 1C 33 16 @0
- [ current_next_indicator: 1 b B13@: 39 @85 39 @0 OB FA 04 @90 @2 91 74 41 @3 1C 37 16
. . ©140: ©@ 3A @5 39 00 @B FA 04 @0 02 01 BA 41 03 1C 7F
L secdon_fumber: 0 (000) 0150° 01 @0 3B 05 30 00 @B FA @4 00 02 @1 E4 41 03 1C
-~ [ last_section_number: 0 (0x00) @160: 5E 16 @0 3C 05 39 0@ @B FA 04 00 02 @2 2A 41 03
.. [ reserved_fuure_use: 1111 b @170: 1C 39 16 @0 3D @5 39 @0 @B FA 04 0@ @2 02 54 41
) ) @180: ©3 1C 48 @1 0@ 3E 05 39 @@ @B FA @4 @@ 02 02 7E
0 metwork_descriptors lengih 4 @190: 41 @3 1C 7F @1 @@ 3F @5 39 0@ OB FA 04 00 02 02
() network_descriptors @1A0: A8 41 83 03 84 @1 0@ 40 @5 39 00 @D 43 0B 01 10
- [ [ esemved_future w111 0] @1B0: 0@ @0 @1 92 01 @2 50 @0 @3 80 41 @5 39 00 0D 43
W prp————— @1C0: ©B @1 10 90 0@ @1 92 @1 @2 50 0@ @3 17 B7 35 15
[-[] wansport_streams
-~ [] CRC32: 0x17b73515 =i

The selected table entry is highlighted in the table dump. Note that values shown in the table list
may not correspond directly to the highlighted hex dump byte(s), because some of the table entries
do not add up to whole bytes.

By hovering the cursor over the items in the tree a tool-tip is displayed showing the start position of
the data in the hexadecimal dump and the length of data. Press the save icon to download and save
the raw table data on your computer.

A description of each PSI/SI table is beyond the scope of this manual, please refer to the specifications
for more information about PSI/SI.

If you get “Unknown descriptor” in the table parsing it could be that the stream contains additional
descriptors that can be enabled. Make a note of the descriptor_tag and go to Setup — ETR to
enable the parsing of the descriptor.
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Overview | | ETR Details || PIDs || Services || Bitrates || Tables || PCR || T2MI || Status || Compare || ETR thr. | [ PID thr. | [ Serv. thr. | | Gold TS thr.
RIKSTV-MUX3-CH46 ol
[Ethermet| [COFDML]| [COFDM2] [COFDMA]  £7s a0t over: () i D3
[l Sections EIT Present/Following
E-C3 PAT
F-C3 PMT
[ NIT Actual TS ID 231 original network ID 8770
-] SDT Actual
-0 @ 13:00 (01:00:00) 14:00 (01:00:00)
H-Ca TDT
E-C3 TOT Tid for hjem Bolighjelpen UK Show
F-J ECM 201 TV2 Morsk livsstilsserie. (4:8/s10). Denne gangen tar "Tid for hjem" Britisk livsstilsserie fra 2018. (8:8/53). Det nygifte paret Nikkiog | EIT
-1 MIp turen bort fra Bergen, til vakre Voss. Med seg har de en helt ny | Andy har bodd sammen noen ar far de giftet seg. Mikky har schedule
. designer, norske Kirsten Visdal. begynt & hate den treroms terrasseboligen deres og vil fiytte.
E-C3 CAT
(Event type: Leisure hobbies-general) (Event type: Leisure hobbies-general)
13:45 (00:15:00) 14:00 (00:30:00)
204 TV 2 Sportsnyhetene Nyhetene ;@;}w
Nyhetskanalen De siste nyhetene innen sport. Siste nytt fra TV2s nyhetsredaksjon. schedule
(Event type: Sports-sports magazines) (Event type: News/Current affairs-news/weather report)
13:00 (02:00:00) 15:00 (02:00:00)
Premier League: Cardiff - Bournemouth Tipp Chelsea -
Show
210 TV 2 Sport 1 Britisk fotball. Fra Cardiff City Stadium og kampen mellom Britisk fotball. Fra Stamford Bridge og kampen mellom Chelsea | EIT
‘Cardiff og Bournemouth i 25. runde | Premier League. 'og Huddersfield i 25. runde i Premier League. Kommentator: schedule
Kommentator: Espen Ween Peder Mertvedt.
(Event type: Sports-footballisoccer) (Event type: Sports-footballisoccer)

For streams which have electronic program guide (EPG) information in the EIT table and the
extraction of this information is enabled (in ETR thresholds and in Setup — ETR) the tree will
show the text EPG (for ATSC streams EPG will be displayed regardless if EITs are present in the
stream). Clicking on this will bring up the list of present/following events (the current program and
the next program to be broadcast) for the current stream will be displayed. If the stream has EIT
p/f other information (and this table is enabled in Setup — ETR) then the list will also contain
EPG present/following for other streams (not available for ATSC). If the stream has EIT schedule
information for the actual and/or other streams (and these tables are enabled in Setup — ETR) then
the list will also contain the link Show EIT schedule. Clicking this will show the full schedule for
the selected service. The amount of data shown depends on the signal. A common practice is to
send EPG for 7 days ahead.
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© sencore

Overview | | ETR Details | [ PIDs | | Services || Bitrates | | Tables | [PCR || T2MI || Status | | Compare | [ ETR thr. || PID thr. || Serv. thr. || Gold TS thr. |

[Ethernet| [COFDM1] [COFDMz| [COFDMA4|

[
B-C1 PMT

-3 NIT Actual
M- SDT Actual
-3 SDT Other

RIKSTV-MUX3-CH46 @é\[ D3

674.00 MHz, DVBE-T

EIT Schedule for service 307 TVNorge HD in stream with TS ID 231 original network ID 8770

Go back to EIT Present/Foliowing for all streams

2019.02.04

Start
time

00:10 | 01:45:00

Duration = Event

Hot Pursuit
Amerikansk acionkomedie fra 2015. Reese Witherspoon, Sofia Vergara.

(Event type: Movie/Drama-adventure/westemfwar)

01:55 | 01:00:00

Forste date
Maorsk realityserie fra 2018. (2:12/s2). P& Ferste date-restauranten metes single fra hele landet pa blind date.

(Event type: Show/Game show-general)

02:55 | 00:30:00

Hundepatruljen NZ
Vet Clinic - Jonti. Newzealandsk dokumentarserie fra 2016. (13:13/s5).

(Event type: Show/Game show-general)

03:25 | 00:25:00

Hundepatruljen NZ

Episode 4. Mewzealandsk dokumentarserie. (4:10is7). Whanganui Delta-teamet Jason og Farris trekker en innbruddstyv fram fra skjulestedet
sitt, og narkotikahunden Oscar varsler hundepasser Bill om problemer ved Mt Eden fengs..

(Event type: Show/Game show-general)

03:50 | 00:30:00

Hundepatruljen NZ

Episode 5. Newzealandsk dokumentarserie. (5:10/s7). Poliihunden Hades gir ikke opp jakten pa en innbruddstyv. Biosikkerhetslabradoren
Ebony sniffer seg fram fil noe som kravler pa postbandet.

(Event type: Show/Game show-general)

To get detailed information about one event, click the binary symbol [#l. This will open a popup
window with parsing of the underlying EIT table. The information can be displayed either in detailed

hex mode:

Table parsing

Show hex

4

0000 :
0010:

E{ﬂ event
event_id: 10503 (0x2907)

w]

start_time: 2019.02.04 14:02:19
duration: 00:29:06

running_status: running (0x4)

descriptors_loop_length: 233 (000011101001 b) (0x0e9)

descriptors

0o
]
0O
O I'mc_C‘A_modc: 0 {0 b} (0x0)
]

B&

E{ﬂ short event descriptor

: [) descriptor_tag: 77 (0xdd)

[ descriptor_length: 151

[ 150_639 language code: nor

[ event_name_length: 29

[1 event_name: Et &r pd tur med Lars Monsen
[ short descr length: 147

H-C3 parental

4F F1 04 @3
E4 96 14 @2
05 45 74 20
64 20 4C 61

A A2 A

5 - -

[#-(] content descriptor

rating descriptor

(3 Unknown descriptor
- [] CRC32: 0x182650c

EA ED €0 01 00 D2 22 42 61 4F 29 67 O0......... "B.0). -
19 00 29 06 80 E9 4D B5 6E 6F 72 1D ...... )...M.nor.
E5 72 20 70 E5 20 74 75 72 20 6D 65 .Et .r p. tur me
72 73 20 4D 6F 6E 73 65 6E 93 d Lars Monsen..N
orsk opplevelses
serie fra 2007.
Lars Monsen har
v.rt p. langtur
og har tilbrakt
et .r nord for p
olarsirkelen i N
orge, Sverige og
Finland.(1:8) (R
AR S5 AA RE TR 7R AA AT 1 nar wuk 7
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Or in summary mode:

Table parsing x

Event Information Table Present/Following Other
Version number
Section number
Last section number
Service ID 1002 (0x03ea)
Transport Stream ID [PADNCLCLF]
Original Network ID  ERFOR - wrzid]

Event list:
Event ID 10503 (0x2907)
R T 2019.02.04 14:02:19
Duration 00:29:06
Content
type
Event Language @ Value

name |mor | Etér patur med Lars Monsen

Short
description

Leisure hobbies-tourism/travel

Norsk opplevelsesserie fra 2007. Lars Monsen har vaert pa langtur og har tilbrakt et
ar nord for polarsirkelen | Norge, Sverige og Finland.{1:8)(R)

6.9.7 ETR 290 — PCR

ETR Overview || ETR Details || Services || Bitrates || Tables || PID list || PCR || status || ETR thresh. || PID thresh. || service thresh.

. B
X =
[Ethernet [[ As! |[Qam1 |[ oam2 | ;—asﬁ]f\la?-qz.zsﬁQAM E‘i} D3
PCR pids Histogram for PCR PID: 2162 Logging since: Mar 7 17:44:29 Stream info. Null PID: Present CBR: [l
181 14 ns 74 ns 500 ns 252
2162 4gns T4ns 500 ns Max jiter-(ns):: 62
8165 14 ns T4 ns 500 ns 202

Awverage jitter (ns): -12
151

Bin resolution (ns): 37

101
Outside thresholds: 0
50

M
sterng g T N T L e

Out of view: 0

PCR-AC || PCR-0] | [Zoomin || Zoom out | [Clear |

The PCR jitter histogram displays PCR jitter as measured by the probe. A list of detected PCR PIDs
in the selected stream is shown together with their current and maximum PCR jitter values. A PCR
PID is selected for histogram presentation by clicking the associated table entry. The histogram
shows the number of received PCR values versus jitter. PCR jitter is by default measured as PCR-AC
for all interfaces. By creating an ETR threshold template that enables PCR-OJ and assigning this
template to a stream it is possible to select PCR-OJ measurement mode by clicking the PCR_OJ
button. The PCR_OJ measurement is not relevant for Ethernet streams.

Please note PCR analysis will be disabled if none of the PCR-AC, PCR-OJ, PCR Accuracy or PCR
Jitter checks are enabled in the ETR thresholds. So to use the ETR 290 — PCR functionality this
needs to be enabled.

The name of the current stream is displayed in addition to the two round-robin indicator icons when
relevant: the time cycle icon and the lock icon. By clicking the lock icon the round-robin cycling is
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stopped or resumed. The push-buttons Zoom in and Zoom out enables rescaling of the graph. This
makes it possible to view PCR jitter values that are outside the range defined by the auto-scaling.
Clicking the Clear button will clear historical data from the histogram.

Tool-tip functionality provides information about each histogram bar: the number of samples, the
percentage of total number of samples and the jitter interval represented by the bar. For PCR
measurements to be valid it is essential that the signal be stuffed with null packets (PID 8191) to
obtain an absolutely constant bitrate. The stream info above the histogram shows if the analyzed
stream contains null packets or not. A color indicator above the PCR jitter histogram indicates
whether the signal is of constant bitrate or not, as perceived by the PCR filter in the processing
engine. Green indicates OK, red indicates that the PCR jitter measurements are not valid due to the
bitrate not being constant.

Note that PCR jitter measurements for Ethernet streams are very sensitive to packet loss, and packet
loss results in a large jitter values — often for all PCR PIDs of an MPTS.

The PCR PID list displays the following parameters:

PID: The PID for which the following parameters apply.

Current: The last PCR jitter value measured.

Overall max: The maximum PCR jitter value measured since transport stream sync was ob-
tained. Note that this may not correspond to the maximum value for PCR jitter
in the histogram, as the histogram displays values measured from the time when
a PCR PID was selected.

Threshold: The PCR jitter threshold currently valid for the stream, as defined in the associated
ETR threshold template.

In addition to the histogram itself, the following parameters are displayed:

Makx jitter (ns): The maximum jitter value measured from the time the PID was selected.

Average jitter (ns): The average jitter in nanoseconds.

Bin resolution (ns): The width of the jitter interval spanned by each histogram bar.

Outside thresholds: The number of PCR values that are outside the PCR jitter thresholds
(defined by the user as part of the ETR threshold template).

Out of view: The number of PCR values that are out of the currently displayed view.
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6.9.8 ETR 290 — T2MI (requires T2MI-OPT)

Overview | | ETR Details | | PIDs | | Services | | Birates | | Tables | [PCR | | T2MI| | Staws | | Compare | [ ETR thr. | | PID thr. | | Service thr.

ASl Input 2 <l -
[Ethemetl| [Ethemetz| [Ethemnetd] [Etherneta] [ASIL Atz @ g D3
—Overview: rPLP Information:
T2 timestamp: Mon Feb 25 00:55:11 869 2013 Current PLP: 0
Super frame index: Detected PLPs: 0,123
Frame index: 0 Signaled PLPs:
LB CMITSUEMAELD | _FLP___aPLPType PLP group_[Code _lodulation _Rotation ___FEC______|
F“ﬂ‘{‘gf”d modulation ‘Df_ﬁ”i’l"zc"d'”g and madulation @ 0(0x0)  DaaPLPTypel TS 1(0501) 305 256.0AM  Rotation nuse 64K LDPC
e T S © 1(0)  DataPLPType1 TS 1(0x01) 305 256-0AM  Rotationinuse 64K LDPC
Inzut stream identifier: 0 0 2(0x2) Commen PLP TS 1 (0x01) 35 256-QAM Rotation inuse 64K LDPC
Num TS last T2 frarr‘\e' 2% B 3(0x3) DataPLP Type 1 | TS 201 (0xe8) 3/5 256-QAM Rotationinuse | 64K LDPC
Null packet deletion: Disabled
High effiency mode: Enabled
Crc errors BB header. 0
Crec errors whole packet: 0
L1 information:
T2 version: 111 L1 post scrambling: Mot used Sub slices per frame: 1
Type: Transport Stream only L1 modulation: 64-QAM Num aux: ]
T2 lite profile used: Mot used L1 coding: 12 Aux config rfu: ]
BW ext: Extended carrier mode L1 FEC type: LDPC 16K Number of RF: 1
51 T2_SISO L1 repetition: Dynamic signalling not provided Frequencies: 0: 474.00 MHz
S2: FFT 32k, guard intv. 11128 19258, or 19128, not mixed L1 post size: 402 (0x00192) Current RF index: o
PAPR: Mo PAPR reduction is used L1 post info size: 728 (0x002d9) Start RF ichx 0 (0x0)
Pilot pattern: PP7 L1 post extension: Extension field not present Frame icx: 0 (0x00)
T 1D availahility: Mo transmitter identification signals are used L1 change counter: 0 (0x00) Sub slice interval: 0 (0x000000)
Cellid: 0 ({0x0000) Guard interval: 1M28 Type 2 start: 0 (0x000000)
Network ic: 12421 (0x3083) Num T2 frames: 2 Regen flag o
T2 system id: 32768 (0x8001) MNum data symbaols: 29

T2MI monitoring is a licensed option available for transport streams over Ethernet. T2MI is enabled
on a per stream basis, most of the information is found in this GUI extracted from the L1 current
packets in the T2MI streams. The full parsing of this information table is found in the ‘Tables’
section.

Please note that the T2MI stream needs to have either a relative or an absolute T2 Timestamp to be
received properly. Signals without timing information can not be received.

Overview:

The last received T2 timestamp. The probe supports both
relative and absolute timestamps.

T2 timestamp:

Super frame index: The last received superframe index.

Frame index: The index of the last received frame.

Input streams:

Indicates whether Single or Multiple Input Streams are used.

Coding and modulation: Whether the stream uses Constant Coding and Modulation or

Adaptive Coding and Modulation.

Input stream sync: The Input Stream Synchronizer (ISSY) value.

Input stream format: The format of the input stream. Will normally be “TS’.

Input stream identifier:
Num TS pkt. last T2MI frame:

The input stream identifier for the current stream.

The number of transport stream packets that was in the last
T2MI frame.
Whether null packet deletion is in use or not.

Null packet deletion:

High efficiency mode: Whether high efficiency mode is active or not.
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Crc Errors BB header:

The number of CRC errors on the BB header detected since
the monitoring of the stream started.

Crc Errors whole packet:

The number of CRC errors calculated over the whole T2MI
packet since the monitoring of the stream started.

L1 information:

T2 version:

The version of the T2 spec used. Up to version 1.3.1 is supported
including T2 lite.

Type: The type of data carried in the Transport stream.
T2 lite profile used: Set to true if the T2 lite profile is used for sending power efficient
broadcasts to portable clients.
BW ext: The carrier mode (normal or extended).
S1: T2-SISO, T2-MISO or Non-T2.
S2: FFT mode and guard interval.
PAPR: The PAPR reduction mode (if any).
Pilot pattern: Pilot pattern PP1 to PPS.
TX ID availability: Should always be set to ‘No transmitter identification signals are used’.
Cellid: The cell ID for the transmitter.
Network id: The network id for this DVB-T2 network.
T2 system id: The T2 system id.

L1 post scrambling:

Says whether post scrambling is used or not.

L1 modulation:

The L1 modulation type used. BPSK, QPSK, 16-QAM or 64-QAM.

L1 FEC type:

The L1 fec type in use. Only ‘LDPC 16K’ is currently supported in
DVB-T2.

L1 repetition:

Shows if dynamic signaling is provided.

L1 post size:

The L1 post size.

L1 post info size:

The L1 post info size.

L1 post extension:

Shows if extension field is provided.

L1 change counter:

The value of the L1 change counter.

Guard interval:

The guard interval used for the transmission. 1/32, 1/16, 1/8 or 1/4.

Num T2 frames:

The number of T2 frames signaled.

Num data symbols:

The number of data symbols signaled.

Sub slices per frame:

How many sub slices are used per T2 frame.

Num aux:

The number of auxiliary channels transmitted.

Aux config rfu:

The aux config rfu number.

VB3xx 10G Probe User’s Manual version 6.5 151



Number of RF: The number of RF frequencies used to transmit the signal.

Frequencies: The list of frequencies used to transmit the signal. Normally only one
frequency will be used.

Current RF index: The index of the frequency currently being used for the transmission.
Start RF idx: The starting RF index.

Frame idx: The frame index.

Sub slice interval: The interval between sub slices.

Type 2 start: The value of the type 2 start parameter.

Regen flag: The value of the regen flag.

PLP (Physical Layer Pipes) information:

Current PLP: The PLP currently being received. If a specific PLP was configured the
interface settings T2MI extraction (Multicasts — Streams), this will be used.
If auto mode is used the first PLP detected will be used.
Detected PLPs: The detected PLP ids in the T2MI stream. In some error situations this may
differ from the list of Signaled PLPs show below.

Signaled PLPs: Lists the PLPs signaled in the stream.

PLP type: The signaled type of the PLP. Data PLP Type 1 is the most common, some
signals can have a common PLP as well as well as other PLP types.

Payload: Payload type of this PLP. Will typically be the Transport Stream format

PLP Group: The group signaled for this PLP. The PLPs in a group shares one common PLP
and when analyzing a PLP both the data in the specified PLP and the common
PLP in the same group (if present) are extracted. The PLP contains PIDs
which are shared such as PAT, SDT, NIT, CAT and EMMs. In the example
above , analyzing PLP 0 will also analyze PLP 2.

Code: The FEC coding scheme used for this PLP.

Modulation: Modulation for the PLP.
Rotation: Specifies if IQ rotation is enabled.

FEC: Specifies the FEC coding type for this PLP.

Clicking the blue information symbol in the PLP list will bring up more detailed information for
that PLP.
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Detailed PLP information X

PLP 1 (0x01)
Type: Data PLP Type 1
Payloack: 5
FF flag: Mot applicable
First RF icx: Met applicabls
First frame ickx: 0 (0x00)
PLP group id: 1 (0x01)
Coding: 35
Modulation: 256-QAM
Rotation: Rotation in use
FEC type: 64K LDPC
PLP rum blocks max: 48 (0x030)
Frame interval: 1 (0x01)
Time IL length: 3 (0x03)
Time IL type: One interleaving frame corresponds to one T2-frame and contains one or
more Tl-blocks
In band A: In-band type A signaling not carried
In band B: In-kand type B signaling not carried
PLP mode: Mot specified
Static: Mat static, fields can change at any time
Static padding: Walue of DFL of current PLP may vary from BEFrame to BEFrame
PLP start: 550800 (0x086790)
PLP num blocks: 34 (0x022)
Detailed PLP information:

PLP: The ID of the signaled PLP.

Type: The signaled type of the PLP. Data PLP Type 1 is the most common,
some signals can have a common PLP as well as well as other PLP
types.

Payload: Payload type of this PLP. Will typically be the Transport Stream format
FF flag: The FF flag value.
First RF idx: The first RF index used for transmitting this PLP.
First frame idx: The first frame index used to transmit this PLP.
PLP group id: The group signaled for this PLP. The PLPs in a group shares one
common PLP and when analyzing a PLP both the data in the specified
PLP and the common PLP in the same group (if present) are extracted.
The PLP contains PID which are shared such as PAT, SDT, NIT, CAT
and EMMs.
Coding: The FEC coding scheme used for this PLP.
Modulation: Modulation used for transmitting this PLP.
Rotation: Specifies if 1Q rotation is enabled for this PLP.
FEC type: Specifies the FEC coding type for this PLP.

PLP num blocks max:

The maximum number of blocks which can be used by this PLP.

Frame interval:

The frame interval for this PLP.

Time IL length:

The length of the time interleaver.

Time IL type:

The time interleaving type in use.

In band A:

Says if in-band type A signaling is used for this PLP.
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In band B: Says if in-band type B signaling is used for this PLP.
PLP mode: The PLP mode for this PLP.
Static: Says whether the PLP bandwidth is static or not static.
Static padding: Says whether the padding is static or can change between each BB

frame.
PLP start: The start value for the PLP in the stream.

PLP num blocks: The number of blocks used for this PLP.

6.9.9 ETR 290 — Status

ETR Overview || ETR Details || Services || Bitrates || Tables || PID list || PCR. | Status | ETR thresh. || PID thresh. || Service thresh.

(<o)

[Ethernet | [asi |[QAMT][QaM2 | 5, 26 0an © | D3

B3 Service view
[ 3111 Discovery HD: 4.08 Mbps
[ 3113 Viasat Sport HD: 9.01 Mbps
. @+ 3114 Eurosport HD: 13.55 Mbps
E|’..3 PID view
- 0 PAT: 20.76 kbps
[l 1 CAT: 2.965 kbps
[l 16 NIT: 4.44 kbps
-l 17 SDT/BAT: 99.38 kbps
&l 18 EIT: 2.11 Mbps
-l 20 TDT/TOT: 1.52 kbps
-l 33 Unknown: 4.44 kbps
£l Unref PID
.l Unreferenced PID check

[ 176 PMT: 20.76 kbps
B 177 Aro Asdi N2 N lh E‘

The ETR 290 — Status view shows a stream content overview linked to current alarms, making it
easy to view what services and PIDs are currently affected by errors.

By clicking any of the ‘view’, service or PID nodes, more information will be displayed on the right
hand side of the table. This information is described in ETR 290 — Services.
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6.9.10 ETR 290 — Compare

Overview | | ETR Details | | PIDs | | Services | | Bitrates | | Tables | | PCR | [ Status | | Compare | [ETRtr. | | PID thr. | [ Service thr. |

Select streams and services for comparison g

Steamisenice T gy oetals —(vinbir— Maxbir |
-0 NRK 1 Ethernet | 239.255.0.1:5500 3.52 Mbps 8.50 Mbps
EHE NRK 2 Ethernet | 239.255.0.2.5500 4.80 Mbps 7.73 Mbps
FH-E TV 2 (N) Ethernet | 239.255.0.3:5500 2.10 Mbps 4.96 Mbps
-l TvMorge Ethernet | 239.255.0.4.5500 2.37 Mbps 4.93 Mbps
-0 TV 2 Sport Ethernet | 239.255.0.5:5500 2.81 Mbps 8.22 Mbps
-l Star Ethernet | 239.255.0.6.5500 4.41 Mbps 4.42 Mbps
[+l Showtime Ethernet | 239.255.0.7:5500 4.26 Mbps 4.29 Mbps
G-l Discovery World Ethernet | 239.255.0.13:5500 3.58 Mbps 3.61 Mbps
I MTV Ethernet | 239.255.0.12:5500 4.27 Mbps 4.30 Mbps
[ CNN International Ethernet | 239.255.0.10:5500 2.24 Mbps 4,28 Mbps

~ [l ASI Input 1 ASI ASI N/A NIA

Show streams| | Show services Compare selected

The Compare view is based on analysis performed by the ETSI TR 101 290 engine and only the
streams monitored by ETR will be listed.

The Compare view allows comparison of services or transport streams across different probe
interfaces. Clicking Show streams results in a list of selectable transport streams and services,
and clicking Show services results in a list of selectable services. Note that the screen is not
auto-refreshed, click the Compare tab to perform an active refresh.

Overview | | ETR Details | | PIDs | | Services | | Bitrates | [ Tables | | PCR | [ stats | | Compare | [ETRthr. | [PID thr. | [ Service thr. |

Select streams and services for comparison j’ ]
Servoe T i fSieamname — [etais — Minbir_— Maxbir
‘- 1 CNN International Ethernet | CNN International 239.255.0.10:5500 1.24 Mbps 4.29 Mbps
W 1 Discovery World Ethernet | Discovery World 239.255.0.13:5500 3.57 Mbps 3.61 Mbps
W 1MTV Ethernet | MTV 239.255.0.12:5500 4.25 Mbps 4.29 Mbps
[l 1 NRK1 Ethernet | NRK1 239.255.0.1:5500 3.42 Mbps 8.91 Mbps
. 1 NRKZ Ethernet | NRK 2 239.255.0.2:5500 2.72 Mbps 8.90 Mbps
W 1 Showtime Ethernet | Showtime 239.255.0.7:5500 4.25 Mbps 4.28 Mbps
W 1 Star Ethernet | Star 239.255.0.6:5500 4.39 Mbps 4.42 Mbps
W 1TV 2(N) Ethernet | TV 2 (N) 239.255.0.3:5500 1.1% Mbps 7.16 Mbps
=l 1 TV 2 Sport Ethernet | TV 2 Sport 239.255.0.5:5500 1.76 Mbps 8.22 Mbps
-l 1 TvNorge Ethernet | TVNorge 239.255.0.4:5500 1.32 Mbps 4.97 Mbps

Show streams| | Show services Compare selected

One or more services or transport streams are selected by clicking and later Ctrl + clicking items
from the list. Clicking the Compare selected button will launch a condensed overview page that
allows status parameters for services or streams to be viewed side by side. Key parameters are
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presented in one column for each service/stream, and it is easy to recognize differences in signal
contents or alarm status. The number of streams that can be compared depends on screen size.

Overview | | ETR Details || PIDs || Services || Bitrates || Tables || PCR || Status || Compare || ETR thr. || PID thr. || Serv. thr. || Goid TS thr. |
Overview (SAT1 / Viacom (11.727 GHz)) #  Owverview (SAT2 [/ C More (11.372 GHz)) ~
Stream overview Error statistice 5t averview Error statisti
TS I1D: 1066 Total monitoring fime: Mo Signal: . T51D: 35 Total monitoring fime:  MNe Signal: .
MWD 1 23d,1h 3h, 1M m MWD 70 1d,7h 7m,46s
Orig W ID: 1 ETR Priority 1: CC Emors: Orig W ID: 70 ETR Priarity 1: CC Errors:
Min. eff. bitr:  12.05 Mbps 3h,21m . O9m,52s . Min. eff. bitr.  42.97 Mbps gm5Ss . 195 .
Max. eff. bitr:  36.83 Mbps ETR Priorify 2: . Interface errors: . Max._ eff. bitr 43.02 Mbps ETR Priarity 2: Interiace errors: .
Min. tot. bifr:  38.01 Mbps Mo errors Mo errors Min. tet. bitr:  55.71 Mbps 22s Mo errors
Max. tot. bifr: 38.05 Mbps ETR Priority 3: Other checks: Max. tot. bitr: 55.72 Mbps ETR Priarity 3: Other checks:
Last update: 423 Mo errars . Mo errors . Last update: Sm, 493 Mo errors . Mo errars .
Service alarms (SAT1 / Viacom (11.727 GHz)) #  Service alarms (SAT2 / C More (11.372 GHz)) -
[ 28651 Nickelodeon HD - M 6901 C More Live HD
I 28652 Nickelodeon Turkey I 7441 Kunskapskanalen HD
W 28654 MTV Hits W 7725 TV 2 Charlie HD
M 28655 MTV Dance W 7726 TV 2 Mews HD
W 28656 VH1 I 13041 Kunskapskanalen HD - Text
=1 28657 VH1 Classic
M Frogram Clock Reference emor 1220 MPEG4 Vi...
[l 28659 MTV ROCKS >
Services [Sth | Viacom (11.727 GHz}} ~ | Services (SAH [/ C More (11.372 GHz)) ~
IIEI 28651 Nickelodeon HD 1.518 Mbns MN3PEM._. |18 6901 C More Live HD M538M.. | 1156TM... |0
[+l 28652 Nickelodson Turkey 911440 k.. 6.835Mbps 15 7441 Kunskapskanalen HD | 10.555 M... 10804 M._. | 0
[ [ 28654 MTV Hits TE0.944 . | 6341 Mbps 5 7725 TV 2 Charlie HD 9,922 Mbps | 9.946 Mbps | 0

The compare column consists of several sub-views:
Stream overview

Overview (SAT2 / C More (11.372 GHz))

— 3tream overview — Error statistics

TS ID:
MW ID:
Crrig MW 1D:
Min. eff. bitr:

Min. tot. bitr:

Last update:

Max. eff. bitr-

Maz. tot. bifr:

35

70

70

42 97 Mbps
43.02 Mbps
55.71 Mbps
55.72 Mbps
O9m, 49 s

1d,7h

ETR Priority 1:
8m,5s

ETR Priority 2:
225

ETR Priority 3:
Mo errors

Total monitoring time:

Mo Signal:
Tm, 46 s
CC Errors:
19s

Interface ermors:

Mo errors
Other checks:
Mo errors

Stream overview shows a number of key parameters for the selected stream/service.

Stream overview

TS ID: The transport stream ID of the selected stream or the stream containing the
selected service
NW ID: The network ID of the selected stream or the stream containing the selected
service
Orig NW ID: The original network ID of the selected stream or the stream containing the

selected service
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Min. eff. bitr:

The minimum effective bitrate (null packets removed) measured for the selected
stream or the stream containing the selected service

Max. eff. bitr:

The maximum effective bitrate (null packets removed) measured for the selected
stream or the stream containing the selected service

Min. tot. bitr:

The minimum total bitrate (including null packets) measured for the selected
stream or the stream containing the selected service

Max. tot. bitr:

The maximum total bitrate (including null packets) measured for the selected
stream or the stream containing the selected service

Last update:

The time since the last update. The information will be updated when the round
robin ETR engine stops monitoring a stream or once every minute for streams
which are permanently monitored.

Error statistics

Total monitoring time: The total time the stream has been monitored by the ETR engine

ETR Priority 1: The time the stream has been affected by ETSI TR 101 290 Priority 1

€ITrors

ETR Priority 2: The time the stream has been affected by ETSI TR 101 290 Priority 2

€rrors

ETR Priority 3: The time the stream has been affected by ETSI TR 101 290 Priority 3

CITOrsS

No signal: The time the stream has been affected by ‘No signal’ alarm

CC errors: The time the stream has been affected by ‘CC error’ alarm

Interface errors: The time the stream has been affected by ‘Interface error’ alarm

Other checks: The time the stream has been affected by miscellaneous ‘Other’ alarms

Pie charts indicate for how long the stream has been affected by errors compared to the total
monitoring time, green color representing ‘OK’ and red color ‘Error’.

Service alarm

Service alarms (SAT1 [ Viacom (11.727 GHz)) -
[ 28651 Nickelodeon HD
[l 28652 Mickelodeon Turkey
M 28654 MTV Hits
[ 28655 MTV Dance
[ 28656 WH1

=l 28657 WH1 Classic
M Frogram Clock Reference eror 1220 MPEG4 Vi...

M 28659 MTV ROCKS -
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If a transport stream is selected for comparison the Service alarms sub-view displays a list of
services present in the stream. If there is one or more active alarms for a service this will be indicated
by ared ‘bulb’ whereas a green ‘bulb’ indicates no active alarms. If a service is affected by one or
more active alarms these alarms may be viewed by expanding the service tree. If relevant the PIDs
affected by alarms are also displayed. Note that only alarms detected during the last monitoring
period are displayed.

If a service is selected for comparison this sub-view simply shows the selected service and any
active alarms affecting the service.

Services
Services (SAT2 [ € More (11.372 GHz)) S
H=[EE 6901 C More Live HD 11538 M... | 11.575M...

]
404 PMT T.440 kbps 7.57Gkbps |0
‘E‘HQM MPEG1 Audio 261125 .. 263856 ... |0
ﬁp,3325 MPEG1 Audio 261125 ... 263856... |0
7116 ECM 14880 k... |16608k... O
]
]
]

(411273 MPEG4 Video | 11.008 M... | 11.040 M... MIA
7441 Kunskapskanalen HD | 10.552 M... | 10.599 M...
7725 TV 2 Charlie HD 8922 Mbps | 9.955 Mbps -

If a transport stream is selected for comparison the Services sub-view displays a list of services
present in the stream. Clicking the plus icon at a service will expand the service tree, displaying
the service’s individual components. The minimum and maximum effective bitrates of a service/-
component are also shown, in addition to the number of continuity counter errors and the maximum
measured PCR jitter (if relevant).

Colored PIDs indicate scrambling; blue and green representing odd and even scrambling respectively.

Note that all references to a PID will result in a PID entry, i.e. one PID may be displayed several
times in the list.

Alarm graph
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© sencore

Alarm graph (SAT1 [ Viacom (11.727 GHz)) ~
Timeine
[ 010010 | 03:00m0 | 0s:00m0 | 07:00M0
= Alarm status
= ETR Priority 1
Continuity
=1 ETR Priority 2
PTS
= ETR Priority 3
Unref PID

[Show all] [Show emors|

The Alarm graph sub-view shows similar alarm graphs as the ETR 290 — ETR Details — Alarm
graph popup view. Please refer to the ETR 290 — ETR Details section of this User’s Manual for
a comprehensive description of this view.

ETR Details
ETR. Details (SAT1 [ Viacom (11.727 GHz)) »
Pri1 Pri2 Pri} Other Interface
BWTSsync M Transporit W NIT M CA syst. M Post LDPC-BCH
M Sync byte B CRC Msirep  BPIDminbr.  EMER
M PaT M PCR H unref PID W PID maxbr. Bl SR
M Continuity B PCR accr. B SDT M PID ch. M sig. sir.
M PaT M FTS HeT M serv. minbr. [ Pkt err.
B mizs.PiD W CAT M RST M serv. maxbr. M Cenire frequency
M ToT M serv. ch. M symbol rate

O mip O T2m

[ Gold TS M En/Mo

[ Time M Evia

M Intf. ovfl

The ETR details sub-view shows the same alarm overview as the ETR 290 — ETR Details view.
Clicking a check will open a pop-up view displaying alarm details. Please refer to the ETR 290 —
ETR Details section of this user’s manual for a comprehensive description of this view.
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6.9.11 ETR 290 — ETR threshold

Overview || ETR Details || PIDs || Services || Bitrates || Tables || PCR || status || compare || ETR thr. || pip thr. || Serv. thr. || Gold TS thr. |
ETR Thresholds S 1
These thresholds are used to define detailed conditicns for ETR 290 alarm triggering on a per-stream basis.
Refs Descripion "~~~  [Tnngdumtion __|Mode lEdt |

ETSITR 101 290 0 Seftings according fo TR 101 290. Some advanced features are disabled To OVE Edit
Full ETR 280 131 Settings according to TR 101 290. Some advanced features are disabled 70 DVE Edit
ATSC Default 0 ATSC template based on TR 101 290. Some advanced features are disabled T0 ATSC Edit
Optimised 0 Optimised settings with additional checks enabled 70 DVE Edit
IP-SPTS 0 Settings adapted to IP sireaming of Single Program Transport Sireams 20 DVE Edit
CMTS downlink 0 Used to verify CMTS downlink fraffic 20 OWE Edit
Analog camier 0 For monitoring analog frequencies 15 DVE Edit
Default 4 Default template used for new streams. Only important alarmis are raised. T0 OvBE Edit
PCR testing 3 70 DVEB Edit
AS| 1 70 DVEB Edit
DVEB-T2 1 70 DVE Edit
DVB-T1 1 70 DVE Edit
SAT 1.2 GHz 1 70 DVB Edit

ETR thresholds: 13

[Add new threshold| [Duplicate selected| [Delete selected| [Edit selected

The ETR thresholds make it possible to define detailed conditions for ETR 290 alarm triggering on
a per-stream basis. There are seven predefined ETR threshold templates that are write-protected and
cannot be edited by the operator:

¢ Default

ETSITR 101 290

ATSC Default

* Optimised

IP-SPTS

CMTS downlink

* Analog carrier

These predefined thresholds may be used when defining a monitoring configuration, but it is a
good idea to create editable copies of these threshold templates and use these copies rather than the
originals. Doing so will allow fine-tuning of parameters later on.

There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold button. A pop-up window will appear
allowing the user to define alarm conditions and set the round-robin cycling time. The default values
of the different parameters settings are in accordance with the template Default. Another way of
creating a user-defined threshold template is by highlighting one of the threshold templates already
defined and then click the Duplicate highlighted button. The copy created this way may be edited
during the fine-tuning phase of system configuration.
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Deleting an ETR threshold template is done by highlighting the threshold template that should be
removed and clicking Delete highlighted. Note that if the deleted threshold template is assigned to
a stream currently being monitored, the new threshold for that stream will default to the predefined
Default threshold template.

It is possible to perform multi-editing of existing threshold templates by selecting several threshold
templates (using the regular Ctrl + click or Shift + click functionality) and clicking Edit selected.
Parameters that differ between the threshold templates will be represented by an asterisk in the Edit
ETR threshold view. Changes made will affect all selected threshold templates.

Edit ETR Threshold *®

Name ETSI TR 101 290
Description|Settings according to TR 1

General || Priority 1 || Priority 2 || Priority 3 || Other checks || Interface checks

Parameter Setting

Analyzing mode OVB
Ermor timeout (s) 10

Tuning duration (s) o ]
Synic loss tuning duration (s)
Minimum section gap (ms)

The ETR threshold dialog is divided into tabs for easier access to the relevant settings and has the
following settings:

ETR Thresholds — Parameters:
Name: A text field with the name of the ETR threshold template

Description: Text field that should contain a meaningful description of the threshold

ETR Thresholds — General:
Analyzing mode: The mode of table analysis. DVB, ATSC or ISDB may be selected.
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Error timeout (s):

The number of seconds an alarm stays active before it is cleared, if no new
alarms are generated. For all table related alarms the actual alarm timeout
used is the sum of the Error timeout parameter and the maximum table
repetition period. E.g. the TDT (Time Date Table) with table repetition
set to 30 seconds will have an effective error timeout of 40 seconds. This
avoids toggling of alarms for tables that are sent infrequently. Default
value: 10 s

Tuning duration (s):

The time (in seconds) the probe will stay tuned to a frequency/multicast
during the round-robin loop. For setting the tuning duration, use the
following expression: max_table_rep*2 + 10

Use the maximum table repetition, multiply it by 2 and then add 10
seconds.

E.g. with TDT repetition set to 30 seconds, use 30*2+10=70 seconds
tuning duration.

In order to speed up the tuning process tables should be transmitted more
frequently. For instance if TDT, which is usually the least frequently
transmitted table, is sent every 10 seconds, a tuning duration of 30 seconds
may be used. For signals without TDT (common in SPTS) the TDT check
can be disabled and the tuning duration may be reduced. If the tuning
duration is set too low the checks for tables with long table repetition
periods will still be in an unknown state as the probe does not have
enough measurements to determine the state for these. Tuning duration
should never be set to less than 10 seconds for Ethernet streams and 15
seconds for all other streams (the minimum for RF steams depends on
the setup). Default value: 70 s

Sync loss tuning
duration (s):

The time (in seconds) the probe will stay tuned to a frequency/multicast
with TS Sync loss during the round-robin tuning process. Usually there
is no need to stay tuned to a frequency/multicast once the probe has
established that there is no signal on the tuning setup. When monitoring
a tuning setup with signal loss, the probe will use the lowest value of
‘Tuning duration’ and ‘Sync loss tuning duration’, e.g. if the former is
set to 60 seconds and the latter to 1000 seconds, 60 seconds will be used.
Default value: 15 s
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Minimum section The minimum allowed gap between transmission of two consecutive
gap (ms): sections with the same table ID. If the sections are transmitted too rapidly
the STB may not be able to process the data in time and various problems
can occur. However newer STBs can normally handle lower section
gaps than the default value of 25ms. The section gap time is measured
as the time between reception of the last TS packet of two consecutive
(complete) sections. This section gap setting is used for PAT, PMT, CAT,
NIT, RST, TDT, MGT, VCT, PIM/PNM, RRT, ATSC EIT, ETT and STT.
There are separate gap settings for SDT and EIT. Default value: 25 ms

Edit ETR Threshold x

Name ETSI TR 101 290
Description|Settings according to TR 1

General || Priority 1 | Priority 2 || Priority 3 || Other checks || Interface checks

Parameter Setting

TS sync Alarm = w
Sync byte Alarm v
PAT Alarm  w

Maximum interval (ms)
Minimum number of services
Allowed Transport Stream IDs

Continuity

PMT
Maximum interval (ms) 00 ]
Minimum number of components D
Reqguire language descriptors M

Missing PID

ETR Thresholds — Priority 1:

TS sync: Enable or disable alarming of no signal error (TS sync loss)

Sync byte: Enable or disable alarming of sync byte errors

PAT: Enable or disable alarming of Program Association Table errors

PAT — Maximum The maximum allowed section repetition interval for the PAT table.
interval (ms): Default according to ETSI TR 101 290: 500 ms

PAT — Minimum The minimum number of services that must be present in the PAT.
number of services: Set to 0 to disable this check. Default: 0
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PAT - Allowed
Transport Stream IDs:

When this field is left blank all TS IDs are considered valid. If one or
more TS IDs are specified (separated by commas or as a range) only
these IDs are considered valid, and any other TS ID will trigger an
alarm. Example of a valid field: ‘100-120, 300,320’

Continuity:

Enable or disable alarming of Continuity Counter errors

PMT:

Enable or disable alarming of Program Map Table errors

PMT - Maximum
interval (ms):

The maximum allowed section repetition interval for the PMT tables.
Default according to ETSI TR 101 290: 500 ms

PMT - Minimum
number of components:

The minimum number of components that must be present in all
services. Set to 0 to disable this check. Default: 0

PMT - Require
language descriptors:

If enabled it requires a language descriptor to be present for all audio
components signaled in the PMT. Default: Disabled

Missing PID:

Enable or disable alarming of missing PID errors

Note that errors affecting individual PIDs may be effectively masked by creating suitable PID
threshold templates that are associated with these PIDs. This is particularly useful for PIDs affected
by continuity counter errors, missing PID errors and unreferenced PID errors.

Edit ETR Threshold x

Name ETSI TR 101 290
Description|Settings according to TR 1

Parameter Setting

Transport Alarm W

CRC Alarm W
Check EIT

PCR Alarm W

Maximum interval (ms)
Minimum interval (ms) P
Discontinuity threshald (ms)
Require presence of PCR O

PCR accuracy
Edmaximum PCR_AC jitter (ns)
[IMaximum PCR_QU jiter (ns}
PTS
Maximum interval (ms) 700
Minimum PTS ahead of PCR (ms) 1000
[|Maximum PTS ahead of PCR (ms) 2000
caT
Maximurm interval (ms)

| Priority 3 || Other checks || Interface checks

Close
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ETR Thresholds — Priority 2:

Transport:

Enable or disable alarming of Transport error indicator errors

CRC:

Enable or disable alarming of checksum errors for tables

CRC - Check EIT:

When enabled alarming of CRC errors in the EIT tables will be
performed. Default: Enabled

CRC - Check AIT:

When enabled alarming of CRC errors in the AIT tables will be
performed. Default: Enabled

PCR:

Enable or disable alarming of Program Clock Reference errors

PCR - Maximum
interval (ms):

The maximum interval between reception of PCR values. Default
according to ETSI TR 101 290: 40 ms

PCR - Minimum
interval (ms):

The minimum interval between reception of PCR values. Nor-
mally this setting should be 0. Default: 0 ms

PCR - Discontinuity
threshold (ms):

The maximum change in the PCR value between two adjoining
PCR values (where the discontinuity indicator flag has not been
set). Default according to ETSI TR 101 290: 100 ms

PCR - Require
presence of PCR:

When enabled an alarm will be raised if a PID signaled as PCR
in the PMT does not carry PCR information

PCR Accuracy:

Enable or disable alarming of PCR Accuracy (PCR lJitter) errors
for OCR_AJ and PCR_QOJ. PCR_OJ is not relevant for Ethernet
streams.

PCR Accuracy - Maximum
PCR_AC jitter (ns):

The maximum allowed PCR jitter for PCR_AC measurements.
Checking of this value will be performed if the checkbox is
enabled. Default according to ETSI TR 101 290: 500 ns

PCR Accuracy - Maximum
PCR_QO] jitter (ns):

The maximum allowed PCR jitter for PCR_OJ measurements.
PCR_OJ measurement does not apply to IP streams. Checking of
this value will be performed if the checkbox is enabled and the
stream is received on an ASI or RF interface. Default according
to ETSI TR 101 290: 500 ns

PTS:

Enable or disable alarming of Presentation Time Stamp errors

PTS — Maximum
interval (ms):

The maximum allowed interval between the reception of two
PTS values. Checking of this measurement will be performed for
all PTS PIDs if the checkbox is enabled in the ETR Thresholds
template. When the checkbox is disabled the measurement will
only be checked for the PIDs that have this measurement enabled
in the PID threshold template. Default threshold according to
ETSI TR 101 290: 700 ms
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PTS — Minimum
PTS ahead of PCR (ms):

The minimum allowed value for the measurement of the signaled
PTS versus the current PCR clock. If the PTS value sent refers to
a PCR clock time that have already passed the measurement will
be negative. Checking of this measurement will be performed for
all PTS PIDs if the checkbox is enabled in the ETR Thresholds
template. When the checkbox is disabled the measurement will
only be checked for the PIDs that have this measurement enabled
in the PID threshold template. Default: -1000 ms

PTS — Maximum
PTS ahead of PCR (ms):

The maximum allowed value for the measurement of the signaled
PTS versus the current PCR clock. Checking of this measurement
will be performed for all PTS PIDs if the checkbox is enabled in
the ETR Thresholds template. When the checkbox is disabled
the measurement will only be checked for the PIDs that have this
measurement enabled in the PID threshold template. Default:
2000 ms

CAT:

Enable or disable alarming of Conditional Access Table errors

CAT - Maximum
interval (ms):

The maximum allowed section repetition interval for the CAT
table. Default according to ETSI TR 101 290: 500 ms
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Edit ETR Threshold x
Name
Description[Setfings according to TR 1
General || Priority 1 || Priority 2 || Prierity 3 || Other checks || Interface checks

Parameter Setting
Maximum interval, actual {ms) 10000
Maximum interval, other (ms) [foooo |

|:|Requile network id D

|:|Hequile orig.netw.id D
Min.num. transport streams 0
Cable descriptor (DVEB-C) Optional R
Cable descriptor (DVB-C2) Optional w
Satellite descriptor (DVB-5)
Satellite descriptor (DVB-52) Optional -
Termrestrial descriptor (DVB-T) Optional w
Temestrial descriptor (DVB-T2) Optional w
Compare with reference MIT [}

S| repetition rate

Unreferenced PID Alarm W

SDT Alarm W
Maximum interval, actual {ms) 2000
Maximum interval, other (ms) [foooo | -

Close
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ETR Thresholds — Priority 3:

NIT:

Enable or disable alarming of Network Information Table errors.
Only relevant when DVB mode is selected.

NIT - Maximum
interval actual (ms):

The maximum allowed section repetition interval for the NIT
actual table. Default according to ETSI TR 101 290: 10 s

NIT - Maximum
interval other (ms):

The maximum allowed section repetition interval for the NIT
other table. Default according to ETSI TR 101 290: 10 s

NIT - Require
network id:

If enabled the probe will require that the network ID found in the
NIT matches the configured value. Default: Disabled

NIT - Require
orig. netw. id:

If enabled the probe will require that the original network ID
found in the NIT matches the configured value. Default: Disabled

NIT - Min.
num. transport streams:

The minimum number of transport streams that must be present
in the NIT. Set to O to disable this check. Default: 0

NIT - Cable
descriptor (DVB-C):

If set to ‘Required’ an alarm will be generated if a DVB-C Cable
descriptor is not present in the NIT for the monitored frequency.
Similarly if set to ‘Not allowed’, an alarm will be generated if
the DVB-C Cable descriptor is present. Default: Optional

NIT - Cable
descriptor (DVB-C2):

If set to ‘Required’ an alarm will be generated if a DVB-C2 Cable
descriptor is not present in the NIT for the monitored frequency.
Similarly if set to ‘Not allowed’, an alarm will be generated if
the DVB-C2 Cable descriptor is present. Default: Optional

NIT - Satellite
descriptor (DVB-S):

If set to ‘Required’ an alarm will be generated if a DVB-S
Satellite descriptor is not present in the NIT for the monitored
frequency. Similarly if set to ‘Not allowed’, an alarm will be
generated if the DVB-S Satellite descriptor is present. Default:
Optional

NIT - Satellite
descriptor (DVB-S2):

If set to ‘Required’ an alarm will be generated if a DVB-S2
Satellite descriptor is not present in the NIT for the monitored
frequency. Similarly if set to ‘Not allowed’, an alarm will be
generated if the DVB-S2 Satellite descriptor is present. Default:
Optional
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NIT - Terrestrial
descriptor (DVB-T):

If set to ‘Required’ an alarm will be generated if a DVB-T Ter-
restrial descriptor is not present in the NIT for the monitored
frequency. Similarly if set to ‘Not allowed’, an alarm will be
generated if the DVB-T Terrestrial descriptor is present. Default:
Optional

NIT - Terrestrial
descriptor (DVB-T2):

If set to ‘Required’ an alarm will be generated if a DVB-T2
Terrestrial descriptor is not present in the NIT for the monitored
frequency. Similarly if set to ‘Not allowed’, an alarm will be
generated if the DVB-T2 Terrestrial descriptor is present. Default:
Optional

NIT - Compare
with reference NIT:

If enabled the NIT will be compared with the NIT on the reference
frequency, and an alarm will be generated if a mismatch is found.
The first frequency in the tuning list will be used as the reference
frequency. Both the CRC values of the different sections and the
number of sections must be identical. Default: Disabled

SI Repetition Rate: Enable or disable alarming of SI Repetition Rate errors.
Unreferenced PID: Enable or disable alarming of Unreferenced PID errors. To mask
Unreferenced PID alarms for a PID create a PID threshold
template where this error is masked.
SDT: Enable or disable alarming of Service Description Table errors.

Only relevant when DVB mode is selected.

SDT - Maximum
interval actual (ms):

The maximum allowed section repetition interval for the SDT
actual table. Default according to ETSI TR 101 290: 2 000 ms

SDT - Maximum
interval other (ms):

The maximum allowed section repetition interval for the SDT
other table. Default according to ETSI TR 101 290: 10 000 ms

SDT - Minimum
gap interval (ms):

The minimum allowed section gap interval for the SDT table.
Default according to ETSI TR 101 290: 25 ms

SDT - Verify
SDT against PAT:

If enabled an alarm will be generated if a service found in the
PAT is not listed in the SDT. Default: Disabled

SDT - Require
service name:

If enabled an alarm will be generated if a service found in the
PAT does not have a service name or if the service name is empty.
Default: Disabled

SDT - Require
BAT Presence:

If enabled an alarm will be generated if BAT is not present in the
stream. Default: Disabled

EIT:

Enable or disable alarming of Event Information Table errors.
Only relevant when DVB mode is selected.
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EIT — Maximum
interval actual (ms):

The maximum allowed section repetition interval for the EIT
actual table. Default according to ETSI TR 101 290: 2 000 ms

EIT — Minimum
gap interval (ms):

The minimum allowed section gap interval for the EIT tables.
Default according to ETSI TR 101 290: 25 ms

EIT - Required
Table IDs:

If one or more table IDs are specified an alarm will be gener-
ated if these table IDs are not present in the stream on the EIT
PID. Entries should be separated by commas, or a range may be
specified. Example: “78,79,80-85" Default: Disabled

EIT - Verify that
present event is
transmitted

If enabled, an alarm will be raised if one or more services don’t
have a present event transmitted in the EIT (i.e. no EPG for the
current program)

EIT - Check valid
time for present event

If enabled, an alarm will be raised if time signaled for the present
event (the current program) is not correct. The maximum offset
from the current time can be configured.

EIT - Maximum timing
error for present event(s)

The maximum timing error to allow for the present event. If the
current time is not inside the program start/stop times by this
margin then an alarm will be raised.

EIT - Verify that
following event is
transmitted

If enabled, an alarm will be raised if one or more services don’t
have a following event transmitted in the EIT (i.e. no EPG for the
next program)

RST:

Enable or disable alarming of Running Status Table errors. Only
relevant when DVB mode is selected.

RST - Maximum
interval (ms):

The maximum allowed section repetition interval for the RST
table. Default according to ETSI TR 101 290: 20 s

TDT:

Enable or disable alarming of Time Date Table errors. Only
relevant when DVB mode is selected.

TDT - Maximum
interval (ms):

The maximum allowed section repetition interval for the TDT
and TOT tables. Default according to ETSI TR 101 290: 30 000
ms

TDT - Require
TOT presence:

Check this checkbox if TOT presence is required. Default: dis-
abled

MGT:

Enable or disable alarming of Master Guide Table errors. Only
relevant when ATSC mode is selected.
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MGT - Maximum
interval (ms):

The maximum allowed section repetition interval for the MGT
table. Default: 150ms

VCT:

Enable or disable alarming of Virtual Channel Table errors. Only
relevant when ATSC mode is selected.

VCT - Require TVCT:

Require presence of the Terrestrial Virtual Channel Table.

VCT - Require CVCT:

Require presence of the Cable Virtual Channel Table.

VCT - Maximum
interval (ms):

The maximum allowed section repetition interval for the VCT
table. Default: 400ms

PIM/PNM:

Enable or disable alarming of Program Information Message and
Program Name Message tables. Only relevant when ATSC mode
is selected.

PIM/PNM - Require
PIM:

Require presence of the Program Information Message table.

PIM/PNM - Maximum
interval PIM (ms):

The maximum allowed section repetition interval for the PIM
table. Default: 500ms

PIM/PNM - Require PNM:

Require presence of the Program Name Message table.

PIM/PNM - Maximum
interval PNM (ms):

The maximum allowed section repetition interval for the PNM
table. Default: 1000ms

RRT:

Enable or disable alarming of Rating Region Table errors. Only
relevant when ATSC mode is selected.

RRT - Maximum
interval (ms):

The maximum allowed section repetition interval for the RRT
table. Default: 30000ms

STT:

Enable or disable alarming of System Time Table errors. Only
relevant when ATSC mode is selected.

STT - Maximum
interval (ms):

The maximum allowed section repetition interval for the STT
table. Default: 1000ms

ATSC EIT:

Enable or disable alarming of ATSC Event Information Table
errors. Only relevant when ATSC mode is selected.

ATSC EIT - Maximum
interval EIT-0 (ms):

The maximum allowed section repetition interval for the ATSC
EIT-0 table. Default: 500ms
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ATSC EIT - Maximum
interval EIT-1 to
EIT-3 (ms):

The maximum allowed section repetition interval for the ATSC
EIT-1 to EIT=3 tables. Default: 5000ms

ATSC EIT — Maximum
interval EIT—4 to
EIT-127 (ms):

The maximum allowed section repetition interval for the ATSC
EIT—4 to EIT-127 tables. Default: 30000ms

ETT:

Enable or disable alarming of Extended Text Table errors. Only
relevant when ATSC mode is selected.

ETT — Maximum
interval ETT-0 (ms):

The maximum allowed section repetition interval for the ATSC
ETT-0 table. Default: 2000ms

ETT - Maximum
interval ETT-1 to
ETT-3 (ms):

The maximum allowed section repetition interval for the ATSC
ETT-1 to ETT-3 tables. Default: 5000ms

ETT — Maximum
interval ETT-4 to
ETT-127 (ms):

The maximum allowed section repetition interval for the ATSC
ETT-4 to ETT-127 tables. Default: 30000ms

Edit ETR Threshold

Name

ETSI TR 101 290

Description|Settings according to TR 1

General || Priority 1 || Priority 2 || Priority 3 || Other checks || interface checks
Parameter Setting
CA system checks
Maximum ECM interval (ms)
Maximum ECM change period (ms) [25000 ]
Minimum avg. EMM bitrate (bps) [loon ]
EMM bitrate average period (s) 10
Maximum control word period (ms)
Pid minimum bitrate checks
Pid maximum bitrate checks Alarm W
Pid checks Alarm  w
Service minimum bitrate checks Alarm W
Service maximum bitrate checks
Service checks
Only allow services listed in service template |:|
MIP check
Require presence of MIP [}
Max MIP timing emor{us)
Gold TS check
Also check version number and CRC |:|
Verifv PAT table m h
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ETR Thresholds — Other checks:

CA system checks: Enable or disable alarming of Conditional Access System errors.
CA system checks — The maximum allowed ECM repetition interval. Default: 500 ms
Maximum ECM

interval (ms):

CA system checks —
Maximum ECM
change period (ms):

The maximum time allowed between ECM changes. Default:
25000ms

CA system checks —
Minimum avg.
EMM bitrate (bps):

The minimum allowed average EMM bitrate. Default: 1000 bps

CA system checks —
EMM bitrate average
period (s):

The averaging period used to calculate EMM bitrate. Note that the
average period must be at least 20s less than the round-robin tuning
period, e.g. with a round-robin tuning period of 70s the maximum
EMM bitrate average period is 50s. Default: 10s

CA system checks —

Maximum control word

period (ms):

The maximum allowed control word period (the maximum time
that can go by without a change in the scrambling control bits for
scrambled PIDs). Default: 25 000 ms

PID minimum
bitrate checks:

Enable or disable alarming of PID minimum bitrate. The bitrates
are set in the PID threshold template.

PID maximum
bitrate checks:

Enable or disable alarming of PID maximum bitrate. The bitrates
are set in the PID threshold template.

PID checks:

Enable or disable alarming of PID presence errors, scrambling/clear
requirements and PID type checks. The checks are set in the PID
threshold template.

Service minimum
bitrate checks:

Enable or disable alarming of service minimum bitrate errors. Re-
quirements are specified in the service threshold template associ-
ated with the stream.

Service maximum
bitrate checks:

Enable or disable alarming of service maximum bitrate errors. Re-
quirements are specified in the service threshold template associ-
ated with the stream.

Service checks:

Enable or disable alarming of service presence, scrambling/clear
required, service type, service name and service ID errors. Require-
ments are specified in the service threshold template associated
with the stream.
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Service checks —
Only allow services listed
in service template:

Check this box to enable service ID checks against the service ID
list specified in the service threshold template associated with the
stream.

MIP check: Enable or disable alarming of errors related to the Megaframe
Insertion Packet.
MIP checks — Check this box to enable an alarm if the MIP table is missing for
Require presence of MIP: the stream.
MIP checks — The maximum MIP timing error before raising an alarm. The unit
Max MIP timing is us. Default: 10 us
error(us):
Gold TS check: Enable or disable alarming for tables failing Gold TS reference
checking.
Gold TS check — When enabled an alarm will be raised for any change, including a
Also check version change in the table version number and CRC.
number and CRC:
Gold TS check — Do verification of the PAT table against the stored reference PAT
Verify PAT table: table.
Gold TS check — Do verification of the PMT tables against the stored reference PMT
Verify PMT tables: tables.
Gold TS check — Do verification of the CAT table against the stored reference CAT
Verify CAT table: table.
Gold TS check — Do verification of the SDT actual table against the stored reference
Verify SDT actual table: SDT actual table.
Gold TS check — Do verification of the SDT other tables against the stored reference
Verify SDT other tables: SDT other tables.
Gold TS check — Do verification of the BAT table against the stored reference BAT
Verify BAT table: table.
Gold TS check — Do verification of the NIT actual table against the stored reference
Verify NIT actual table: NIT actual table.
Gold TS check — Do verification of the NIT other tables against the stored reference
Verify NIT other tables: NIT other tables.
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Time information check: Enable or disable alarming if there are errors in the time information
sent in the streams. Probe should use NTP time sync to use this
functionality.

Time information check — Check the time in the TDT table and alarm if it is wrong.
Check TDT:

Time information check — Check the time in the TOT table and alarm if it is wrong.
Check TOT:

Time information check — Check the time in the Logical Time Code table and alarm if it is
Check LTC: wrong.

Time information check - The maximum number of seconds the time information provided
Max time offset: in the stream can deviate from the probe time before an alarm is
raised.

Time information check — The maximum time without any time information before an alarm
Max repetition time: is raised.

6.9.12 ETR 290 — PID thresholds

Overview || ETR Details || PIDs || Services || Bitrates || Tables || PCR || status || compare || ETR thr. || PID thr. || serv. thr. || Gold TS tor. |

PID Thresheolds
These thresholds are used to cverride the ETR thresholds on a per-PID basis

Default 139 Mo special rules for any PIDs. Edit

Bitrate + pcr odd 0 Edit

Bitrate + pcr even 0 Edit

Err 0 Edit

Mask CC emr EIT 2 Edit
1

Thar

PID thresholds: &

|Add new threshold group| |[Duplicate selected| [Delete selected|

The PID thresholds make it possible to define detailed conditions for alarm triggering on a PID or
PID type basis. There is one predefined PID threshold template that cannot be edited by the operator:
‘Default’. The ‘Default’ PID threshold template contains no PID definitions and will therefore not
alter alarming for any service.

By associating scheduling templates to checks it is possible to disable alarming at pre-selected time
intervals. Scheduling templates are defined in the Setup — Scheduling view and will be available
from a selection drop-down menu for some of the checks.

In the ‘PID Thresholds’ table, the ‘Refs’ column shows how many streams are associated with each
threshold template.
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There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold template button. A pop-up window
will appear allowing the user to define alarm conditions. Another way of creating a user-defined

threshold template is by highlighting one of the templates already defined and then click the
Duplicate highlighted button.

Edit PID Threshold

Name Demao PID Threshold

Description{Description of the PID monitd]

Sclecton ___________ |PID___[Descnpion __|Requirepres. |Moniior min BW__ [Montlor max BW__[Max PTS Intenval (.| Min PTS Ahead (ms) [Max PTS Ahead (ms)[Reg. language__lgnore CC__|
PID v] |[100 | [Teletext [ ™| [10.000k ¥ [1oooom | [700 I | [-2000 I [2000 | Never w
PID v ([ | [ ™| [10.000k 7 [1oooom | [700 | [-zo00 | [2000 [ Never v
PID ~] (g2 | [Pimaryaudio [T ¥ | [100.00 I [50000k | [300 ¥ |30 ¥ [100 [nor Never
JPEG 2000 Video ~]|[na | [Conmibution [ W | [10.000M ™ [Locoom | [700 ™ [-1000 [ [2000 | Never w

Apply changes| |Add PID| |Duplicate selected| |Delete selected

Deleting a PID threshold template is done by highlighting the threshold template that should be
removed and clicking Delete highlighted. Note that if the deleted threshold template was assigned

to a stream being monitored, the new threshold for that stream will default to the predefined Default
threshold template.

The PID threshold template has the following settings:

Edit PID Threshold:
Name: The name of the PID threshold template

Description: Text field that should contain a meaningful description of the threshold template

PID Threshold Parameters:

Selection: The user selects if the requirements should apply for a specific PID
or for all PIDs of a specified type. Note that the PID type detection
depends on correct PSI/SI/PSIP signaling.

PID: The PID for which the specified requirements apply. If a PID type is
selected in the ‘Selection’ column, this field will update to read N/A
when the Apply changes button is clicked. A question mark can be
used as a wild card to represent one digit. Example: The PID value
871 will match 3 digit PID numbers such as 801, 811 and 891. It will
not match PID 81 or 8001.

Description: A text field describing the PID or PID type requirement.
Require pres.: If this field is checked an alarm will be raised provided that the

specified PID is not present in the transport stream. Note that this
check is only available for specified PIDs and not for PID types.
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Monitor min BW:

An alarm is raised if the PID bandwidth goes below the specified
minimum bandwidth (bandwidth in kbit/s or Mbit/s) and monitoring
is enabled.

Monitor max BW:

An alarm is raised if the maximum PID bandwidth specified is ex-
ceeded (bandwidth in kbit/s or Mbit/s) and monitoring is enabled.

Max PTS interval (ms):

If the checkbox is enabled, the PTS interval measurement will be
enabled for this PID and use the configured threshold. This will
override the setting in the ETR thresholds template. An alarm is
raised if the PTS repetition interval exceeds the configured limit.

Min PTS ahead (ms):

If the checkbox is enabled, the measurement of minimum PTS ahead
will be enabled for this PID and use the configured threshold. This
will override the setting in the ETR thresholds template. An alarm is
raised if the PTS ahead measurement is lower than the the configured
limit. The PTS ahead measurement measures the PTS value relative
to the current PCR clock.

Max PTS ahead (ms):

If the checkbox is enabled, the measurement of maximum PTS ahead
will be enabled for this PID and use the configured threshold. This
will override the setting in the ETR thresholds template. An alarm is
raised if the PTS ahead measurement is higher than the the configured
limit. The PTS ahead measurement measures the PTS value relative
to the current PCR clock.

Req. language:

If the PID need to have a certain language code signaled in the lan-
guage descriptor it can be set here. An alarm will be raised if a wrong
language is signaled or if the language is not signaled.

Ignore CC:

Select a scheduling template different from ‘Never’ for the probe to
ignore CC errors for the specified PID or PID type.

Ignore missing:

Select a scheduling template different from ‘Never’ for the probe
to ignore that the specified PID or PID type is signaled in PSI but
missing in the stream.

Ignore PCR:

Select a scheduling template different from ‘Never’ for the probe to
ignore any PCR errors for this PID or PID type.

Ignore unref.:

Select a scheduling template different from ‘Never’ for the probe to
ignore that the specified PID is present in the stream but unreferenced
in PSL.

Ignore all:

Select a scheduling template different from ‘Never’ for the probe to
ignore all errors for a specified PID or PID type.
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Scrambling: An alarm will be raised provided that the specified PID is scrambled
when ‘require clr’ has been selected. Similarly an alarm will be raised
if the specified PID is clear when ‘require scr’ has been selected. The
default setting is to ignore whether the PID or PID type is scrambled
or not.

6.9.13 ETR 290 — Service thresh.
Overview || ETR Details || PIDs || Services || Bitrates || Tables || PCR || status || compare || ETR thr. || PID thr. |

Service Thresholds

These thresholds are used to override the ETR thresholds on a per-service basis

Refs Descipton  —— — — JEit___
Default 142 Mo special rules for any services. Edit
Err 0 Edit
Testing 0 Edit
TS 4085 1] Edit
TS 4086 1] Edit

Added NewPreset1

[Add new threshold group| [Duplicate selected| [Delste selected|

The Service thresholds make it possible to define detailed conditions for alarm triggering on a
per-service basis. There is one predefined service threshold template that cannot be edited by the
operator: Default. The Default service threshold template contains no service definitions and will
therefore not alter alarming for any service.

By associating scheduling templates to service threshold templates it is possible to disable alarming
at pre-selected time intervals. Scheduling templates are defined in the Setup — Scheduling view
and will be available from the schedule drop-down menu.

In the ‘Service Thresholds’ table, the ‘Refs’ column shows how many streams are associated with
each threshold template. Thresholds are associated with each stream in the Multicasts — Streams
— Edit view.

There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold group button. A pop-up window
will appear allowing the user to assign a name and value to the new threshold and define the alarm
conditions. Another way of creating a user-defined threshold template is by highlighting one of the
templates already defined and then click the Duplicate selected button.

Deleting a service threshold template is done by highlighting the template that should be removed
and clicking Delete selected. Note that if the deleted threshold template was assigned to a stream
being monitored, the new threshold template for that stream will default to the Default template.
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The settings Service minimum bitrate checks, Service minimum bitrate checks and Service
checks in the ETR threshold template controls whether or not to report alarms based on the service
threshold template parameters.

Edit Service Threshold x

Name Demo service threshold

Description[Descriplion of the service

[Moniorrame | Requre presence—MoniorminBW__[Monior max 5W | Reporlrame Serembing__|Senvebpe __ llgrore Sl lSchedule ||
_ 50?11 [ (m | [1.0000m ¥ |[7.0000M TvNorge  [Reguiredr v| [MPEGZHD v W
MPEGAHD  w| [ =l r |[10000k [ [1.0000m | [lgnore ] [Ignore w| [Never w] [Never w]|
Name ~] |[o W [Demo (m | [10.000k I [1.0000m | ignore___+| [Ignore ~]| | [Never » Never v
[Apply changes| [Add service] [Duplicate selected] [Delete selected]

Edit Service Threshold
Name: A text string that identifies the service threshold group

Description: Text field that should contain a meaningful description of the threshold

Service Threshold Parameters

Selection: The user selects if the requirements should apply for a specific service
ID (as specified in the ID column), for all services of a specified type or
for a service with a specified service name (as specified in the Monitor
name column). Note that the service type detection depends on correct
PSI/SI/PSIP signaling.

ID: The service ID for which the associated thresholds should apply. For
an SPTS the service ID will generally be 1; adding several list entries
with different service IDs allows different thresholds to apply for different
services within an MPTS.

This value only applies if ‘SID’ is selected in the Selection column.

Monitor name: A text string may be specified that should match the service name of the
associated service ID, as analyzed from the received SDT. Note that the
check is case sensitive. An alarm will be raised if there is not a perfect
match.

Require presence: If this field is checked an alarm will be raised provided that the specified
service is not present in the stream. This check only requires that the
service is present in the PAT, the other ETR checks will give alarms if
there are other problems with the service, such as missing PMT or missing
components. Note that this check is only available for specified services
and not for service types.

Monitor min BW: If enabled an alarm is raised provided that the minimum service bandwidth
goes below the specified bandwidth (in kbit/s or Mbit/s).
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Monitor max BW: If enabled an alarm is raised provided that the maximum service bandwidth
specified (in kbit/s or Mbit/s) is exceeded.

Report name: It is possible to define the service name that should be used for alarm
traps and for alarm reporting to the VideoBRIDGE Controller. This can be
convenient to be able to track a service that changes name (as signaled in
PSI/SI) in the signal chain, when services within an MPTS are unnamed
(no service names in the SDT) or when services should be recognized by
the VideoBRIDGE Controller under a different name than indicated in the
SDT.

Note that this functionality will only work for services specified by service
ID or by name (specified in the Selection column).

Scrambling: If a value different from ‘Ignore’ is selected an alarm will be raised if
the service scrambling status differs from the requirement. A service is
considered scrambled if one of its components is scrambled.

Service type: If a value different from ‘Ignore’ is selected it should match the service
type detected by analyzing the received SDT. An alarm will be raised if
the service types differ.

Ignore EIT: Ignore missing EIT errors for this service. This is used for services which
does not have EIT data. By ignoring EIT alarms on these services, false
EIT alarms are avoided.
Schedule: The Schedule drop-down menu allows the user to associate a scheduling
scheme to a service, in effect masking alarms during selected intervals.
Scheduling templates are defined in the Setup — Scheduling view. The
predefined scheduling templates ‘Never’ and ‘Always’ will always be se-
lectable, and these will result in service alarms never and always being
masked, respectively.
Note that if a PID is shared between several services and alarm masking
is defined for one of the services, no alarms will be raised due to errors
affecting this service.

Note that it is possible to create a service threshold template that allows probe alarming if a new
service appears in a stream. This is done by creating a threshold template listing the service IDs
that are allowed to be present in a stream, and associating it to the stream. A complementary ETR
threshold template should be created, that has the ‘Only allow services listed in service template’
check enabled. This ETR threshold template should also be associated with the stream.
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6.9.14 ETR 290 — Gold TS thresholds

Overview || ETR Details || PIDs || Services || Bitrates || Tables || PCR || T2mI || SCTE 35 || Status || Compare || ETR thr. || PID thr. || Serv. thr. || Gold TS thr.
Gold TS reference thresholds

QAMZ, LTT QAM 1 TS 102, NW/ ID 42499 (Updated Mar 7 10:20:08) Edit
Ethernet, NC_239.255.0.10 1 TS 27 (Added Mar 7 10:20:28) Edit

Gold TS5 reference presets:0

Addiupdate thresheld| |Delete selected threshold

The Gold TS reference feature is used to compare the tables in the transport stream with a set of
stored reference tables. This allows the operator to be notified of any changes in the PSI/SI tables
such as:

* A service disappearing

* A new service being added

* Language descriptors suddenly changing

* Changes in service names

* Changes in frequencies used to transmit the signals

And lots of misconfigurations in multiplexers
To use the Gold TS reference functionality, first store away tables for a stream or a set of streams.

Go to ETR 290 — Gold TS thr..

Here you can see the reference thresholds currently stored on the probe and they can be renamed or
edited.

To add new reference thresholds or update the existing thresholds click on the button named
Add/update threshold. The following dialog is then shown:
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Add or update Gold TS reference thresholds x®

rInformation:

When creating a stored set of Gold TS reference tables for the currently tuned
stream on an input it is recommended to lock tuning. This ensures that the
monitoring dees not jump to the next frequency/multicast. Also allow all tables to
be received (can take up to 30 seconds after TS sync) before generating
thresholds.

When storing Gold TS reference tables for all streams on an input this will take
place right before menitering moves to a new stream. A complete round robin
cycle is needed for all table sets to be stored.

The Gold TS check need to enabled in the ETR template for the alarming to be

performed.
Creation mode: Create/update threshold for the currently tuned stream r
Select input: QAM1 r

Generate thresholds

There are two different ways of creating a Gold TS reference template:

* Creating a template for the currently tuned stream on a specific input

* Creating a template for all streams on a specific input (or all inputs)

When creating a template for a specific stream the table set is saved immediately. It is therefore
recommended that the ETR tuning is locked to this stream to avoid the round-robin operation from
tuning to a new frequency just before the table set is stored. It can take 30 seconds after tuning to
receive all tables.

When creating templates for all streams on an input this is done as a part of the round robin cycle at
the end if the tuning period. It can then take a while for all thresholds to be generated (or updated)
depending on the number of streams on that input.

When the reference template have been created it is automatically associated with the stream for
which it was generated.

The operation of the Gold TS reference thresholds are controlled by the ETR threshold template
associated with the stream. No settings are changed here when creating the reference templates so
this needs to be done manually by going to ETR 290 — ETR thr.

If needed a new template can be created and associated with the stream(s). Or the existing template(s)
can be changed.
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Edit ETR Threshold *

B B L n
Content check Dizabled ¥
Gold TS check Dizabled ¥

Also check version number and CRC

Verify PAT table

Verify PMT tables

Verify CAT table

Verify SDT actual table

Verify SDT other tables

Verify BAT table

Verify MIT actual table

Verify MIT octher tables

RS

Interface checks
Pre FEC kit error rate check Alarm v T

[Close| [&Apply changes|

The reference check needs to be set to alarm if the Gold TS reference checking are to be performed.

The settings are as follows:

Also check version By default the version number and the original CRC of the tables are

number and CRC not checked. In many systems the version number can be updated
even if no other changes are performed (for instance if a multiplexer
is rebooted). So for most cases this should be left disabled.

Verify PAT table When enabled the Program Association Table will be checked. This
allows the operator to catch addition and removal of services as well
as changes to the PMT PIDs used for the different services.

Verify PMT table When enabled the Program Map Table will be checked. This allows
the operator to catch lots of changes to the different services:

* Addition or removal of the various components such as audio
and video PIDs.

* Changes in language descriptors

Changed PCR PIDs
* Changed or removed ECM PID

* Lots of changes in the descriptors can be detected
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Verify CAT table When enabled the Conditional Access Table will be checked. This
allows the operator to catch errors related to the signaling for the CA
Systems such as EMM PID disappearing or the CA System ID being
changed

Verify SDT actual table When enabled the SDT table for the current stream will be checked.
This allows the operator to catch changes is service and operator
names, service types and the various descriptors, both DVB defined
and private descriptors

Verify SDT other tables When enabled the SDT tables for the other streams will be checked.
Checking is not enabled as default. This allows the operator to catch
changes is service and operator names, service types and the various
descriptors, both DVB defined and private descriptors

Verify BAT table When enabled the Bouquet Association Table will be checked. The
BAT table is not checked as default.
Verify NIT actual table When enabled the Bouquet Association Table will be checked. The
BAT table is not checked as default When enabled the Network
Information Table for the current network will be checked. This
allows the operator to catch changes such as:

* Changes in frequency

* Changes in modulation parameters

* Network name

* Changes in service lists per transport stream

* Changes in private as well as MPEG/DVB defined descriptors

Verify NIT actual tables When enabled the Network Information Tables for the other networks
will be checked. This is disabled as default. This allows the operator
to catch changes such as:

* Changes in frequency

* Changes in modulation parameters

* Network name

* Changes in service lists per transport stream

* Changes in private as well as MPEG/DVB defined descriptors

The Gold TS reference checking is performed by the ETR engines and can be performed in round
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robin. To view the status go to the ETR Details page for the stream and click the Reference check:

GET290 T A
get_290mhz_Smis O gt D3
~ETR 101 290 checks ~Information
Priority 1 Priority 2 Priority 3 Other checks Interface checks Mon state: Currently monitored
B TS syne M Transport CInT CIcA system CITam Mon start: 09:56:39 (8 & ago)
H Sync byte HcrRe M S| Rep Rate (1/1) HPID min. bitr. M nterface overflow Won enct
B paT BPCR (18/18) M Unref PID (1/1) B PID max. bitr. Mon time: 8s
B Continuity B PCR accur. (19/18) WsDT (515 B PID checks Tot hitrate: 50.999 Mbps
(=T HErT1S Her M Service min_ bitr Eff bitrate: 49 022 Mbps
M Missing PID W caT BRsT M Service max. bitr. TS ID: 103
CTor M service checks Num services: 55
Cwe Hum PIDs: 152
O content ETR threshold:  ETSI TR 101 280
M Gold TS (2/51) PID threshold:  Default
__'¢ Details for Gold TS check
@ Status: W Alarm
Last error: Now
Current error count: 2
Total error count: 51
B Compare table data with reference (2 /51)
[T Table [Section | Status | Last orr | Erv.cnt | Cur. value | Reg. valus | Last wrong CRC
[ PAT (PID O, TID O) 0 Ok Mever 0 1ae32718  1ae32718 -
W 1(CAT) CAT(PID1, TID 1) 0 Ok Mever O do0ffeed | d90ffECO -
B 16 (NITY MIT Actual MW ID 42499 Section 0 (PID 16, TID §4) 0O Ok Mever 0 e1457d10 Mot configured | -
B 16 (NIT) MIT Actual MW ID 42499 Section 1 (PID 16, TID 64) | 1 Ok Mever 0 Ode1Shbh | Mot configured | -
B 16 (NT) MIT Actual MW ID 42498 Section 2 (PID 16, TID 64) 2 Ok MNewver o] 4bc01115 Mot configured | -
W 17 (SDTBAT) | BAT Boug.D 25278 Section 1 (PID 17, TID 74) 0 Alarm | Mow 50 cfE6BhE3 | BB47Badd clfE6BhE3
Il 208 PMT Service 12 (PID 208, TID 2) 0 Ok Mever 0 Thocabfac  ThoaBfac -
| 288 PMT Service 17 (PID 288, TID 2) 0 Ok Mever 0 beB261L7 | heB261h7 -
W 672 PMT Service 41 (PID 672, TID 2) 0 Alarm | MNow 1 b43f4834  2e304378 b43f4834
| &6 PMT Service 50 (PID 816, TID 2) 0 Ok Mever 0 0741179 | 07411798 -
| 928 PMT Service 57 (PID 928, TID 2) o Ok MNewver o] ca2f3z21 ca2fiz2 -
— | B 1896 PMT Service 105 (PID 1696, TID 2) 0 Ok Mever 0 3fcl82{e 3fc182fe -
m B s880 PMT Service 354 (PID 5680, TID 2) 0 Ok Mever 0 db5d4720  dbSd4720 -
m | 5696 PMT Service 355 (PID 5696, TID 2) 0 Ok Mever 0 993755h8 | 993755h9 -
aciive | B W 5712 PMT Service 356 (PID 5712, TID 2) 0 Ok Mever 0 db486cd27  db486d27 -
active | W | 5728 PMT Service 357 (PID 5728, TID 2) 0 Ok Mever 0 4d15664d | 41 5664c -
Active | W Il | 5744 PMT Service 358 (PID 5744, TID 2) o Ok MNewver o] 27047Th7 27047 b7 -
active | W | 5760 PMT Service 359 (PID 5760, TID 2) 0 Ok Mever 0 b7f23562 | h7f23562 -
[ W | 5776 PMT Service 360 (PIN 5776 TID 24 n Ok Never n &NF3dedn | aN33cdedn -

All the different tables and sections monitored are listed here. If there have been any changes to the
tables the check will turn red and alarms be sent.

When the ETR engine is tuned to a stream it is possible to compare the tables for this stream with
the stored reference tables by clicking on the entry in the list. This opens up a new window where
the table data can be compared, both as a tree-breakdown and as a hexadecimal dump:
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0080:
0010:
0020:
0030:
0040:
0050:
0080:
0070:
0080:
0090:

[=ll

- Currert table:

table_id: 2 (0x02)
section_syntax_indicator: 1 b
reserved_future_use: 0 b
reserved: 11b
section_length: 150 (0x096)
program_number: 41 (0x0029)
reserved Ox3
version_number. 6 (Cx06)
current_next_indicator: 1 b
section_number: 0
last_section_number: 0
reserved: 111 b

PCR PID: 673 (0x02al)
reserved: 1111 b
program_info_length: 6
program_info

components

¥ component

¢-] component

¢-[] component

¢ ] component

E-£3 component

D

[m]
-0
-0

o

®
]

=4 language descriptor

-] component
#-] component
CRC3Z

02 BO 95 00 29 CD 0O 00 E2 Al FO 05 09 04 09 26
E2 A8 02 E2 Al FO DO 05 E2 A7 FO 2F 56 2D 65 6E ..
67 09 00 73 77 65 09 01 73 77 65 11 99 6E BF 72 g..
0A 01 6E 6F 72 12 99 64 61 6E 0D Gl 64 61 6E 15 ..nor..dan..dan.
99 66 69 6E OE 01 66 69 6E 16 99 04 E2 AS FD 08
OA 04 73 77 65 00 D4 E2 A4 FO D5 OA 04 64 61 6E
00 04 E2 A3 FO 06 DA 04 BE BF 72 00 04 E2 A2 FO
06 OA D4 66 69 6E DO 06 E2 A6 FO 19 0A 14 65 6E
67 00 66 69 6E 00 73 77 65 00 6E 6F 72 00 64 61
6E 00 6A 01 00 B4 3F 48 34

-3 languages

stream_type: MPEG-2 Audio
reserved: 111 b
elementary PID: 675 (0x02a3)
reserved: 1111 b
ES_info_length: 6

ES descriptors

[ descriptor_tag: 10 (0x0a)
[ descriptor_length: 4

=] ‘S language

- [1] 150 639 language code: nor

- [ audio_type: Undefined

0xb43f4834

SwWe. . Swe. .

g.fin.swe.nor.da
n.j...7H4

[ Stored reference table:

[ table_id: 2 (0x02)

[1 section_syntax_indicator: 1 b
[ reserved_future_use: 0 b

[ reserved: 11h

[ section_length: 150 (0x098)
[ program_number: 41 (0x0029)
[ reserved: Ox3

[ wversion_number: 6 (0x06)

[1 current mext indicator: 1 b
[1 section_tumber: 0

[ last_section_number: O

[) reserved: 111 b

[ PCR PID: 609 (0x0261)

[ reserved: 1111h

[ program_info length: &
-3 program_info

=43 components

1 component

(1 component

(1 component

(] compenent
-3 component

g stream_type: MPEG-2 Audio
reserved: 111 b
elementary PID. 675 (0x02a3)
reserved: 1111 b
ES_info_length: 6
ES descriptors

pooooD

mww
1]

-3 language descriptor
.~ [ descriptor_tag: 10 (0x0a)
[ descriptor_length: 4
=] S languages
E-43 language
) [150_638 Tanuage coter ane]

[ audio_type Undefined

(- component
-] component
[1 CRC32: 0x28304378

0000: G2 BO 96 00 29 CD 00 00 E2 61 FO 06 09 04 09 26
0010: E2 AB 02 E2 AL FO 00 06 E2 A7 FO 2F 56 2D 65 6E
0020: &7 09 G0 73 77 65 09 01 73 77 65 11 99 BE 6F 72 g.
0030: GA 01 6E 6F 72 12 99 64 61 6E OD 01 64 61 6E 15
0040: 99 66 69 6E OF 01 66 69 6E 16 99 04 E2 AS FO 06
0050: ©A 04 73 77 65 00 04 E2 A4 FO 06 OA 04 64 61 6E
0060: B0 04 E2 A3 FO 06 OA 04 F3 77 65 00 04 E2 AZ FO
0070: ©6 OA 04 66 69 6E 00 06 E2 A6 FO 19 0A 14 65 6E
0080: 67 00 66 69 6E 00 73 77 65 00 6E 6F 72 00 64 61
0090: BE 00 6A Ol 00 2E 30 43 78

swe. .

g.fin.swe.nor. da
n.jo. . 0Cx

=]

If the tables are inspected and the change found to be OK the operator can then go back to ETR 290
— Gold TS thr. and update the stored table set to the new version.
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6.10 Content
6.10.1 Content — Thumbnails

[ Main |[ Alarms || oTT || Multicasts || M || ROP || Traffic || Ethemet || ETR 200 || Content || Setup || Data || About

Thumbnails || captions || EBPADR || Timeline || SCTE 35 || cantentthresh. || Sendce thresh. || Setup |

Enabled services 1
T2MI Service NRK1HD Hick/Comedy Cen TLC Austria Disney Junior MRK1 HD HASA TV UHD NRK P1 @stlands: Dishey Channel

Servige |D: 4096 Service 10: 1039 Service [0 61 Service [0 71 Service |0; 7155 Service |0; 1039 Service I0; 7281 Service |0 TEET Service |0; V197

[ fudio [ Freeze [ fudio O Freeze [ pudio O Freeze [ pudio O Freeze [ fudio O Freeze [ fudio O Freeze [ fudio O Freeze [ fudio O Freeze [ fudio O Freeze

Do Cwos Otns [m*H] O Ot O Cmas O

NRK2 HD UHD1 by ASTRA | NRK P2 Nickelodeon (N} |NRK Super / NRK: SES UHD Demo C NRK P3 MTV {old) TV 2 HD {H)

Service [0: 1040 Service 10: 2 Service |D: 7352 Service |D: 7219 Service 10: 1041 Service 1D: 1 Service |D: 7883 Service |D: 7223 Service |D: 7073

[ fudio O Freeze [ fudio [ Freeze [ pudio O Freeze [ pudio O Freeze [ fudio O Freeze [ fudio O Freeze [ fudio O Freeze [ fudio O Freeze [ fudio O Freeze

Do Cwos Otns [m*H] O Ot O Cmas O

'] AD

L Mg @
Spotpris
g

The Thumbnails view displays a mosaic of all decoded thumbnails. By default the Normal mode
is used. Placeholder images will be displayed if thumbnail generation has not been enabled in the
Setup — Params view, indicating the type of stream being received.

If the Small button is clicked, the Thumbnails view will display service names and thumbs only,
allowing more thumbnails to be displayed in a view. To display the stream address and name (as
defined in the Multicasts — Streams and OTT — Channels views) click the Stream info button.

The following information is displayed for each stream:

Thumbnails

Service name: Shows the name defined for the TV service in the SI service descriptor.
If no SI is present in the stream the service id will be shown.

Service ID: For TS services, the ID of the selected service within a transport stream.

Type: For non-TS services, the service type is displayed.
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Freeze-frame status: Status bulbs are displayed indicating the current freeze-frame and color-
freeze status for the streams.
The freeze-frame error timeout values are set as part of the content
threshold template associated with each multicast or OTT channel (refer
to the Content — Content thresh. view). The different bulb colors are:
White: Unknown (typically due to the VB330 being unable to decode
video)
Grey: freeze-frame detection is disabled.
Green: freeze-frame detection is enabled, no freeze-frame is detected.
Yellow: freeze-frame detection is enabled. Two consecutive equal frames
have been detected, but the freeze-frame error timeout value has not been
exceeded.
Red: freeze-frame is enabled. Freeze-frame has been detected and the
freeze-frame error timeout value has been exceeded, thus resulting in an
alarm.

SCTE 35 status: If the probe has been licensed with the SCTE 35 Signaling Analysis
and Logging option, status bulbs are displayed indicating the current
SCTE 35 alarm status for the streams.

The SCTE 35 alarming threshold values are set as part of the content
threshold template associated with each multicast or OTT channel (refer
to the Content — Content thresh. view). The different bulb colors are:
Grey: SCTE 35 alarming thresholds are disabled.

Green: SCTE 35 alarming thresholds are enabled, and no SCTE 35
alarms are active.

Red: SCTE 35 alarming thresholds are enabled, and one or more
SCTE 35 alarms are active.

Additionally, if the service is currently in SCTE 35 cue out mode, the
words “CUE OUT” are displayed under the thumbnail.

The Thumbs Details pop-up view is accessed by clicking a thumb in the Thumbnails view. For
more information about the details displayed in the Thumbs Details pop-up see chapter 6.4 for
multicast streams, and chapter 6.3.2 for OTT channels. Note that thumbnails are only decoded
automatically if the Extract thumbnails option has been enabled in the associated OTT or multicast
setup, or if freeze-frame or color-freeze alarming (Content Extraction and Alarming option) has
been enabled in the Content threshold template. The same pop-up details are displayed as when
opened from the ETR 290 — Services view.

Clicking the Close button will close the view.
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6.10.2 Content — SCTE 35 (requires SCTE35-OPT)

Thumbnails || Captions ‘ EBP | Timeline H SCTE 35 || Content thresh. H Service thresh. | Setup

Services carrying SCTE 35 and SCTE 104 messages g |:|
I - 0 = {1 T
Li] 65 DELUXE MUSIC DELUXE MUSIC 30s IE[IS
SCTE 35/ 104 - Event information *x
Event list SCTE 35/104 [2n v 41 |
] B — [ TR
@  Apr 11 07:47:05 DELUXE MUSIC Splice insert 1073772551  7.18 Program In Point

Apr 11074455 65 DELUXE MUSIC GD 35 Splice insert DxS 1073772551 | 6.24 Program Out Paint 131.40 NA
Apr 1107:28:54 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772538 | 7.10 Program In Point NA NA
Apr 1107:28:29 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772539 | 7.02 Program Out Paint 20.20 NA
Apr 11 07:28:26 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772527 7.1 Pregram In Point MNA NA
Apr 11072716 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772527  5.55 Pragram Out Paint 71.20 NA
Apr 11071146 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772515 | 6.99 Program In Point NA NA
Apr 1107.09:53 | 85 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772515 | 5.59 Program Out Paint 113.80 NA
Apr 1106:52:10 | 65 DELUXE MUSIC | 60 35 | Splice insert 0xs 1073772503  6.98 Program In Point NA NA
Apr 11 06:50:08 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772503 6.04 Pragram Out Point 12160 NA
Apr 11 06:32:12 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772491  6.96 Program In Point NA NA
Apr 1106:29:32 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772481  6.80 Program Out Paint 162.00 | NA
Apr 1106:12:03 | 65 DELUXE MUSIC | 60 35 | Splice insert 0xs 1073772479 | 7.00 Program In Point NA NA
Apr 1108:10:11 | 85 DELUXE MUSIC | 60 35 | Splice insert 0x5 107ITT2479  5.88 Program Out Paint 11320 NA
Apr 10 22:42:50 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772467  7.18 Program In Point NA NA
Apr 10 22:40:35 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772467 679 Pragram Out Paint 13660  NA
Apr 10 22:27:1% | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772455 | 6.80 Program In Point NA NA
Apr 10 22:27:10 | 85 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772455  5.89 Program Out Paint 10.20 NA
Apr 10 22:26:04 | 65 DELUXE MUSIC | 60 35 | Splice insert 0xs 1073772443 7.15 Program In Point NA NA
Apr 10 22:24:36 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772443 633 Pragram Out Paint 83.20 NA
Apr 10 22:10:50 | 85 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772431 7.01 Program In Point NA NA
Apr 10 22:08:10 | 65 DELUXE MUSIC | 60 35 | Splice insert 0x5 1073772431 6.99 Program Out Paint 16280 | NA

Arme A0 21-4R-728 | 65 NELLYE MLSIC| &0 A5 | Grlica incart s ANFATTIAIG | R TR Dranram In Daint MA nA

JcccooccocooEcoOEeEEEEEE®

Creale event list file as

SCTE 35 is a specification which allows equipment to splice in local content at specific times, SCTE
35 is basically just the signaling mechanism the equipment uses to know when to switch from the
master transmission to insert local content. It can be used to allow insertion of local advertising at
certain points in time or to allow the local operator to insert their own programs such as local news
transmission.

SCTE 104 specifies carriage of these events in uncompressed streams.

The SCTE 35 option enables monitoring of SCTE 35 and SCTE 104 events of all streams and OTT
channels monitored by the probe.

Service list parameters
SID: The ID of the service for which SCTE 35 or SCTE 104 data has
been received.

Service name: The name of the service for which SCTE 35 or SCTE 104 data has
been received.

Stream name: Name specified by the user when adding a multicast or tuning.

Interface: The input source of the transport stream.

Events: The number of SCTE 35 or SCTE 104 events seen for the service.

Time since last event: The time since the last SCTE 35 event specified in seconds, min-
utes, hours or days.

Time since last placement: The time since the last SCTE 35 placement opportunity in seconds,
minutes, hours or days.

To monitor SCTE 35 and SCTE 104 information, enable the Monitor SCTE 35 checkbox in
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Content — Content thresh. and configure the transport stream or OTT channel to use that content
threshold. If it contains SCTE 35 or SCTE 104 information, the stream will be added to the list in
the SCTE 35 view. By pressing the blue information button a new pop-up will show up, the pop-up
will give specific information about events in the specified transport stream or OTT channel.

Event information list parameters:

Parameter Description
Time: When the event occurred.
SID: The ID of the service for which the event applies.
Service name: The name of the service for which the event applies.
PID: The PID carrying the SCTE 35 or SCTE 104 information. A service can
have multiple SCTE 35 or SCTE 104 PIDs signaled in the PMT table(s).
Type: Indicates whether the received event was SCTE 35 or SCTE 104.
Splice command: The type of the splice command.
Cmd id: The hex value of the command.
Event ID: 1d of the specific event.
Pre-roll: Number of seconds before a splice the event was received.
Cxl: Canceled indicator, if set it indicates that this splice message cancels a
previously sent splice message.
Imm: Immediate mode, if set it indicates that this message should take effect

immediately.

Switch mode:

Specifies whether it is a splice in (switch to local content/ads) or splice out
event (switch back to the audio/video in the stream). For messages with
the splice command type ‘Time signal’ the Switch mode parameter will be
empty and the Segment type parameter will contain the details.

Seg. type: The segmentation type found in the segmentation descriptor (if found).
Type id: The hex value of the segmentation type parameter.
Duration: The time when a splice occurred to its end.
Tier: Specifies which tier group are to use this splice message. Multiple splice

messages can be sent addressed to different tier groups to allow switching at
different times.

Use the drop-down at the top of the event list dialog to switch between displaying all events (default)
or to display only SCTE 35 or only SCTE 104 events.

When pressing the information button for a specific event a new window will pop-up with detailed
information about the event. The pop-up will show a log of the SCTE 35 or SCTE 104 events
signaled for the specified transport stream or OTT channel. Splice NULL messages are not logged.

VB3xx 10G Probe User’s Manual version 6.5 189



SCTE 35 - Event details X

table_id: 252 (Oxfc) SCTE 35 Splice Information Table

section_syntax_indicator: 0 b
reserved_future_use: 0 b
reserved: 11 b
section_length: 32 (0x020)

Not cncrypied
PTS adjustment 0 (0x000000000)
| CWindex |

0 (0x00)
A

spice st

1536790662 ((SHHETS0)
Notcanceles

Program out port

Program sice mode

Duration present

Spice mmedate mode

Auto return after specified duration
10005

55233

L L R T

Avaits exp.

protocol_version: 1
encrypted_packet: Not encrypted
encryption_algorithm: 0 (0x00)
pts_adjustment: O (0x000000000)
cw_index: 0 (0x00)

reserved: Dxfff
splice_command_length: 4095 {0xfff)
splice_command_type: splice_insert
splice_insert
descriptor_loop_length: 0
descriptors

‘CRC32: 0xbb929b55

DoDDDDDDODDDODDDD

Please note that for some OTT manifest formats, the SCTE 35 message is not transmitted in binary
form, and the message shown in the Event details view is then synthesized from the available input.

6.10.3 Content — Content thresh.

Thumhbnails || Content thresh. || Service thresh.

Content threshold presets g [ ]
These thresholds are used to generate content alarms and to determine when an error-second has occurred

Matne efs Freeze-frame Freeze timeaout

Defauft 18 Dizahbled 10 min Eclit

Freeze-frame 18 Trigger otten 10 min Eclit

Thresholds: 2

Add new threshold | [Duplicate selected | [Delete selected | |Edit selected

Thresholds are used to determine when to actually raise an alarm upon detection of an error. The
Content thresholds are used for generating content alarms as well as for calculating error-seconds.
Error seconds and content alarms are issued whenever measurements exceed the defined threshold
levels for a parameter. The alarm level of each of these alarms is set in the Alarms — Alarm setup
view. Note that it is also possible to disable alarms in the Alarms — Alarm setup view.

The Content — Content thresh. view makes it possible to define threshold values that operate at
stream level. Thresholds are associated with each stream in the Multicasts — Streams — Edit
and OTT — Channels views. There are two different ways of creating user-defined thresholds.
To create a new threshold template from scratch the operator should click the Add new threshold
button. A pop-up window will appear allowing the user to define alarm conditions. Another way of
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creating a user-defined threshold template is by highlighting one of the threshold templates already
defined and then click the Duplicate highlighted button.

Deleting a threshold template is done by highlighting the threshold template that should be removed
and clicking Delete selected. It is possible to delete or edit several entries simultaneously. Several
entries are selected by using the regular Ctrl + click or Shift + click functionality. Click the Edit
button to edit one or more selected threshold templates. Note that the predefined ‘Default’ threshold
template cannot be deleted or changed.

In the threshold presets list the ‘Refs’ column displays how many streams are associated with each
stream threshold template.

The available thresholds depend on the currently active license. Applying content analysis on many

concurrent streams can introduce a performance penalty, please refer to appendix B.5 for more
details.

The Sources column indicates which of the different threshold settings are supported where.

Edit Content Threshold X
Mame|[SCTERS |
Video || 5CTE 35 || lgnore PIDs |
Parameter Threshold Corresponding probe Sources
alarmis)
Freeze-frame detection sensiivity Freeze-frame detected Al
Freeze-frame error timeout minutes All
Color-freeze detection zenaitivity Color-freeze detected Al
Color-freeze error timeout seconds Al
lgnore bitstream errors |:| All

[Close| [Apply changes|

Video
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Freeze-frame detection sensitivity:

Picture matching in video streams is not an exact science,
as noise can be introduced in many of the stages the
stream goes through. This setting makes it possible to de-
fine the amount of noise to be allowed when performing
freeze-frame detection.

When set to Disabled, the freeze-frame detection is dis-
abled. When set to Trigger seldom, only a small amount
of noise is allowed when deciding whether the picture has
changed or not. This means that the pictures have to be
close to identical before the freeze-frame alarm is raised.
Normal is the recommended setting and should be used
in most cases. Trigger often allows a high amount of
noise. This means that it allows pictures to be quite dif-
ferent while still classifying them as identical, which may
result in too many freeze-frame alarms.

Freeze-frame error timeout:

The time (in minutes) a freeze-frame error should persist
before the probe will raise an alarm

Color-freeze detection sensitivity:

This setting makes is possible to define the amount of
noise to be allowed when performing color-freeze detec-
tion.

When set to Disabled, the color-freeze detection is dis-
abled. When set to Trigger seldom, only a small amount
of noise is allowed when comparing to the list of solid
colors. Normal is the recommended setting, whereas
Trigger often allows a high amount of noise, which may
result in too many color-freeze alarms.

Color-freeze error timeout:

The time (in seconds) a color-freeze error should persist
before the probe will raise an alarm.

Ignore bitstream errors:

In some cases, the video codec reports errors in the bit-
stream while still being able to generate thumbnails or
partial thumbnails. If the stream shows a “Bitstream Er-
rors” icon, you can try to ignore this by enabling this
setting.
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Edit Content Threshold

MName[Everything |

Video || Audio || QoE || Captions || EBP || SCTE 35 || Timeline || Ignore PIDs

Parameter Threshold Cormresponding probe alarm(s)  Sources
Monitor SCTE 35 and 104 All
Maximum event gap 5 SCTE 35 event gap All
Minimum number of placement Too few SCTE 35 placement Al
opportunities per clock hour opportunities

Maximum opportunity gap T SCTE 35 opportunity gap Al
Maximum event pair gap B0 s SCTE 35 end event without start Al

SCTE 35 start event without end

Minimum event pre-roll time E - SCTE 35 minimum pre-roll fime =
Maximum event pre-roll fime o s SCTE 35 maximum pre-roll ime TS
Leg time_descriptor messages All

SCTE 35

Monitor SCTE 35:

If enabled, SCTE 35 and SCTE 104 events are cap-
tured and displayed in the Content — SCTE 35 view

Maximum SCTE 35 event gap:

Specifies the maximum number of seconds allowed
between two SCTE 35 or SCTE 104 events before an
alarm is raised. Set to —1 to disable the alarm.

Minimum number of placement
opportunities per clock hour:

Specifies the minimum number of placement opportu-
nities that must be signaled for a full clock hour. An
alarm will be raised at the top of the hour if the previ-
ous hour had fewer than this number of opportunities.
Set to —1 to disable the alarm.

Maximum SCTE 35 opportunity gap:

Specifies the maximum number of seconds allowed
between two SCTE 35 or SCTE 104 placement oppor-
tunities before an alarm is raised. Set to —1 to disable
the alarm.

Maximum event pair gap:

Specifies the maximum number of seconds allowed
between the a SCTE 35 or SCTE 104 start and end seg-
mentation descriptor messages in Time signal events.
An alarm will be raised for five seconds when this is
detected. Additionally, an alarm will be raised if an
end segmentation message was received without the
corresponding start message. Set to —1 to disable these
alarms.
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Minimum event pre-roll time:

Specifies the minimum number of seconds allowed
between when the SCTE 35 event is received and
when the splice is supposed to happen. An alarm will
be raised for five seconds when this is detected. Set to
—1 to disable these alarms.

Maximum event pre-roll time:

Specifies the maximum number of seconds allowed
between when the SCTE 35 event is received and when
the splice is supposed to happen. An alarm will be
raised for five seconds when this is detected. Set to —1
to disable these alarms.

Log time_descriptor messages

Determines whether the SCTE 35 or SCTE 104 mes-
sages containing nothing else than a time_descriptor
should be included in the message log. In some sys-
tems there are a lot of these messages (they can be used
as keep alive messages to ensure that there always is
some traffic on the SCTE 35 or SCTE 104 PID). If
the message log is filled up with the time_descriptor
messages, disable logging of these messages

Edit Content Threshold

Mame|[SCTESS

Yidea || SCTE 35 || lunore PIDs

Parameter Value

lgnore PIC= [roo 01 102 |
PIDs listed in Ignore PIDs will not be decaoded, analyzed, or get any content check errars.

Sources

=

|Close| |Appl\; changes|

Ignore PIDs

Ignore PIDs: Not applicable to OTT channels: A comma separated list of PIDs for which
the probe should not decode, analyze or report any content check errors. No
thumbnails, loudness or captions will be decoded on these PIDs.
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6.10.4 Content — Service thresh.

Thumbnails || Captions | EBP || Timeline || Contentthresh, || Service thresh. || getup

Content service thresholds
Thesze thresholds are used to averride the Cortent thresholds on a service basis

Mame Cescription

Default 11 Mo special rules for any services. Edit
Service 1039 1 Owerride service 1039 Edit
MPTS ] Service-zpecific rules Edlit

Service thresholds: 3

|.ﬂ-.dd newy threshold grn:uup| |Duplin:ate selected| |Delete selen:ted|

Thresholds are used to determine when to actually raise an alarm upon detection of an error. The
Content — Service thresh. view makes it possible to define detailed conditions for alarm triggering
on a per-service basis. This is particularly useful to specify individual alarm handling rules for
services in a multi-program transport stream (MPTS). Note that if there is a stream and service
threshold mismatch, the service threshold will apply. This may be the case if QoE or scheduling
requirements are set differently in the stream threshold template and service threshold template
associated with a stream. There is one predefined service threshold template that cannot be edited
by the operator: Default. The Default service threshold template contains no service definitions and
will therefore not alter alarming for any service.

By associating scheduling templates to service threshold templates it is possible to disable alarming
at pre-selected time intervals. Scheduling templates are defined in the Setup — Scheduling view
and will be available from the schedule drop-down menu.

In the ‘Service Thresholds’ table, the ‘Refs’ column shows how many streams are associated with
each threshold template. Thresholds are associated with each stream in the Multicasts — Streams
— Edit view.

There are two different ways of creating user-defined thresholds. To create a new threshold template
from scratch the operator should click the Add new threshold group button. A pop-up window
will appear allowing the user to assign a name and value to the new threshold and define the alarm
conditions. Another way of creating a user-defined threshold template is by highlighting one of the
templates already defined and then click the Duplicate selected button.

Deleting a service threshold template is done by highlighting the template that should be removed
and clicking Delete selected. Note that if the deleted threshold template was assigned to a stream
being monitored, the new threshold template for that stream will default to the Default template.
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Edit Content Service Threshold

Mame

MPTS

Description|Service-specific rules

[n]

Cortert thresholds

Schedule

[100 [100:MPTS M
[101 [101:MPTS v
a17 [917:MmPTS v
|z837 | 3837:MPTS v

[Cloze| [Apply changes| [Add service| [Duplicate selected | [Delete selected

Edit Service Threshold

Name: A text string that identifies the service threshold group

Description:

Text field that should contain a meaningful description of the threshold

Service Threshold Parameters

ID:

The service ID for which the associated thresholds should apply. For an
SPTS the service ID will generally be 1; adding several list entries with
different service IDs allows different thresholds to apply for different
services within an MPTS.

Content thresholds:

This settings defines the content threshold settings that should be applied
to this stream. The entire content threshold setting, with the exception for
the ‘Ignore PIDs’ setting, will be applied to the service. Please refer to
chapter 6.10.3 for the specific meaning of the settings.

Set this to Same as stream to apply the default content thresholds for this
service.

Schedule:

The Schedule drop-down menu allows the user to associate a scheduling
scheme to a service, in effect masking alarms during selected intervals.
Scheduling templates are defined in the Setup — Scheduling view. The
predefined scheduling templates ‘Never’ and ‘Always’ will always be
selectable, and these will result in service alarms never and always being
masked, respectively.

When Same as stream is selected, the requirement defined in the stream
threshold will apply.

Note that alarm masking only affects alarm lists and SNMP traps; other
alarm indications in the GUI will remain visible.
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6.11 Redundancy (requires IP-SWITCH-OPT)

The IP redundancy switching feature enables the VB330 to function as a control unit for an external
redundancy switching device. The VB330 integrates easily by specifying a few parameters. Then
the VB330 can be configured to send switching commands based on the alarm settings. The actual
distribution and switching will be done by the external device. IP redundancy switching is currently
supported on the DMG 4000.

Each redundancy switch is coupled with two specific ETR engines. The pairs are 1 and 2, 3 and 4 etc.
The number of ETR engines depends on the ETR290-OPT of the VB330. More information about
the ETR290-OPT is found in section 6.9. The number of switches available will adjust automatically
to the number of ETR engines.

The multicasts must be assigned to the ETR engines using the Multicasts — Streams view. A step
by step description of how to do this can be found in section 6.11.5.

A single multicast must be monitored per engine for the switching to work as intended. Round-robin
monitoring (multiple multicasts monitored sequentially on the same ETR engine) is NOT supported
for redundancy switching.

The redundancy switch status and settings are available using the Eii. Setup changes through the Eii
is also possible. See section 6.13.5 for more information about the Eii.

6.11.1 Redundancy — Status

Status || Switch setup || Integration
switch list ) )
r Switch detail:
ETR# __NameA | JActve | [NameB _____[Mode]
12 TVNorge HD B — W TVNorge HD: backup | A ETR engines: 29:30 A
34 C More Golf HD H > B CMore Golf HD: A Active input A
56 Nat Geo HD (N) B > B NatGeoHD(N):b.. S Mode SuperLocal Output
78 ‘switch inactive o | (O A I—— In SuperLocal mode the input switching can only be utpu
910 | Nasa TV UHD B < | B NasaTVUHD bac. | A P performed using the buttons in the probe web interface
11:12 | TLC Norge HD B« O setuperor M B ssnl)
1314 | TV2Sport2HD B «i B TV2Spot2HD:b.. M
15:16 | Disney Channel (... B | «i | @ Disney Channel (S.. | M —Status of input A: Viasat 4 HD Status of input B: Viasat 4 HD: backup
17:18 | FOXHD (N) B > B FOXHD(N):back. M
19:20 | Kanal 4 HD B > | Kanal 4 HD: backup | M Pri1 Pri2 Pri3 Other Interface Pri1 Pri2 Pri3 Other Interface
2122 | IDInvestigationD... M| «i | M IDInvestigationDi... | S ETssync  MTransport  CINT CICA syst s PV HTssync  MTransport  EINIT CIcAsyst mTam
;g gg ggge;sli"a[()m = =g = gg(';el';;‘ﬁ":n(_ng 2 M syncbyte MCRC Sl Rep M PID minbr. W AT W syncbyte MCRC [1SI Rep M PID minbr. W AT
5798 | Nickotodoon () = : B Niskoicdeon ('NJ_“ o HPAT CIPCR ClunrefPiD  MPDmaxbr  EMLR HPAT CIPCR CunrefPiD EPIDmaxtr.  MMLR
P ————— B .o B Viesat4 HD: backp S M Continuity [IPCRaccr.  E1SDT HPIDch HRTP M Continuity [IPCRaccr.  [1SDT HPDch HRTP
3132 MTV B | B MTV: backup s HPMT cIpTs der M serv. minor. B intf. ovf HPMT oleTs e B serv minor Bt ovl
33:34 | VH1 Classic B > B VHiClassic:bac.. | S CMissPID  CICAT CIRST H Serv. maxbr. CMissPiD  CICAT CIRsT M Serv. maxbr
3536 | NickToons B | B NickToons: backup | S oot Wserv. ch oot W sen. ch
37:33 | MOTORVISIONTV M i I MOTORVISIONT. s
39:40 | Disney Junior B O setuperor s LITP LLTP
4 2 B Cont ch B Cont ch
[ Gold TS HGod TS
CTime O Time
Setup ~Manual
Mode: SuperLocal ¥
Switch fo nput A
Return delay (s): 30
Switch fo input B
Apply

The Status view displays the status of the redundancy switches. The Redundancy switch list on the
left side gives an overview of all the switches.
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Redundancy switch list

ETR#:

The ETR engines coupled with the switch. <input A>:<input B>

Name A:

Displays the name of the stream on input A (odd numbered ETR engine). To the right
of the name is a bulb showing the ETR290 alarm status.
The field also provides the following information:
* Bold text indicates that the stream is the currently selected as the output.
* Displaying “switch inactive” together with an empty Name B field means that
one or both of the ETR engines are not in use.
* “setup error” is displayed if there is a setup error. Opening the respective switch
information will give more details.

Active:

The arrow indicates which input is currently selected as the output.

Name B:

Displays the name of the stream on input B (even numbered ETR engine). To the left
of the name is a bulb showing the ETR290 alarm status.
The field also provides the following information:
* Bold text indicates that the stream is the currently selected as the output.
* An empty field together with Name A displaying “switch inactive” means that
one or both of the ETR engines are not in use.

* “setup error” is displayed if there is a setup error. Opening the respective switch
information will give more details.

Mode:

The operation mode, described in section 6.11.4, set for the switch
A = Auto, M = Manual, S = SuperLocal

To the right of the Redundancy switch list, more detailed information about a switch is displayed.
This is information about the redundancy switch currently selected in the switch list. A switch can
be selected by clicking the respective list entry. The following information is displayed:

Switch information frames

Switch details: ETR engines: The ETR engines coupled with the switch. <input A>:<input

B>

Active input: The input selected to be output from the switch.

Mode: The operation mode, described in section 6.11.4, set for the switch

Description: A description of the switch’s current operation. After a switch,
the return delay countdown will be shown here. The switch details frame
includes a figure with a visual representation of the switch’s status.

Status of input A: The header text is followed by the name of the stream. The frame shows the

full ETR290 alarm status of the stream on input A of the selected switch.
The content of this frame is described in section 6.9.2.

Status of input B: This shows the same information as Status for input A, but for input B.
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Setup: Allows for quick access to the currently selected switch's setup. The setup
parameters are described in section 6.11.2.

Manual control: Buttons in this frame are used to select which input should be the output
from the switch. These are only available in modes Manual and SuperLocal.

6.11.2 Redundancy — Switch setup

~ Redundancy switch setup

Edit switch
ETR% _Acvempul __ ode ___Relum dolay _
1:2 A Auto 60 Edit Activeinput | A v
a4 A Auto 60 Edit Mode Manual A
56 A Auto 60 Edit
78 A Auto 60 Edit dRelt”f” 30
910 | B Auto 60 Edit LG
11:12 A Manual 30 Edit
13:14 A Manual 30 Edit
1516 A Manual 30 Edit
17:18 B Manual 30 Edit
1920 |B Manual 30 Edit Apply changes
21:22 A SuperlLocal 30 Edit
2324 B SuperlLocal 30 Edit
2526 B SuperlLocal 30 Edit
27:28 B SuperLocal 30 Edit
2930 A SuperlLocal 30 Edit
31:32 A SuperlLocal 30 Edit
33:34 B SuperlLocal 30 Edit
3536 A SuperlLocal 30 Edit
37:38 A SuperlLocal 30 Edit
39:40 B SuperlLocal 30 Edit

Edit selected

The Switch setup view shows the current setup of all the switches. Using this view is the most
effective way to edit the setups of the redundancy switches. Multi-edit functionality makes it possible
to edit several setups simultaneously. Highlight the setup list entries that should be edited and click
the Edit selected button. The link in the Edit column can be used to edit the setup on that specific
TOoW.

Any setting can be set from the setup page regardless of current mode etc. The probe does not have
a way to read the status from the external device. The Setup view can be used to manually sync the
VB330 probe’s switch settings to the settings of the external device.
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Switch setup list

ETR#: The ETR engines coupled with the switch. <input A>:<input B>
Active input: The input selected to be the output from the switch.
Mode: The operation mode, described in section 6.11.4, set for the switch.
Return delay: The return delay specifies a time period following an automatic switch where a
new switch cannot be triggered. This only applies if the Mode is set to Auto.
Edit: Click this column to edit the switch’s setup parameters.

6.11.3 Redundancy — Integration

Status | | Switch setup | | Integration

Redundancy integration for DMG 4000

IP address: 101041040
Part: 4949
Access LRL:

Uzername:

Jaoard ! fapifsonrpc
Uzername

Pazsword:

The Integration view is used to set the parameters needed to integrate with the external switching
device. IP redundancy switching is currently supported on the DMG 4000. The following parameters

are supported:

Integration parameters

IP address: IP address used to reach the external switching device.
Port: Port used to connect to the external device.
Access URL: Path to control APIL
Username: Username used to authenticate against the external device.
Password: Password used to authenticate against the external device.

6.11.4 Redundancy switch operation modes

The redundancy switches have three different modes of operation: Auto, Manual and SuperLocal.
The mode can be set for each switch independently. The modes are described below:

Modes
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Auto: Switching between the inputs is done automatically based on the user defined
alarm setup. A switch is triggered when the active stream has an active alarm
while the inactive stream is alarm free. The return delay specifies a period of time
following an automatic switch where a new automatic switch cannot be triggered.

Manual: An action from the user is required to switch. The switching can be performed
using the Manual control buttons in Redundancy — Status, editing the setup in
Redundancy — Switch setup or through the Eii.

SuperLocal: The redundancy switches can only be controlled through the web GUI. Control
through Eii is disabled. Use this mode to disable externally triggered switches.

6.11.5 Setup guide

Coupling multicasts to a redundancy switch

As mentioned at the start of the Redundancy section, each switch is coupled with a specific pair of
ETR engines. The number of the ETR engines coupled with a switch are two consecutive numbers
starting with the odd number (i.e. 1 and 2, 3 and 4, ...).

The multicasts are assigned to ETR engines using the Multicasts — Streams view. Figures and a
full description of this view can be found in section 6.4.8.

1. Go to the Multicasts — Streams view.
2. Open the edit popup of the multicast you want to couple with a redundancy switch.

3. Join the multicast:
Under General, check Join stream.

4. Enable ETR monitoring:
Under ETR, check Enable ETR.

5. Assign the multicast to the ETR engine of the switch you want it to be coupled with:
Under ETR, set Selected ETR engine to the number of the ETR engine. Only a single
multicast can been assigned to ETR engines used for redundancy switching.

6. If the switch will use the Auto mode, set the ETR thresholds:
Under ETR, select the ETR thresholds using the ETR thresholds drop-down. How to set up
the ETR thresholds for redundancy switching is described in the next section (ETR thresholds
for automatic switching).

7. The multicasts will be listed in the Redundancy — Status view’s Redundancy switch list. If
the name of the multicast is not in the list, make sure that the options mentioned in points 3-5
are set correctly. Redundancy switch list error texts are described in chapter 6.11.1.
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ETR thresholds for automatic switching

Switches that operate in Auto mode will switch automatically based on the ETR alarm state of the
input streams. The ETR thresholds are used to configure which alarms that will be reported, and the
limits (i.e. thresholds) for when they will be triggered. A detailed description of the ETR thresholds
is given in section 6.9.11. When the IP-SWITCH-OPT is installed, the ETR thresholds will also
have a redundancy checkbox for each alarm. The ETR thresholds edit popup with redundancy can
be seen below.

Edit ETR Threshold x
Name
Description|Description of the ETR mc
General || Priority 1 || Priority 2 || Priority 3 || Other checks || interface checks |
Parameter Setting Redundancy
TS syne
Sync byte
PAT Alarm W
Maximum interval (ms) [flooo ]
Minimum number of services P ]
Allowed Transport Stream IDs Allowed transport strean
Continuity
PMT
Maximurm interval {ms)
Minimum number of components D
Require language descriptors M
Missing PID O

An automatic switch can be triggered by an alarm when the alarm is enabled and has the Redundancy
checkbox checked in the ETR threshold. If an alarm should be reported, but not trigger a switch, it
should then be enabled with the drop-down menu and not have the Redundancy checkbox checked.

Setting up ETR thresholds:

1.
2.

202

Go to the ETR 290 — ETR thr. view.

Create a new threshold or open an existing one for editing.
This will open the pop-up seen above.

. Enable the alarms that should be reported for the stream:

Select Alarm in the Setting column of the alarms.

. Allow automatic switching on alarms:

Check the checkbox in the Redundancy column of the alarms.
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5. To assign the ETR thresholds to multicasts, follow the steps describing how to couple multi-
casts to redundancy switches in the previous section.
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6.12 Setup
6.12.1 Setup — Params

[ wain |[ atarms |[ o7T || Multicasts || mwr |[ ROP || Traffic || Ethernet || ETR 280 |[ 4511 |[ a212 ) || coFomi || corFomz || content || Setun || Data || about |

Params || Pages || Colors || Time || Ethemnet || vians | Lagin || ETR |[ Meas. 10g || vBC thresh. || Scheduling || Routing || Security |

 Warious rHetwork sett SHMP

Probe name [System name used to idertify Join muticasts Community string [public
Organization [Mame of organization owning Enable SAP discavery Trap destination 1 (0.0.0.0
Enable IGMPv3 support

Probe cortact (Cortact person for this probe Trap destination 2 (0.0.0.0
Import source address |

Probe location Physical location of probe Gap between joins (milizecs) IC' Trap destinstion 3 (0.0.0.0
Enable thumbnails Year in trap time

Diate format 2015 Oct 05 031215 v ~Time synchr

—Alarms Use t?me server | NTP (Ethernet) v
Freeze log when full O TP time server [10.0.205 8
Trest Ethernet everts as alarms [ | Time: zone Eastern ("ESTEDT") - US & Canada
TOT time zone  |Courtry: Region (or

Apply changes

The Setup — Params view is used to configure basic parameters for the 10G Probe. This page is
displayed by default when accessing the web interface, until the configuration has been saved by
clicking the Apply changes button.

Various

Probe name: Each probe can be assigned a user defined name. It is part of the probe’s
MIB. The name is shown in the Main — Summary view, which is the
probe default page, as well as in the browser’s title line.

The name is also used for identifying the system when activating the
license on-line, see E Appendix: On-line License Activation for more
details.

Organization: The name of the organization (usually the company name) that is running
the probe. This name is only used for identifying the system when
activating the license on-line.

Probe contact: The probe contact is part of the probe’s MIB, and this parameter is
relevant for SNMP use only. It is used to identify the contact person
responsible for this probe.

Probe location: The probe location is part of the probe’s MIB. It is used to identify the
physical location of the probe. The probe location is also shown in the
Main — Summary view and in the browser’s title line.
This name is also used for identifying the system when activating the
license on-line.
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Enable thumbnails: Enable or disable thumbnail generation globally. When enabled, thumb-
nails are only decoded automatically if the Extract thumbnails option
has been enabled in the associated OTT or multicast setup. If freeze-
frame or color-freeze alarming has been enabled in the Content threshold
template, the video frames are investigated regardless of this setting.
For high bitrates (above 700 Mbit/sec) the probe may feel more respon-
sive if thumbnail picture generation is switched off. This does not affect
the accuracy of the measurements.

Date format: The date format used in the user interface can be changed here. Dates
exported through machine-readable interfaces are not affected by this
setting.

Alarms

Freeze log when full: When enabled the alarm list will freeze when full (an event
will show that it is full). When the list is full new alarms are
ignored until Clear alarms is pressed.

This can sometimes be useful if a unit is placed unattended.

Treat Ethernet events as alarms: When enabled each event is treated as an alarm that is active
for ten seconds. This may be useful when reporting to
external systems that do not support events but only active
or cleared alarms. This setting affects the local alarm list
and SNMP traps.

Network settings

Join multicasts: If switched off probe will not send IGMP messages which is
useful if connected to a trunk port and there is no need to join
multicasts.

Enable SAP discovery: When enabled, the 10G Probe makes streams announced us-
ing the Session Announcement Protocol available through the
Multicasts — SAP view.

Enable IGMPv3 support: Required for probe to support the IGMP v3 protocol. Should
always be enabled in networks that support IGMP v3.

Import source address: When enabled, the detected source address is added to the
configuration when importing streams from Traffic — Detect
or Traffic — Multicast scan. This instructs the probe to
request the stream as a source specific multicast.
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Gap between joins (millisecs): When monitoring a lot of multicasts, sending join requests

for all of them at the same time may overload the network
infrastructure. This setting specifies the minimum time, in
milliseconds, between join requests.

Time synchronization

Use time server:

Select between Off and NTP (Ethernet).

When NTP is selected the probe will synchronize with an upstream NTP
server as often as is needed to maintain accurate timekeeping on the probe.
If Off is selected, or NTP is selected and no NTP server is configured, the
probe will try to synchronize with the VBC server.

NTP time server:

The IP address or host name of the time server.

Time zone:

By setting the time zone the probe time can be offset from the reference NTP
time. Time zone definitions come from the IANA Time Zone Database.

TOT time zone:

The local time zone to be used when TOT is selected as clock reference
source. This is a three letter country code that should match a country code
present in the received TOT. Note that this parameter is case sensitive. If
the TOT time zone field is left blank the first time zone specified in the TOT
will be used, and this time zone will also be used if the probe is unable to
find the specified country code in the TOT. For countries with more than one
time zone the region ID is specified by adding a colon and the region ID to
the country code (e.g. “‘USA:2’ for country USA and region ID 2).

SNMP

Community string: The probe SNMP community string can be changed.

Trap destination 1-3: SNMP traps will be sent to the specified destinations.

Set all three destinations to 0.0.0.0 to disable SNMP trap transmission.
This will also disable storing of traps accessible through SNMP queries.

Year in trap time: If enabled, dates in SNMP traps include the year number.
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6.12.2 Setup — Pages

Pararns | Pages | Caolors || Time || Ethermet | wiLaNs | VBC || Login || ETR || vBC thresh. || Scheduling || Routing || Security |
Page names
Page 1 1 Page &  |Info Page 11 Page 16
Page 2 P2 Page 7 Page 12 Page 17
Page 3 Page & Page 13 Page 138
Page 4 Page 9 Page 14 Page 19
Page 5 Page 10 Page 15 Page 20

The Setup — Pages view allows names to be associated with different pages. Individual multicasts
can be assigned to different pages in the Multicasts — Streams view, to facilitate easier navigation
in the different Multicasts views.

The page names for OTT channels are configured using the OTT — Settings view.

6.12.3 Setup — Colors

Params || Pages || Colors | [ Time || Ethemet || VLANs | [ VBC || Login || ETR || VBC thresh. | [ Scheduling || Routing | Security |
Color list
Name  [value [Col |Descripon  [Edit |
Green OOFFOD | I Edit
HewPresetl 408080 N Edit
Edit Color X
Edit
Mame [MewPresetl
Description |
Color -
[Close| [Apply changes|
Color:2
[Add new color| [Delete selected|

The Setup — Colors view allows the user to define colors that should be recognized if a color-freeze
condition should occur. A mono-colored freeze frame condition may in some cases indicate what
equipment is failing, resulting in the color-freeze.

A freeze color is defined by clicking the Add new color button and assigning an RGB value to a
name. A maximum of four colors may be defined. An existing color may be modified by clicking
the associated Edit link.
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Edit color

Name: The color name. This name will be part of a color alarm description and the
associated SNMP trap.
Description: A description of the color or an error indication.
Color: The RGB color on the format #XX(Red)XX(Green)XX(Blue) where XX repre-

sents a hexadecimal figure spanning 0-255 in decimal notation. If supported by
the browser, clicking the color should pop up a color selection dialog.

6.12.4 Setup — Time

Params || Pages || Colors || Time || Ethernet || VLANs || vBC || Login || ETR || VBC thresh. | | Scheduling || Routing || Security |

The systemn time is now 2015 Jan 16 13:02:16
It is not recommended to change the time manually while synchronizing against a time-senser.
Change system time

System time ("YY-MM-DODTHH:MM:55) |2015-01-16

[=3]
W
[=]
=]
=]

The time of the probe is used to timestamp events in the alarm list. The local time is always
presented just below the alarm list.

The probe time should not be set manually if the probe is synchronizing against a time server (refer
to the Setup — Params view).

If supported by the browser, you should be able to set the time and date using a calendar and time
control by clicking the input box.

6.12.5 Setup — Ethernet

Params || Pages

| colors || Time || Ethernet |[vians || Login || ETR || vBC thresh. || Seheduling || Routing || Security |

IP settings - dataivideo SFP+ A ~IP settings - dataivideo SFP+ B STATUS
Eniatile DHCP Enahle CHCP Management (eth1) Sl ()
IPvd address 10050195 IPvd address 10.0.40193 IPvd address: 10030122 [RrjcEiiess 10818
MAC address:  00:24:64.00:11.64 MAC address:  00:24:64:00:11:85
P4 netmask 2552552550 IP+4 netmask 2552552550 Link 1000 full- Link 10000 full-
1Py Gatewway 10,0.50.1 IPvdk Gatewvay 10.0.40.1 Link status: duplex 523 168 Link: =tatus: duplex 4.767
— — Ghps
Enable managemert | Enable management || kpz ToETerE 98
~IP settings - management {eth1} ~Global setting SFP+ B (eth0) Tx powver (dBm): -3 6
Erable DHCP _ . IPv4 address: 10.21 236 Fex powver (dBm):-0.7
riabile I Detautt interface | Management (sthl) » MAC address: 0024 fid:00:1 .63
IPvd address 10030122 Host name Ogprohe | Link 10000 full-
IP'v4 netmask 255.255.252.0 Link status: duple:x 4,833
Pt ot DhE Server 10.0.28.10 | Ghps
W eway 10.0.30.1 Temperature: 438
Enahle management Tx powwer (dBm). -2.5
R powver (dBm):-1.1
[IPv5 Settings| [Apply| [Reboot|
All changes require reboot to take effect. After applying the parameters, click the Rehoot button and confirm to boot with the new settings.
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The Setup — Ethernet view defines the Ethernet setup parameters for the management interface
(ethl) and the data/video interface (SFP+B/eth0Q). If the license for the second data interface is
enabled, it will show up as SFP+A/eth2. The link statuses for the interfaces are updated live to
reflect the current settings. Rebooting the probe from this page is achieved by clicking the Reboot
button after changes have been confirmed by clicking the Apply button. Click the IPv6 Settings
button to access the IPv6 view.

Connecting a data/video port is mandatory. The probe will only be able to join multicasts on the
data ports. For management, the probe supports both in-band management (i.e. using ethO for both
data/video and management) and separate management (i.e. using ethl for management). In any
case make sure that the subnets configured for the network interfaces do not overlap — otherwise the
probe will not work properly. If the IP addresses for network interfaces are configured so that the
subnets overlap, the settings will be automatically reverted by the probe.

Dual stack functionality enables the probe to support both IPv4 and IPv6 for management.

A valid DNS configuration is required for parts of the probe functionality. Configure a valid DNS
under the Global settings heading, or use a publicly available DNS such as Google Public DNS
(8.8.8.8 or 8.8.4.4) or OpenDNS (208.67.222.22 or 208.67.220.220).

IP settings — data/video SFP+ B (eth0)

Enable DHCP: If enabled, IP address (ethO), netmask (ethO) and gateway are updated
by a remote DHCP server next time the probe boots.
IPv4 address: IPv4 IP address of management interface
IPv4 netmask: IPv4 netmask of management interface

Enable management:

If enabled a web server will be started on ethO next time the probe boots.

IP settings — data/video SFP+ A (eth2)

Enable DHCP: If enabled, IP address (eth2), netmask (eth2) and gateway are updated
by a remote DHCP server next time the probe boots.
IPv4 address: 1Pv4 IP address of management interface
IPv4 netmask: IPv4 netmask of management interface

Enable management:

If enabled a web server will be started on eth2 next time the probe boots.

IP settings — management (ethl)

Enable DHCP: If enabled, IP address (eth1), netmask (eth1) and gateway are updated
by a remote DHCP server next time the probe boots.
IPv4 address: IPv4 address of the data/video interface
IPv4 netmask: IPv4 netmask of data/video interface

Enable management:

If enabled a web server will be started on eth2 next time the probe boots.
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Global settings

Default interface:

The default interface determines which interface is used for out-going probe

traffic, unless specified otherwise in the Setup — Routing view.

Host name:

The host name is displayed when logging in to the probe over the USB serial

port and is also visible in LLDP broadcasts.

DNS Server:

If DHCP is not enabled, this field can be used to define the IP address of

the DNS server. If DHCP is enabled, this field is disabled, and the gateway
provided by the DHCP server is used.

6.12.5.1 Setup — Ethernet — IPv6 Settings

Farams || Pages || Colars || Time || Ethernet |[vians | [vBc || Login || ETR | [ vBC thresh. || scheduling || Routing | | Security |

~IPv6 settings - data/video SFP+ A
Enahble P&

Enahble IPvE autocont

IP6 address eth2 PvE address
IPvE prefix 0

IPvE Gaterneay Defautt IPvE gatewvay

IPv6 settings - datajvideo SFP+ B

Enable [PvE

Enable IPvE autocont
IPvE address eth0 IPvE address
IPvE prefix 0

IPvE Gatenneay

Status management:
00:24:64:00:1 1. 7f
Ma Link

Status SFP+ B
00:24:64:00:11. 7

Default IPvE gateway

~ IPv6 settings - management (eth1)
Enahle IP+E

Enable IPvE autocont

IP6 address ethi IPvE address
IPvE prefix 0

IPvE Gateway Detautt IPvE gatewvay

Lirk 10000 full-duplex 2.204 Ghps

Status SFP+ A
00:24:64:00:1 f: 80
Link 10000 full-duplex 4 2035 Ghps

P4 Settings | [Reboct|

All changes require reboot to take effect. After applying the parameters, click the Reboot button and confirm to boot with the new settings.

IPv6 settings — data/video SFP+ B (eth0)

Enable IPv6:

If IPv6 is enabled, the probe will use IPv6 for management on eth0.

Enable IPv6autoconf:

If IPv6 auto-configuration is enabled, the probe will receive IPv6 ad-
dress, IPv6 prefix and gateway address from a network router when
booting.

IPv6 address: If IPv6 auto-configuration is not enabled, this field is used to define the
IPv6 address of the probe.
IPv6 prefix: If [Pv6 auto-configuration is not enabled, this field is used to define the
IPv6 prefix of the probe (corresponding to netmask for IPv4).
IPv6 Gateway: Required to allow clients with an address outside the probe subnets

to access the probe (HTTP, FTP, SSH, TELNET, SNMP). It is also
required for the probe to access an NTP server or DNS server with
IPv6 address outside the probe’s subnets. If IPv6 auto-configuration is
enabled, this field is disabled.
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Note that auto-configuration should only be enabled for one of the Ethernet ports to avoid
possible conflicts.

IPv6 settings — data/video SFP+ A (eth2)
Enable IPv6: If IPv6 is enabled, the probe will use IPv6 for management on eth?2.

Enable IPv6autoconf: If IPv6 auto-configuration is enabled, the probe will receive IPv6 ad-
dress, IPv6 prefix and gateway address from a network router when
booting.

IPv6 address: If IPv6 auto-configuration is not enabled, this field is used to define the
IPv6 address of the probe.

IPv6 prefix: If [Pv6 auto-configuration is not enabled, this field is used to define the
IPv6 prefix of the probe (corresponding to netmask for IPv4).

IPv6 Gateway: Required to allow clients with an address outside the probe subnets
to access the probe (HTTP, FTP, SSH, TELNET, SNMP). It is also
required for the probe to access an NTP server or DNS server with
IPv6 address outside the probe’s subnets. If IPv6 auto-configuration is
enabled, this field is disabled.

IPv6 settings — management (ethl)

Enable IPv6: If IPv6 is enabled, the probe will use the management port for IPv6
management

Enable IPv6autoconf: If IPv6 auto-configuration is enabled, the probe will receive IPv6 ad-
dress, IPv6 prefix and gateway address from a network router when
booting.

IPv6 address: If IPv6 auto-configuration is not enabled, this field is used to define the
IPv6 address of the probe.

IPv6 prefix: If [Pv6 auto-configuration is not enabled, this field is used to define the
IPv6 prefix of the probe (corresponding to netmask for IPv4).

IPv6 Gateway: Required to allow clients with an address outside the probe subnets
to access the probe (HTTP, FTP, SSH, TELNET, SNMP). It is also
required for the probe to access an NTP server or DNS server with
IPv6 address outside the probe’s subnets. If IPv6 auto-configuration is
enabled, this field is disabled.

6.12.5.2 Example 1 — Separate Management IPv4

This model is useful if the management traffic is to be separated from the data/video traffic by
utilizing two completely disjointed networks. In this example the management subnet is defined as
192.168.0.0/16 and the data/video subnet is 10.0.30.0/24.
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Parameter Management Data/video Explanation

(ethl) (eth0)
Enable Optional Optional Use DHCP to configure the ethl and/or
DHCP eth0 interface automatically
IP address 192.168.7.5 10.0.30.5 The IP addresses of each interface
Netmask 255.255.0.0 255.255.255.0  The netmasks — 16 and 24 bits
Enable Yes No Only run web server on the management
management interface
Gateway 192.168.0.1 - The default gateway is required for the

probe to connect to devices that are not
on the same subnet

6.12.5.3 Example 2 — In-Line Management IPv4

This model is useful if there is no separate management network and both data/video and manage-
ment traffic are to use the same network. In this configuration the probe’s management network may
not even be connected. Even if the probe’s management port is not to be used it must be configured
carefully so that it does not interfere with the data/video interface.

In this example there is only one network defined as 10.0.30.0/24.

Parameter Management Data/video Explanation
(ethl) (eth0)
Enable Off Optional We cannot use DHCP for ethl since the
DHCP device is not used
IP address 0.0.0.0 10.0.30.5 The IP addresses of each interface — con-
figure ethl to a non-existing address
Netmask 255.255.255.0  The netmasks — the subnet for ethl con-
255.255.255.255 tains only one address
Enable No Yes Only run web server on the data/video
management interface
Gateway — 10.0.30.1 The default gateway is required for the

probe to connect to devices that are not
on the same subnet

6.12.5.4 Example 3 — Mixed Mode IPv4

This model is similar to the separate management model with the difference that a web server is also

run on the data/video management.
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Since there is only one default gateway, in this case pointing to the management network, clients
accessing the probe via the data/video interface need to be on the same subnet as the probe’s
data/video interface.

Parameter Management Data/video Explanation

(ethl) (eth0)
Enable Yes Yes Run web server on both interfaces
management

The other settings are the same as in example 1

The principles shown in the previous examples also apply for IPv6 management. IPv4 and IPv6 can
be used simultaneously. In theory the probe’s web server can be accessed using four different IP
addresses, provided that the network architecture allows it.

6.12.6 Setup — VLANSs

Params || Pages ‘ Time | Etharnat| VLANSs || VBEC | Login | ETR |VBCthresh H Scheduling H Routing || Se::urity| Edit VLAN ®
VLAN settings Enable
Erabed Inieace——\ALAN o [ sdgess —— Neimess —foaieway — escroion o RIS R N
SFP+B 100 10.10.1.100 255.255.255.0 10.10.1.1 Edit WLAN id 103
SFP+B 101 10.10.2.100 255.255.255.0 10.10.2.1 Edit Prrres [
SFP+B 102 10.10.3.100 255.255.255.0 10.10.3.1 Edit S
SFP+B 103 10.10.4.100 2552552550 10.10.4.1 Edit PRI 255 255 255.0
SFP+B 104 10.10.5.100 255.255.255.0 10.10.5.1 Edit Gateway [10.10.4.1
SFP+B 105 10.10.6.100 255.255.255.0 10.10.6.1 Edit Description
SFP+B 106 10.10.7.100 255.255.255.0 10.10.7.1 Edit
SFP+B 107 10.10.8.100 255.255.255.0 10.10.8.1 Edit
SFP+B 108 10.10.9.100 255.255.255.0 10.10.9.1 Edit
SFP+B 109 10.10.10.100 255.255.255.0 10.10.10.1 Edit
SFP+B 10 10.10.11.100 255.255.255.0 10.10.11.1 Edit
SFP+B 111 10.10.12.100 255.255.255.0 10.10.12.1 Edit
SFP+B 112 10.10.13.100 255.255.255.0 10.10.13.1 Edit
SFP+B 13 10.10.14.100 255.255.255.0 10.10.14.1 Edt | -
List size:20

The VB330 probe supports a large number of VLAN interfaces. The VLAN interfaces can be
associated with any of the physical interfaces. Once enabled, these VLAN interfaces can be used for
routing and joining of multicasts.

The VLAN interface can be used to monitor OTT traffic — also if it is associated with the management
interface. Multicasts can be joined from any of the VLANS, as long as the VLAN belongs to one
of the two physical SFP+ interfaces. The VLAN interfaces are not available for serving the web
interfaces.

Edit VLANs
Enable: Once enabled the virtual interfaces are created and available.
Interface: The physical interface to associate the VLAN with.

VLANid: The VLAN id (1-4095)
IP address: The IP address of the interface.
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Netmask: The Netmask of the interface.
Gateway: The Gateway of the interface.

Description: A user given description of the interface.

Note that editing VLANSs should not require a reboot to take effect.

6.12.7 Setup — Login

Farams || Pages || Golors || Time || Ethemet || vLANs || vBC | Legin || ETR || WBC thresh || Scheduling || Routing || Security |

User login
rCurrent user

You are currently logged out

~Login

Marme Enter user-name here

Password

By default, there is no access control and all users have access to all features. When access control
is activated, anyone with access to the VB330 will first be presented with the login view, requiring
the user to log in before being able to access the user interface.

Login

User login
~Current user

“ou are currently logged out

~Login

Mame Erter user-name here

Password

Only the admin user can change the access control settings. If access control is disabled, you need
to log in using this view before accessing any of the settings in Setup — Security.
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To restrict access, the Setup — Security — Authentication view can be used to set up log-in that
restricts all access to the user interface.

Use the firewall settings in the Setup — Security — Access control view to allow certain addresses.

User login
Current user

You are currently logged in as: admin

Log-in is performed by providing the correct username and password. The default user name and
password to is admin and elvis. The operator may define a new password that should be easy to
remember. The password for the “admin” user is configured in the Setup — Security — Password
view.

Note that when logged in from the VBC, the VBC user’s access rights apply.

6.12.8 Setup — ETR

Params || Pages || Colors || Time || Ethemet || viLaNs || Login || ETR || vBC thresh. || Scheduling || Routing || Security |

— Parsing rules for private descriptors ~ ETR details rInactive inputs
g (OxB1) Disa ? Show service name: Hide inactive inputs:
131 (0x83) | logical channel descriptor v1 Edit  EIT table IDs —Add log event on tuning reset—————
134 (0x86) | Disabled Edit
135 (0x87) | logical channel descriptor v2 Edit EIT Table IDs: Enable logging:
136 (0w8a) | Disabled Edit

m
=
=

151 (0x97) | Disabled
161 (Oxal) | Disabled
162 (Oxa2) | Disabled
163 (0xa3) | Disabled
173 (Oxad) | Disabled
196 (Oxc4) | Disabled

r ETR 290 tuning control

m
=]
T

T
=
=

||
A==
= =

T
=]
=

4

[} Allow unauthorized users to lock tuning for minutes
[ Limit authorized users to lock tuning for only minutes

The Setup — ETR view allows the user to select miscellaneous ETR handling modes.

Parsing rules for private descriptors

Probe recognition of a number of selected private descriptors may be defined by the user:

129 (0x81): ‘Disabled’ or ‘AC-3 audio stream descriptor’
131 (0x83): ‘Disabled’, ‘Extended video descriptor’ or ‘logical channel descriptor v1’
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134 (0x86):

‘Disabled’ or ‘caption service descriptor’

135 (0x87):

‘Disabled’, ‘logical channel descriptor v2’ or ‘content advisory descriptor’

138 (0x8a):

‘Disabled’ or ‘cue identifier descriptor’

151 (0x97):

‘Disabled’ or ‘SCTE_adaptation_field_data_descriptor’

161 (0xal):

‘Disabled’, ‘service location descriptor’ or ‘etv_bif_platform_descriptor’

162 (0xa2): ‘Disabled’ or ‘etv_integrated_signaling_descriptor’
163 (0xa3): ‘Disabled’ or ‘Component name descriptor’

173 (0xad): ‘Disabled’ or ‘ATSC private information descriptor’
196 (0xc4): ‘Disabled’ or ‘Anc data descriptor’

201 (0xc9): ‘Disabled’ or ‘download_content_descriptor’

206 (0xce): ‘Disabled’ or ‘extended_broadcaster_descriptor’

215 (0xd7): ‘Disabled’ or ‘SI_parameter_descriptor’

231 (0xe7): ‘Disabled’ or ‘private cable delivery system descriptor’
233 (0xe9): ‘Disabled’ or ‘EBP descriptor’

239 (Oxef): ‘Disabled’ or ‘evertz_descriptor’

The default value for private descriptors is ‘Disabled’. To change this value, select a new descriptor

Edit parse rule for private descriptor x
Edit

Tag 129

De=scriptor

AC-3 audio stream descriptor
Dizabled

AC-3 audio =stream descriptor

| E‘.Iusel |,'=-\|J|:|I3r chﬂngesl

interpretation from the drop-down menu and click the Apply changes button.

ETR 290 tuning control

By default authorized users will be allowed to lock the ETR 290 analysis to one stream for an infinite
length of time and unauthorized users will not be allowed to lock the analysis. The Setup — ETR
view makes it possible to time limit the locking for authorized users and unauthorized users can be

granted permission to lock to a stream for a selectable time period.

jay

&
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If the locking mechanism works in a time limited mode a clock icon (see image above) is superim-
posed on the regular lock icon in the different ETR 290 sub-views. When the specified lock time is
out the round-robin cycling will resume. When ETR tuning control parameters have been changed,
click the Apply button for changes to take effect.

ETR details

The user selects if service names should be displayed in the ETR 290 — ETR Details view. Note
that a large screen size is required for proper service name displaying.

EIT table IDs

The user defines which DVB EIT table IDs should be analyzed by the probe. By default only table
ID 78 (EIT p/f actual) is analyzed.

It is possible to extend EIT analysis to include EIT schedule, however this is not recommended
except for ad-hoc troubleshooting, as analysis of EIT schedule can be extremely demanding
on probe processing resources. If full-time monitoring of all EIT information is required,
dedicated probes should be used for this task.

Table IDs are specified as a comma separated list, or alternatively an ID range can be defined, e.g.
78, 80-95.

EIT table IDs:

78 P/F for Actual TS
79 P/F for Other TS
80-95 Schedule for Actual TS
96-111 Schedule for Other TS

Inactive inputs

It is possible to hide disabled inputs from the ETR 290 views. This is convenient when one ore more
inputs are never used, and therefore have been disabled. Check the Hide inactive inputs checkbox
to hide disabled inputs.

Add log event on tuning reset

When the Enable logging checkbox is enabled, the probe will log events that cause monitoring of a
ETR monitored stream to be reset, or when ETR measurements are cleared:

* Tuning reset from the GUI

¢ Min/max measurements for a stream reset from the GUI
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* Min/max measurements for a specific measurement for a stream reset from the GUI

* Tuning reset from the Eii interface

* Min/max measurements for a stream reset from the Eii interface

* Min/max measurements for a specific measurement for a stream reset from the Eii interface
* Monitoring of a stream was restarted due to a configuration change (templates changed etc.)

* Monitoring of the stream was started due to round robin tuning between frequencies or
multicasts

The events logged are shown in the Alarms — Event log view.

6.12.9 Setup — VBC thresh.

Params || Pages || Colors || Tirme || Ethernet || VLANS || WBC || Login || ETR | VBC thresh. | Scheduling || Routing || Securit\,rl

VBC threshold presets

Theze error zecond thresholds are used by WBC to generate VBC alarms
Default
HD exception
Sensitive
Dizrey
OMLY-MO-SIGHAL

Thresholds:5

[add new threshold | [Duplicate selected| [Delete selected| [Edit selected|

The VBC error second thresholds are used by the VideoBRIDGE Controller to issue VBC specific
alarms. The VBC will raise an alarm when the number of error seconds exceeds the error seconds
threshold. The VBC thresholds are only relevant when a VideoBRIDGE Controller is part of the
monitoring system.

The reason for using error second thresholds is to avoid alarms that toggle on and off, which for a
large monitoring system might otherwise lead to an unintelligible user interface. The VBC thresholds
will allow masking of minor error incidences thus resulting in a control system GUI that presents
persistent alarms only.

The VBC error second thresholds are specified as the number of seconds affected by an error
situation. These thresholds refer to a monitoring window of one hour, meaning that if the number of
error seconds summed over any one-hour period exceeds the associated error second threshold an
alarm will be raised by the VBC.

218 VB3xx 10G Probe User’s Manual version 6.5



If a monitoring window different from one hour is selected by the VBC user, the threshold values
will be automatically recalculated to proportional values.

In the “VBC threshold presets’ table the ‘Refs’ column shows how many streams are associated with
each VBC threshold template.

By clicking the Add new threshold button the user will enter a VBC thresholds edit view enabling
definition of a new threshold template. It is possible to copy or delete an existing threshold template
by clicking the Duplicate selected or Delete selected button respectively. To edit a highlighted
threshold template, the Edit selected button should be clicked.

Multi-edit functionality allows editing several VBC thresholds simultaneously. Highlight the list
entries that should be edited and click the Edit selected button.

VB3xx 10G Probe User’s Manual version 6.5 219



Edit ¥BC threshold

Hame |Urtitled |
Parameter Threshold Corresponding YBC alarm
Ethernet:
Mo signal Mo =ignal
RTP drops RTP drops
WLF error WLF error
I&T error I&T error

Max hitrate errar
Min bitrate error

ETH:
ETR pri one errars

ETR pritwo errars
ETR prithree errors
ETR pri other errors

Bitrate overflow
Bitrate underflaw

ETR pri one error
ETR pri two error
ETR pri three errar
ETR pri ather error

ETR interface errors

QT

ETR interface error

OTT transport error OTT transpott errors
OTT HTTP errar OTT HTTP errors
OTT XML error OTT XML efrors
Qof & captions:

20E video 20E video

Q0E audio Q0E audio

Captions availability Captions availability
Captions quality Captions quality

The threshaolds are used by YBC and specify how many error-seconds are reguired
during an alarm window of B0 minutes to raize the corresponding alarm.

YBC will automatically adjiust these error second numbers according to the alarm
windowy specified on the VBC. There iz one error-window per alarm.

So 30 error-zeconds specified here will be zcaled to 10 zeconds for error windows of
20 minutes etc.

|C|EISE | |Apply changes |

VBC thresholds

Name: The name of the VBC threshold template

No signal: Number of seconds with ‘No signal’

RTP error: Number of seconds with RTP packet drops. This measurement will be
zero unless the stream is encapsulated in RTP headers
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MLR error:

Number of seconds with packet drops in the TS layer (seconds when
media loss rate is non-zero). This is equal to the number of error
seconds with CC errors.

IAT error:

Number of seconds when the inter-packet arrival time exceeds the
threshold

Max bitrate error:

Number of seconds the bitrate can exceed the error-threshold before a
VBC alarm is generated

Min bitrate error:

Number of seconds the bitrate can fall below the error-threshold before
a VBC alarm is generated

ETR Pri 1 errors:

Number of seconds with ETSI TR 101 290 Priority 1 alarms before a
VBC alarm is generated

ETR Pri 2 errors: Number of seconds with ETSI TR 101 290 Priority 2 alarms before a
VBC alarm is generated

ETR Pri 3 errors: Number of seconds with ETSI TR 101 290 Priority 3 alarms before a
VBC alarm is generated

ETR other errors: Number of seconds with ETR ‘other’ alarms before a VBC alarm is

generated

ETR interface errors:

ETR error seconds are not relevant for the VB330 10G Probe

OTT transport errors:

Number of seconds with OTT transport related alarms

OTT HTTP errors: Number of seconds with OTT HTTP related alarms
OTT XML errors: Number of seconds with OTT XML related alarms
QoE video: Number of seconds with QoE video-related alarms, such as freeze-
frame and MOS below average
QoE audio: Number of seconds with QoE audio-related alarms, such as audio
silence or out of phase
SCTE 35: Number of seconds with SCTE 35-related alarms, such as event gap or
number of placement opportunities
EBP /IDR: Number of seconds with EBP/IDR-related alarms, such as EBP PTS

gap outside of threshold or EBP and IDR PTS unaligned

Captions availability:

Number of seconds with captions availability alarms

Captions quality:

Number of seconds with captions quality alarms
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6.12.10Setup — Scheduling
Params || Pages | Colors || Login || ETR || vBC thresh. || Scheduling || Routing || Security

Schedule list 1

These schedules can be uzed to define when alarms are to be ignored, ar when streams should be recorded

Thu JFi Sat  lSun it |
Mever 18 Edit
Al 0 Q0o0-2400 Edit
Mairtenance 0 0500-0600 Eclit

Schedules: 3

|Add new 3chedu|e| |Duplicate selected| |De|ete Selected| |Edit selected|

The Setup — Scheduling view enables definition of schedules. These schedules can be used to mask
alarms during selected time intervals, e.g. due to maintenance. To mask ETR 290 alarms, schedules
can be assigned to a PID threshold or service threshold. To mask content alarms, schedules can be
assigned to a multicast or OTT channel, or to a specific service using a content service threshold.

In the Schedule list table the ‘Refs’ column shows how many references exist for each scheduling
template. References to scheduling templates may be found in the places mentioned above.

The search field in the upper right corner of the view allows the user to type a text string and the
schedule list is updated to display only scheduling templates matching the specified text.

The predefined scheduling templates Never and Always result in alarms being masked never or
always, respectively. A new scheduling template is created by clicking the Add new schedule button.
It is also possible to copy an existing scheduling template by highlighting a schedule template and
clicking the Duplicate selected button. The alarm masking intervals are defined for individual
week days or for all week days. Intervals are specified on the form hhmm—-hhmm, for instance the
interval 1200-1400 means that the schedule starts at noon and finish at 2 pm. Several alarm masking
intervals may be specified for each day using comma separation. To edit an existing scheduling
template, highlight it and click the Edit selected button. To delete a template, highlight it and click
the Delete selected button.

When a scheduling template has been modified, click the Apply changes button. Defined scheduling
templates become available as selections in the Multicasts — Streams — Edit — Content, OTT —
Channels — Edit, ETR 290 — PID thresh. — Edit, ETR 290 — Service thresh. — Edit and
Content — Service thresh. — Edit views.
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Edit schedule X

Marme Schedule Timing
|h.-1idnight Wied All days |C0mm0n =chedule for all days

|
Monday  [Schedule for Mondays |
Tuesday  [2330-2400 |
\Wednesday[D000-0030 |
Thurzday |Schedule far Thursday |
|
|
|

Friclay |Schedule for Friday
Saturday  [Schedule for Saturday

Sunday  [Schedule for Sunday
Schedules are used to define when alarms are to be fitered (ie. ignared) and to define when streams are to be
recorded.
Times are specified as hhmm-hhmm in 24-hour format snd can be comma separated. Example: "0000-
0255, 2350-2400" (fram midnight to twwo minutes before three o'clock, and ten minutes before midnight to
midnight].

|Clase| |Apply changes|

6.12.11Setup — Routing
Params || Pages |[ colors || Time || Ethernet || viLans |[ Login || ETR |[wBC thresh. || Scheduling || Routing | [ security

Routing setup Auto-detect

Defautt ethl - Management v Enable YBC auto-detect of this device

IP monitoring (defaul) Sthl - SFF+ B W YBC server (DNS-name or IP-address): |vbc.example.com
Resolved IP-address of the YBC server: 10.0.30.39

OTT monitaring (default) | eth0 - SFP+ B w

MTP date Default interface W

Sk Default interface W

WBC auto-detect Default interface W

Far each of the listed services traffic will be forced on the selected interface.

The probe must be rebooted for any changes to take effect.

Apply changes

The Setup — Routing view allows configuring the default interface for out-going probe traffic, and
VBC detection. System networking configuration is configured using the Setup — Ethernet view.

Note: When monitoring both multicast (UDP) and OTT (TCP) traffic, we recommend using different
network interfaces. Mixing the two traffic types on the same network can have unwanted impact on
the monitored signals.

The VideoBRIDGE Controller can automatically detect the 10G Probe and add it to the VBC
equipment list, provided that the auto-detect functionality is enabled and the VBC server address is
known to the VB330. Note that the network must be transparent to traffic between the VBC server
and 10G Probes for auto-detection to work.

When changes have been made in the Setup — Routing view, click the Apply button for changes to
take effect.
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Routing setup

Default This setting determines the default interface, and is configured through the
Setup — Ethernet view.

IP monitoring Defines the interface to use for the multicasts specified in the Multicasts —
Streams view. The available interfaces depend on the probe license.

OTT Interface to use for OTT channels specified in the OTT — Channels view.

NTP date Interface to use to connect to the NTP server defined in the Setup — Params
view.

SNMP Interface to use for SNMP traps.

VBC auto-detect Interface to use for VBC auto-detect, as specified in the Auto-detect column.

Note that routing for Full Service Monitoring (FSM) is selected in the Ethernet — FSM — Setup
— Edit view.

Auto-detect
Enable VBC auto-detect of this device Check this box to enable auto-detect
VBC server Enter the host name name or IP address of the VBC
Resolved IP address The IP address associated with the DNS name will
be displayed here. If host name lookup fails, it is
necessary to type the VBC server’s IP address instead.

Host name lookup is only performed if auto-detect is
enabled.

6.12.12Setup — Security

The Setup — Security view is a restricted section where only the administrator should have
access, making it possible to disable selected communication protocols to increase safety against
unauthorized access to the 10G Probe. It is also possible to have the probe disregard IP packets with
source address outside the Ethernet interface’s subnet.

To access this view, you have to be logged in. If probe access control has been disabled, you will
need to visit Setup — Login first. The default user name and password to enter this view is admin
and elvis. The password is changed in the Setup — Security — Password sub-view.

To change the parameters in this view, you need to access the VB330 user interface directly, they are
not available when logged in through the VBC.
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6.12.12.1 Setup — Security — Ports

Params || Pages || colors || Time || Ethernet |[ vians || Login [ ETR || vBC thresh. || scheduling || Routing || Security

Ports |Authenticati0n || Tacacs+ || Local users || Access control || Password |

rSecurity Parameters
Enable fip (default off) |:| If dizabled, software upload needs to be performed via HTTP or HTTPS
Enahble telnet (default off) |:| If dizabled, terminal login is only available via USB cable or ssh
Enable szh (default on) If dizabled, terminal login iz only available via USB cable or telnet
Enable SHMP (default on) If dizabled, no MIB is available on port 161 but traps are still sent on port 162
- Receive packets destined to local IP addresses on any interface.
Allovy spoofing (default off) || 1 disahbled, packets and ARP requests are fitered to match only the receiving interface.

Requires reboat after change to take effect
— Allowy inzecure factory reset via telnet or SSH.
glajienetaliceterliesetlidctoutiotn) U If dizabled, factory reset is only available via USB cable

Allowy HTTP requests on port 80 (default on) If dizabled, only HTTPS on port 443 is enabled

rLicense activation proxy
The proxy server will be uzed if the licenze activation host cannot be contacted directly.
If no host is defined, the host defined in SetupYBC will be used instead.
Prozy URL |r'rrtp:.r.fproxy.example.com:8888

The Setup — Security — Ports view makes it possible to enable and disable a number of protocol
ports used by the VB330. To disable a protocol, deselect it by removing the associated check-mark
and click the Apply changes button. Available security parameters are:

Security parameters

Enable ftp Enables support for uploading software update images using ftp, which might
be useful if uploading through the the regular web interface (from the Data —
Software view) fails.
Defaults to off.
Enable telnet Enables text-based remote login using the plain-text telnet protocol.
Defaults to off.
Enable ssh Enables text-based remote login using the encrypted ssh (secure shell) protocol.
Defaults to on.
Enable SNMP If SNMP is disabled, no MIB is available on port 161. However SNMP traps
are sent as usual on port 162.
Defaults to on.
Allow spoofing If disabled, IP packets received on the data interface are dropped if they are
spoofed and would be replied to on the management interface.
Defaults to off.

Allow remote If enabled, factory reset (see appendix H) is available remotely using telnet or
factory reset ssh (if these protocols are enabled above). If disabled, it can only be accessed
from the USB interface using the method described in chapter 4.8.2.
Defaults to off.

Allow HTTP If disabled, the VB330 is only available through encrypted HTTPS communi-
requests on cation. If enabled, it is also available through plain-text HTTP.
port 80 It is not possible to disable disable VB330 access via HTTPS port 443 since it
is considered secure.
Defaults to on.
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License activation proxy

Proxy URL When using on-line activation, the 10G Probe needs to be able to connect to the
license activation server. If the 10G Probe is not connected directly to the Internet,
you can add the URL to a proxy server that it can use here. If not configured, the
10G Probe will try to use the proxy installed on the VBC host, as configured in the

Setup — Routing view; see E Appendix: On-line License Activation for more
details

If both telnet and ssh are disabled, terminal login is only available via USB cable, i.e. remote login
is disabled. Please refer to section 4.8.2 for information on how to connect to the probe using a USB
cable.

The VB330 will create a self-signed SSL certificate and use this when clients access the user
interface via HTTPS (port 443). Since the certificate is not signed by a certificate authority, the

web browser will display an error message saying that the connection towards the probe may not be
secure.

The certificate is used to encrypt the communication between the client (usually a web browser)
and the VB330. The VB330 can also be accessed via HTTPS from the VideoBRIDGE Controller
(requires version 5.5 or later). Choosing the HTTPS protocol over HTTP will cause a small and,
in almost all cases, insignificant additional load on the probe since the communication must be
encrypted by the web server.

Changing settings for spoofing should be followed by a probe reboot for changes to take effect.
Reboot is performed from the Setup — Ethernet view.

Clicking the Routing button will open a new window, allowing the user to display or modify the
probe’s routing table.

Params || Pages || Golors || Time || Ethemet | [ vians | [ vac || Login || ETR || vBc thresh | | Seheduling || Routing | | Security

System routing tahle

Provide arguments for route (—hela for hela): n
kemel [P routing table

Destingtion Gateway Genmask Flags Metric Ref Use face

0.00.010.0.30.1 128000 UG 000 ethD

0.0.0.0 10,0301 0.0.0.0 UG 000 ethd

0.0.0.010.0.40.1 0.00.0 UG00D0 ethi

10.0.28.0 0.0.0.0 255 255.252.0 U000 eth

10.0.40.0 0.0.0.0 255 255.255.0 U000 ethl

128.0.0.0 10.0.201 128000 UG D00 ethD

Security Parameters

Please note that any modifications to the routing table that is made in this dialog will be lost when
the probe is rebooted.
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6.12.12.2 Setup — Security — Authentication
Forts || Authentication || Tacacs+ || Local users || Access contral || Password |

Authentication settings

Authentication method Enahling authentication require users to log in

Login meszage |Access iz restricted to authorized users only. Message to display in Login dialog

Apply changes

The Setup — Security — Authentication view makes it possible to restrict access to the VB330
user interface by requiring the user to log in first.

Authentication method

Disabled VB330 authentication is disabled, and no login is required when accessing the
VB330 from a web browser. The 10G Probe is seamlessly accessible from the
VideoBRIDGE Controller.

This is the default setting.

Tacacs+ VB330 authentication is enabled.

When accessing the VB330 with a web browser, users needs to authenticate
themselves with a username and password. These need to match the pre-defined
admin user, a user available on the Tacacs+ server configured through the Setup —
Security — Tacacs+ view, or any of the users configured in the Setup — Security
— Local users view.

Local users VB330 authentication is enabled.
When accessing the VB330 with a web browser, users needs to authenticate
themselves with a username and password. These need to match either the pre-
defined admin user, or any of the users configured in the Setup — Security —
Local users view.

If authentication has been enabled when accessing the VB330 through the VideoBRIDGE Controller,
the local VB330 user will be “admin”, but with restrictions imposed by the user account. If the
password has been changed from the default, the same password needs to be configured in the Edit
device popup in the VBC Equipment view.

The message entered in the Login message text field will be displayed to the user in the Login view
before logging in.
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6.12.12.3 Setup — Security — Tacacs+

Ports ||Authenticati0n | Tacacs+ | Local users || Password
Tacacs+ parameters

Server IP address 10023118 Tacacs+ zerver IP address
Secret LLCLLE L] Used to encrypt communication - must match setting on Tacacs+ server
Default local user TAC v This u=er account will be used by default for all Tacacs+ authenticated users
Auth-key B serLevel Key to be used to suthorize user access level if enabled on Tacacs+ server
Access level 1 Acmin admin ¥ Select local user account to match value azsigned by Tacacs+ server for Auth-key
Access level 2 Readyrite TAC v Zelect local uzer account to match value assigned by Tacacs+ server for Auth-key
Access level 3 ReadOnly demo ¥ Select local user account to match value azsigned by Tacacs+ server for Auth-key

This view is used to configure a Tacacs+ server for user authentication. For this to be used, Tacacs+
authentication must be selected in the Setup — Security — Authentication view.

To use Tacacs+ authentication, the IP address of the Tacacs+ server must be specified, along with
the secret key used to encrypt the communication between the Tacacs+ server and the VB330 server.
The same key must also be specified as part of the Tacacs+ server configuration.

We recommend using HTTPS when using authentication, as this combines authentication with
encryption. Using authentication with HTTP is not considered very secure since it is possible to
sniff the un-encrypted communication and possible reverse engineer the scrambling of login details.

Tacacs+ parameters

Server IP address IP address of the Tacacs+ server used for authentication.

Secret Configures a fixed string used to encrypt the communication with the server.

Default local user Defines the local user ID that should be used on successful Tacacs+ authen-
tication.

Auth-key Defines which key in the Tacacs+ authentication response to use to determine
the user access level. The value of this key is compared to the Access level
below.

Access level 1-3  Up to three different Tacacs+ access levels can be configured to map to
different local user accounts, allowing different authenticated users to have
different access levels.

The value configured here is matched with the value of the Auth-key con-
figured above.
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6.12.12.4 Setup — Security — Local users

Ports || Authentication || Tacacs+ || Local users || Passward
-f
v TAC

W demo
uzers
uzerd
LUzers
uzerb
uzery
uzerd
uzers
uzerli
uzer
uzer!2
uzerl3

Edit user x

Enabled |+
Marme dema
Password  [sees
Read-only |+

|CIDSE | |Apply changes

List =ize:30
Thesze local users are in addition to the predefined admin user

This view is used to configure local users that are allowed to access the VB330 user interface.
For these to be used, Local users authentication must be selected in the Setup — Security —
Authentication view. The VB330 supports up to 30 local users.

In addition to the users defined here, the predefined “admin” user can also log in. The password for
the “admin” user is configured in the Setup — Security — Password view. Note that the login
requirements towards the Security tab is independent of the general authentication and always
requires the login of the admin user.

It is not possible to see which user is actually logged in to the VB330, as this information is not kept
or used by the probe.

Edit user
Enabled If this is checked, the user is allowed to log in.

Name User-name of the account used to log in.

Password Password of the account used to log in.

Read-only If this is checked, the user only has read-only access to the user interface.
When read-only access is activated a READ-ONLY access message is displayed
under the alarm list. To change any parameters, the user needs to log out and then
log in as another user.
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6.12.12.5 Setup — Security — Access control

Ports || Authentication || Tacacs+ || Local users || Access control || Password

Access control list - all Ethernet interfaces

Enable b
Allowed sources  10.0.301,10.0.30.2
WBC server 1003015

Yhen the Access control list is enabled only clients with IP source address matching the Allowed sources will have access to the probe.
Thiz means that the client will loze contact with the probe if his IP address is nat in the list.

Clicking Test ACL for 30 seconds hutton wil apply the seftings and automatically switch off ACL after 30 seconds so that the user can verify
what happens.

Multiple IP addrezses can be entered separated by spaces or comma. Single IP addresses and subnets are supported.
Example: 10.20.30.4010.0.30.0/24

If an address has been configured in SetupiBC, 1t will be added automatically.

It iz possible to dizakble ACL from a serial port login,

|Appl3~' zettings permanerrtlﬂ

|Test ACL for 30 seconds|

The probe user interface can be protected by a firewall. The firewall is configured in the Setup —
Security — Access control view.

The firewall settings are remembered across reboots. It is possible to lock oneself completely out of
the web and remote login interfaces. In that case a serial port login towards the probe, using a USB
cable, is required to disable the firewall, as described below.

The firewall is enabled by checking Enable in the dialog. When the firewall is enabled, only clients
accessing from IP source addresses listed in the “Allowed sources” field are allowed. In addition,
the VBC server will be allowed access if it has been enabled in the Setup — Routing view. Please
note that the firewall will not be enabled if no VBC server is specified and the “Allowed sources”
field is left blank.

We recommend testing the effect of enabling the firewall by clicking the “Test ACL for 30 seconds”
button first. Any surprises, such as unintentionally being blocked by the firewall and losing
connection to the probe, are then detected before the setting becomes permanent.

To disable the firewall using the USB interface, connect to the VB330 using the method
described in chapter 4.8.2 and log in as the admin user. The default password is elvis, but
can be changed as described in chapter 6.12.12.6. Navigate to the /ewe/probe/core/setup/
security/accessList/ menu by selecting Back, security, accessList and change the value
for enableACL to false.

The firewall will filter the following ports: ftp(tcp), ssh(tcp), telnet(tcp), web(tcp), snmp(udp),
https(tcp).
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6.12.12.6 Setup — Security — Password

Forts || Authentication || Tacacs+ || Local users || Access control | Password

- Security Password
Password | ----- | Required passwaord to log in to this page, telnet, FTP or S5H
Repeat | ----- | Repest the password

It authertication is enabled this password must be reflected in the device setting in %BC's Equipment “iew
to avoid password prompting whenever clicking into the probe GUI from the YBC.

~Insecure downgrade

Allovw inzecure downgrace| |

All pazswwords, passphrases and DREM keys stored in the configuration will be reset to defaults if downgrading to a version
without scrambled password storage.

Thig includes the password for the admin user used to log in to this page.

Any local user's password will become empty. Take action to rectify this once the downgrade is complete.

Apply changes

The Setup — Security — Password view is used to change the password used to access all
of the Setup — Security section. The password is changed by entering a new password and
clicking the Apply changes button. If authentication has been enabled in the Setup — Security —
Authentication view, the password defined here can be used with the special username “admin”.

This password also applies for the admin user when logging in over USB or ssh as described in
chapter 4.8.2, as well as for software upload using ftp as described in appendix G.

Note that if the password is lost, the probe will have to be factory reset to access the Setup —
Security view.

The method for storing passwords in the configuration file changed in version 6.5, making it
incompatible with previous versions. The Allow insecure downgrade checkbox allows downgrades
to a version that is unable to read the passwords from the configuration. Please note that the admin
user password will be reset to the default, and that you will lose all passwords defined for local
users, DRM passphrases and keys configured for OTT channels and SRT passphrases and stream
IDs configured for multicasts.

It is possible to downgrade without losing passwords. Versions 6.3.0-12 and 6.4.0-5 and later can
read the new password storage, converting to the old format. If you need to downgrade further, make
sure the configuration is re-saved in the old format before proceeding, by making an inconsequential
change to the configuration before applying another downgrade. You could, for instance, change the
Probe name in the Setup — Params view and press Apply changes to save the configuration to
disk.
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6.13 Data
6.13.1 Data — Configuration

| Wain || Alarms || OTT || Multicasts | M || RDP || Traffic || Ethernet | ETR 280 || Content || Record || Setup || Data || apout

Configuration || Sofiware || Certificates || Table descriptors || Eii || Eii portahility || Storage |

—Export XML ~Import configuration XML
The following configuration can be imported:

Full configuration

Ethernet stream list withaut joininfo s Full configuration
. e Ethernet stream list (without join infa)
Ethernet stream list with joinint *
= teain s AN Joininr s Ethernet stream list (complete)
Ethernet threstolds » Ethernet thresholds
ETR 101 200 thresholds (A0 « OTT configuration (vith or weithout thrashaolds)
' « ETSITR 101 290 threshalds
ETE 101 290 thresholds (ETR) « Content thresholds

ETE 101 290 thresholds (PID
ETR 101 280 thresholds [(Setvice)

| Chooze file |N|:| file chosen

Redundancy

Traffic fiters

OTT configuration without thresholds

OTT configuration with threshalds

OTT thresholds only To impoart & manually edited config file delete its cre attribute (in line 2

Recarding confiquration with threshalds

Timeline configuration and cortent threshald=s

Scheduling information

Debug dsta

|Configurati|:|n snapshcﬂs|

Full and partial configuration of the 10G Probe can be exported as XML documents. This is
achieved by clicking one of the links inside the Export XML frame. A new browser window pops
up containing the selected XML document. The browser will allow the contents of the page to be
saved to file.

Restoring the 10G Probe configuration, multicast stream list or OTT channel list is just as simple.
Just click the Browse button and select the file that contains the XML document. Then click the Go!
button and the information in the XML document will be applied. The configuration, stream list and
thresholds exports can all be imported.

Configuration files generated by a probe can be imported by the VB330. Multicast stream lists, OTT
channel lists and scheduling information can also be exported to and imported from the VB7880
Advanced Content Extractor.

You can also import and export license and software maintenance keys in XML format from this
page.
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To import documents that have been manually edited the CRC attribute at the very top of the
document must be deleted (i.e. delete crc="..." from the file). This will bypass the checksum
verification mechanism.

Please refer to the document Eii External Integration Interface for detailed information about
XML import and export.

Note that the Ethernet setup parameters (IP address, netmask and gateway) and probe name and
location are not part of the XML document. Hence exporting the full configuration of one 10G
Probe and restoring it on another will make the two 10G Probes identical except for the network
settings.

Clicking the Debug data export option will generate a document containing debug information that
may be useful if 10G Probe misbehavior is reported. This file should be sent along with a description
of the misbehavior.

6.13.1.1 Configuration snapshots

Configuration || Software || Certificates || Table descriptors || Eii || Eii portability || Storage |

List of configuration snapshots

Used configuration slot=: 110

Timestaimp
2025-01-17T11:0254xml 951 kB | 2025-01-17 11:02:54

Restore selected|  [Delete selected|

Provide & description of the snapshot: | | [Add new configuration snapshot

Configuration

Configuration snapshots allow you to save up to 3 named probe configurations directly on the
probe. Each snapshot represents a Full configuration XML document and can be used to restore
the probe to a previous state, similar to uploading a configuration XML.

Access the Configuration snapshot view by clicking the Configuration snapshots button below
the XML export options in the Data — Configuration view. From here you can restore any existing
snapshot by selecting it and clicking the Restore selected button, and create new snapshots by
providing a name and clicking the Add new configuration snapshot button. If all snapshot slots
are used, you can delete an existing snapshot by selecting it and clicking the Delete selected button.

Click the Configuration button to return to the Data — Configuration view.
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6.13.2 Data — Software
Configuration || Software || Table Descriptors m

Import device software Software upgrade information

Device software files have the extension tea The softvware maintenance period on this device is walic until 2023 Moy 1.

After thiz date the device cannct receive newy software updates.

Chooze File | Mo file chozen Maintenance versions of previous releases can still be installed.

The software maintenance period can be extended by cortacting vour zales representative.
The hardware key found in Akhout—License will be reguired to get the upgrade key.

The software section allows the 10G Probe to be upgraded to a newer software version and for
timezone definitions to be updated independently from the software. Select the .tea file from the
local PC and click Go! to copy the software to the VB330. When the upload is complete, clicking
the Save flash button will store the new software to flash. Note that the probe must not be powered
down during the flash save process. Flash save progress is indicated by progress bars. Note that
the probe will reboot when the new software has been successfully stored in flash, and it will be
unresponsive until reboot is completed.

A more detailed description on the software update procedure can be found in G Appendix: Software
Upload

Configuration || Software || Table Descriptors || Eii |

Software image uploaded successfully

14505925 hytes saved to disk

Save flash
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Software update in progress

Witing ...

e T T T e
artings: |1l 3% |

-- Do not power off -
The probe will automatically reboot on completion

Stats updated: 20172017, 8B:14:38 AN

Upgrading to a new major release requires a valid software maintenance license, please refer to
F Appendix: Software Maintenance for more details. If the current software maintenance license

does not cover the uploaded software version, the upgrade will be aborted and the current version is
kept.

6.13.3 Data — Certificates (requires OTT-OPT)

Configuration || Software || Certificates || Tahle descriptors ”HH Eii portahility || Starage |
Certificate storage

~Import PKCS 12 certificate
Import ceificates from PKCS #12 archives (file extensions p12 or pfx)

Passphrase|Enter paszphraze uzed for the PKCE #12 archive

Hame |Name to store the imported CEl

Type ® Cliert certificate ' €4 certificate

| Chooze file |N0 file chozen

Marme 'y Salic from “alicl uritil

old-ca pem Bridge Technologies co as a A, 1956 Aug 15 2002740 2024 Oct 17 13:4313 | 2034 Oct1513:4313 2279kB
selfzigned-ca pem Bridge Technologies oo as 2 A 1956 &ug 15 2002210 2024 Oct 17 15:20:06 | 2034 Oct 15 15:20:06 2273 kB
selfsigned-cli-1 pem Bridge Technologies co as u] Clierit 1956 Aug 15 20:22:58 2024 Oct 17 13:52:22 2025 Oct 17 13:52:22 5599 kB
zelfzigned-cli.pem Bricdge Technologies co as 2 Cliert 1956 Aug 15 2002236 0 2024 Oct 17 15:27:58 | 2034 Oct 15152758 5602 kB

Delete selected

This view makes it possible to upload client certificates for mTLS authentication and CA certificates
for TLS host verification.
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Use Import PKCS #12 certificate to upload a certificate. Certificates must be available as a PKCS
#12 archive (these files usually have a p12 or pfx file extension). Enter the passphrase used for
the PKCS #12 archive, enter a name under which to store the certificate, and select whether the
certificate is a client certificate or a CA certificate. Click the Browse button to select the file that
contains the certificate and then click the Go! button and the certificate will be imported.

All imported certificates are displayed in the certificate list in the bottom half of the screen. To
remove certificates from the certificate store, select the certificate or certificates to remove and click
the Delete selected button.

6.13.4 Data — Table Descriptors

Configuration || Software || Table Descriptors || Ejj

—Iimport custom table descriptors
Cuztom Table Descriptar files have the extension .ctd

Chooze File | Ma file chosen

It is possible to upload parser files to the probe adding support for private descriptors. Private
descriptors should be enabled (in the Setup — ETR view).

Contact Sencore for more information about private descriptors.
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6.13.5 Data — Eii

Configuration || Software || Cerificates || Tahle descriptors ”E“ Eii portahility || Storage |

~Export XML
For mare information zee the AboutTechnologies TAB.
generaldata

ethdata

mywvdata (optional ?streamMame=X as arg)

piclinfo

ottdata

etrdata (optional Pinputld=X&tuning=etupld="" as arg)
etrepg (required Finputld=X&etrEnginefo=Y" az arg)
etrcurrentegg

zcte3Sdata [optional Pinputld=X&tuning=etupld="" as arg)
statuz

alarms

alarmconfigdsta
ipredundancy

The External integration interface (Eii) allows inclusion of Sencore VideoBRIDGE equipment
into 3rd party NMS systems. In order to facilitate integration the Data — Eii view allows export
of XML files containing the data typically being requested by an NMS system via the regular Eii
interface.

Please refer to the document Eii External Integration Interface for detailed information about FEii.

6.13.6 Data — Eii Portability
Configuration || Software || Certificates || Tabile descriptors || Eii || Eii portability || Storage

—Eii portability

These zettings are used to support import and export of configuration files across probes with different
netwark interfaces

Logical name Device name
data pap2 - Amber v
data2 popl - Blue W

management eml - MGMT1
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This view makes it possible to map the logical network interface names data, data2 and manage-
ment to the physical network interfaces available on the VB330. These mappings are used when
importing and exporting configuration files between probes of different types and when using the
setrdp Eii interface.

6.13.7 Data — Storage (requires FLASH32-OPT)
Configuration || Software || Tahle Descriptors HE‘ Storage

SDcard File Storage
PCAP
PCAP file ready for transfer
PCAP_2020-02-28::11:32:19

imestamp Size . Uszed 5.8508 GB/2312%
RDP1 2016-12-15:11:52: 28 4= 2016-12-15 10:53:01 | 377.95 MB | Rename Free: 2284 GB/76.85%
RDP1 2016-12-15:11:5228 metatsd | 2016-12-1510:523 | 1017 B Rename Total 2343 GH

RDP2 2016-12-15:08.50: 25 s 2016-12-15 08:51:22 | 715.26 MB | Rename

RDPZ 201 6-12-15:09.50.2% metatd | 2016-12-15 05:50:535 31 B Rename

RDPZ 2016-12-14:16.35.52 t= 2016-12-14 15:37.20 715.26 MB | Rename

ROP1 2016-12-14.:16:35.22 t= 2016-12-14 15:36:47 | 71526 MB | Rename

ROPZ 2016-12-14:16:35:52 metatd | 2016-12-14 15:35:56 1017 B Rename
ROPT 2016-12-14:16:35:22 metatd | 2016-12-14 15:35:26 1017 B | Rename
RDP1 20161214 161708 metatd | 2016-12-14 15:17:09 1011 B | Bename
EDP1 2016-12-14:16.17.03 = 2016-12-141517:08 | 67728 kB | Bename
ROPZ 2016-12-14:16:08:11 1= 2016-12-14 15:09:15 715,26 MB | Rename h

|Defete selected| [Delete all files|

The FLASH option allows a 32 Gbyte flash card to be used for storing recordings. RDP recordings
made from the RDP — Control view are automatically stored and can be retrieved from here.

PCAP recordings made from the Ethernet — PCAP view can also be stored for later retrieval.
When a PCAP recording is available, clicking the Transfer files button copies it to the persistent
storage area.

The probe will generate system information messages when the storage has less than 10 % free
memory. When the storage is full, a system error is generated. These are configured in the Alarms
— Alarm setup view.
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6.14 About
6.14.1 About — Release info

| Main || Alarms || OTT || Multicasts || W || RDP || Trafiic || Etheret | ETR 280 | Content || Recard || Setup || Data || About

Release info | License || Technologies | Credits || Systermn

“ersion: §.4.0-0
Bluitt; g 13 2024 12:08:10
05 version; Uburtu 24.04 LTS

This view shows the software version, the software build date and the hardware type of the 10G
Probe.
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6.14.2 About — License

Release info | License |Techn0|0gies || Credits || System |
Available options

b Option code Ciption name 2
v IP-OPT IP Monitoring and Analysis (2000 streams) [i]
W W ETR2390-0PT ETSI TR 101 290 for Ethernet (4000400 parallel engines) [i]
v W OTT-OPT OTT &ctive Testing (500500 channels) [i]
W W T2MI-CPT DB-T2Ml Encapsulation Synchronization honitoring [i]
v W SCTEFS-OPT SCTE3S Signaling Analysis and Logging [i]
v IP-STCH-OPT Redundancy switching for IP based on ETR alarms [i]
v v VB 0G2-OPT Additional 10 Ghit SFP+ Input a
v FLASH32-0PT Flazh Storage (3268) [i ]

Current license details License key

Probe status: Activated Product license key or software maintenance period key:

Hardwars key: [Erter product key | [Submit|

Current license: Hote: Changing the festure licenss key (starting with 03307 will reboct the

Serial: probel

Production date: 2022 Jan 1

Adding & demo license (starting with 83307 will reboat the probe nowvy, and
when the demo period expires.

Changing the software maintenance period license (starting with 99587 will not
rehoat the probe.

Software maintenance period: Ends 2028 Lpr 1

Export currert license and software maintenance keys

Manage license activation

The current license does nat require on-line activation. “ou can =till use this
interface to switch licenses using an off-line license request.

Renew license off-line

The License view displays the currently active license. The license includes the available 10G Probe
options and software maintenance details. By clicking the blue information icon associated with
each option it is possible to view option details.

The 10G Probe supports two different licensing schemes, on-line activated licenses and classic
licenses. When using a classic license, product and software maintenance license keys are tied to the
hardware key, in a non-transferable manner. The license is installed once, and can also be exported
in XML format from this page. The classic keys can be imported using the Data — Configuration
view.

When using an on-line activated license, the license key is activated towards a license server.
Depending on the license properties, the activation might need to be updated periodically. The
Current license field will display information on when the license key was last activated and
possibly when it needs to be activated again. Click the Renew button to immediately renew the
license with the license server.

Click the Release button to remove the current license, making it available to another host.
Please make sure you have the license key available before you do this, as you must enter it
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again on the system you wish to transfer the license to. If you have lost the license key, contact
your dealer to retrieve it. Make sure you include all details from this page in your request.

Please refer to E Appendix: On-line License Activation for more information on how to use on-line
activated licenses. This appendix also describes how to renew the license when the 10G Probe
cannot connect to the Internet.

Please refer to F Appendix: Software Maintenance for more details on software maintenance
licenses.

6.14.3 About — Technologies
Release info || License || Technologies || Credits

TIME As part of the VBC, the Timeline functicnality enables operators to go back and explore,

understand, verify and document in complete detail what happened at any given time, or lock
for patterns over lenger periods of time to identify and eliminate problems.

Gold TS Protection makes monitoring for digital services much quicker to set up, and fault-
- TS tracking much faster, more accurate and secure. Gold T3 Protection includes all the checks
PROTECTION specified in the ETR290 standard, but goes much further to include testing for critical conditions
missed by ETR290.

External Integration Interface (Eii) is a well defined interface allowing easy integration of
Bridgetech prebes inte a 3rd party network management system (NMS). Measurement data
and alarms from the probes can be accessed by the NMS through SHNMP traps and/or XML
files, enabling development of a customised graphical user interface that could comprise
equipment from several manufacturers. The Eii interface is described in a document that is
open and available.

m . Full Service Monitoring (FSM) allows easy validation of any server reachable by the probe via
shen Ethernet. The servers may be probed by either sending an ICMP echo request packet (also
known as ping) or performing an HTTP get request. The FSM feature thus allows the operator
to verify that vital system compenents like remote VoD, C& and middleware servers are active,
ensuring cerrect overall system performance. In the event of a server net being reachable, the
operator will be notified by an alarm so that the problem may be corrected. =

The Technologies view lists some of the technologies available in the Sencore VideoBRIDGE
product family.
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6.14.4 About — Credits
Release info || License || Technologies || Credits || Systam

Cortaing software licensed under the GHU General Public License version 2. Please contact your dealer to receive copies of the
source code for these parts.

Cantains softvware icensed under the GMU Lesser General Public License version 2.1,

Cortaing software licensed under the bozilla Public License wersion 2.0,

Containg software licensed under the Apache License version 2.0.
Contributors: Zhi Li (zli@netflix.cam), Todd Goodall theyondmetizi@gmail com), Zhengziony Zhang (zhang zhxiongi@amail.com), Joe Lin
(joe. yuchieh in@@gmail.com), Eddy Wil (chihao eddy wu@gmail .com)

Cantains saftvware from the cURL project licensed under the cUEL license.
Containz software from the FRmpeqg praject licensed under the GHU Leszer General Public License version 2.1.
Thiz product includes software developed by the Open=SL Project for use inthe OpenS5L0 Toolkit. This product includes cryptographic

software written by Eric Young (eay@cryptzoft.com). OpensSL iz licensed under both the CpenSEL license and original S5Leay
licenze

Cortains software based on the jzon.hpp library, jsonhpp is copyright @ 2013-2019 Niels Lohmann.

Contains the jQuery library from the JS Foundation, icensed under the MIT license. Copyright JS Foundation and other contributors.
Containg software from the biTStream project, licenszed under the MIT license. Copyright @ 2010-2011 Wideol AN,

Cortaing software from the brunsli project, licensed under the MIT license. Copyright & 2019 Google LLC.

Cortaing libebur! 28, licensed under the MIT license. Copyright @ 2011 Jan Kokemlller.

Cortains software from the libpgxx project, licensed under the BSD license. Copyright & 2001-2017 Jeroen T. Yermeulen.

Contains software from the libpcap project licensed under the BED licensze.

This view shows information about the software included with the 10G Probe.
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6.14.5 About — System

Release info || License || Technologies || Credits || System

Probe processes Disk status

Process Status Started Usr Sys hdemory RaM Disk 88% free (B96M)

probe evwe Running 2024-03-22 16:45:09 5% 0% 1 00 Configuration: 94% free (BM)

probe sap Running 2024-03-22 164510 0% 0% 4 Flazh &larms: 99% free (32M)

probe flazhzerver Running 2024-03-22 16:47:14 0% 0% 3nd S0 storage: 99% free (29G)

probe tsotflosd Running 2024-04-21 11:33:28

probe linkaut Running 2024-04-21 11:33:28

clemodd Running 2024-03-22 164712 0% 0% 4 Server response time

vh255 Disabled Jittery walues may be caused
backplane Running 2024-03-22 164711 0% 0% M Static STma Redo by broveser averhead,
probe esyslog Running 2024-03-22 16:47:14 0% 0% 2 request: network [stency or heswy
probe etr Running 2024-03-22 164712 0% 0% S5h Ioad

probe relay Running 2024-03-22 164712 0% 0% S

probe.ans Running 2024-03-22 164712 1% 0% 27 .

proke i Running  2024-03-22 16:47:12 0% 0% 5 Lk

probe vidans Running 2024-03-22 164712 123% 13% 1250 (+2h) Debug....

probe capture Running 2024-03-22 16:47:12 0% 0% an Syztem status (ML)

probe ot Running 2024-03-22 16:45:10 % 13%  14M

bk mict okite Running 2024-03-22 16:4712 0% 0% o

probe sy Running 2024-03-22 164712 0% 0% [=1d]

ngin Running 2024-03-22 16:48:03 0% 0% G

sCHi-wrapper Running 2024-03-2216:4712 0% 0% 2

lclpacd Running 2024-03-22 16:45:03 0% 0% 2M

The System view displays a snapshot of the current status of the system, to ensure correct 10G
Probe operation.

The Probe processes overview displays the VB330 services that are required. All the VB330
services listed should have status Running or Disabled if the corresponding feature is not licensed or
available. The current CPU and memory usage is also displayed.

Disk status displays free disk space to give the user some overview of disk resources available.

Server response time is determined upon entering the System view. When the Redo button is
clicked, a new request is sent to the web server.

Clicking the Debug. .. link allows the user to generate a document containing debug information that
may be useful if VB330 misbehavior is reported. This file should be sent along with a description of
the misbehavior.

Clicking the System status (XML)... link generates an XML document with a short description of
the system status.
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A Appendix: VB330 Versus VBC Alarms

The VB330 10G Probe alarms are independent of the VideoBRIDGE Controller alarms. The 10G
Probe has been designed to yield instantaneous alarms based on the current measurements. This
typically results in lots of short-lived alarms that would be “too much” for the VBC to report, as the
VBC may control a large number of 10G Probes. The VBC therefore generates alarms based on
error-second statistics gathered from 10G Probes during a selectable time period (default 60 minutes
— sliding window).

Some the VBC alarms map to only one probe alarm type. Other the VBC alarms map to several
probe or VB7880 Advanced Content Extractor alarms. As an example, the VBC alarm ETR pri one
error does alarming for the following probe alarms:

* TS sync

* Sync byte

* PAT

* Continuity

* PMT

* Missing PID

The VBC GUI has functionality for searching for all 10G Probe alarms that have corresponding
VBC alarms. This makes it easier to find the cause of an VBC alarm.

Ethernet measurement data are sent from the VB330 10G Probe together with Ethernet error-second
threshold values (as set in the VB330 10G Probe Setup — VBC thresh. view). The VBC monitors
the error seconds for each parameter and will raise an alarm provided that the error-seconds figure
exceeds the threshold value, as monitored during the windowing period.
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Figure A.1: VBC alarming based on 10G Probe measurements
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B Appendix: Monitoring Practices

This Appendix summarizes a few useful monitoring practices.

B.1 RTP Monitoring

When running video inside an RTP wrapper it is possible to exactly deduce the number of dropped
IP frames due to network issues. This is possible as a result of the 16-bit sequence counter inside
the RTP header. When the protocol mapping is n'TS/RTP the RTP parameters RTPdrop, RTPdup,
RTPooo and RTPlag will be updated and the corresponding alarms Packet drops:N, Duplicate
packets:N and Out of order packets(lag:N) are fired (if not switched off).

Note that the probe will perform out-of-order corrections before RTP packet loss analysis is per-
formed.

Example of RTP sequences and their effects on monitoring:

Sequence Effect

..., 10,11, 12,13, 14, 17, 18, 19, ... Monitoring page: RTPdrop:+2

2 dropped packets (15-16) Alarms & events: RTP Packet drop: 2

..., 10,12, 13,16, 17, 18, 19, ... Monitoring page: RTPdrop:+3

1 and 2 dropped packets (11, 14-15) Alarms & events: RTP Packet drop: 3
Monitoring page: RTPdrop:+2

..., 10,11, 15, 12, 14, 16, 18, 19, ... Monitoring page: RTPooo:+1

2 dropped packets (13, 17) Monitoring page: RTPlag: 3 (at least)

1 out of order packets of order 3 (15— 12) Alarms & events: RTP Packet drops: 2
Alarms & events: RTP out of order packets (lag:3)

B.2 Default Multicast Monitoring

When the protocol mapping is n'TS/UDP, meaning there is no RTP information in the multicast
stream, there is no easy way to isolate and register network-induced errors. Assumptions can be
done by performing continuity counter analysis for the content of each received UDP-frame on the
fly. The probe will note CC-errors (CCerr) and generate corresponding alarms (CC skips:N).

Imagine the following MPEG-2 Transport Stream being generated by an encoder. The TS contains
two PIDs (50 and 51) and the Continuity Counter (CC) values are continuous for each PID since
there are no packets missing.
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PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51
CC: 12 CC: 1 CC: 13 CC:2 CC: 14 CC: 3 CC: 15 CC: 4 CC: 0 CC:5
PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51
CC: 1 CC: 6 CC:2 CC:7 CC:3 CC: 8 CC: 4 CC:9 CC: 5 CC: 10
PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51 PID: 50 PID: 51
CC: 6 CC: 11 CC:7 CC: 12 CC: 8 CC: 13 CC:9 CC: 14 CC: 10 CC: 15

When the Transport Stream reaches our imaginary head-end some packets (those with red frame)
have been lost (maybe due to a bad satellite connection). Our IP-Streamer packs 7 and 7 MPEG-2
TS packets into each UDP-frame (mapping is 7TS/UDP) and the resulting frames may look like:

PID: 50 § PID: 51 | PID: 50 | PID: 51 | PID: 51 | PID: 51 | PID: 51
CC: 12 CC: 1 CC: 13 CC:2 CC: 4 CC:5 CC: 8
PID: 50 | PID: 51 | PID: 50 § PID: 51 | PID: 50 | PID: 51 | PID: 50
CC:4 CC:9 CC:5 CC:10 | CC:6 CC: 11 CC:7

The probe’s response to this multicast is summarized in the following table:

Sequence

Effect

UDP packet #1 (7 MPEG2 TS packets):
PID 50: 12, 13, 14, 15

PID51:1,2,4,5,8
PID 51 has 2 CC discontinuities of 2 (2—4)

and 3 (5§ —8)

Monitoring page: CCerr:+2

UDP packet #2 (7 MPEG2 TS packets):

PID 50: 4, 5,

6,7

PID 51: 9, 10, 11

PID 50 has 1 CC discontinuity of 6 (13 —4)

Monitoring page: CCerr:+1

If no more CC-errors for at least 1 second

Alarms & events:

CC skips:9 discontinuities:3

Depending on the thresholds you may also get: MLR
>= warning-threshold (9 >=1)

There were 9 TS packets missing (with red frame) and the alarm reflects this.

B.3 Strategy for MediaWindow Analysis

This section provides further insight into MediaWindow analysis and suggests how the Ethernet
threshold settings can be configured to maximize the usefulness of the MediaWindow graphs and

alarms.
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The MLR value is always calculated using the continuity counter inside the transport stream packets.
Since the continuity counter is expected to increase by one for each packet of the same PID it is
possible to detect missing TS packets by noting gaps in the continuity counters. Knowing that there
are usually 7 transport stream packets inside one UDP packet you expect a continuity counter error
of 7 if one UDP packet goes missing. This corresponds to an MLR value of 7. The range of the
continuity counter is 4 bits meaning that if you are unlucky and lose exactly 16 packets for the same
PID you will not be able to detect the packet loss at all. Losing 16 or more packets of the same PID
is very rare and will only happen in networks with plenty of obvious problems.

Not all PIDs carry continuity counters. The null packets (PID 8191) and PIDs carrying PCR
(program clock reference) do not carry continuity counters. This is the reason why losing one UDP
packet does not necessarily result in an MLR of 7 but maybe 6 or even 5 (assuming the mapping is
7TS/UDP).

Systems typically do not mix the mappings among their streams so there is seldom a need to
remember the mapping for streams in order to interpret the exact impact of MLR values.

The range of the MediaWindow graphs can be configured by the user. Even when the graph is updated
in “real-time” each bar in the graph will represent a large number of elementary measurements. For
a SMbit/s stream there will be approximately 500 elementary measurements per second, assuming a
mapping of 7 TS packets into each UDP-frame (i.e. there are approximately 500 UDP packets per
second). An elementary measurement is generated for each interval between two neighboring UDP
frames.

Within each update-interval only the extreme IAT and MLR values are displayed in the graph. For
IAT the peak inter-arrival time over the measurement period represents the IAT for that period. For
MLR the highest loss ratio within any second represents the MLR for that period.

When the range of the graph is set to larger intervals, even more elementary measurements are
merged for each bar-interval.

The rest of this discussion assumes the MediaWindow graph range is set to “running” since that
lowers the probability that more packet losses occurred inside the same bar-interval.

The following figure shows how a large number of elementary measurements are represented by one
bar in the graph.

DFims) CFims)
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B.3.1 |IAT Before and After Router

Packet-loss that occurs before or inside a router will usually not be visible since the queuing
mechanism at the outgoing interface of the router will send out packets in an orderly fashion. If
however the packet-loss did occur after the router (due to line noise for example) thus affect the
timing between two neighboring packets — effectively doubling it — the packet loss will always affect
the IAT component for CBR streams. For VBR streams, that are jittery by default, the extra time gap
may have no effect since there may already be other larger gaps within the MediaWindow interval.

DF(rms) DF(rns)
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MLR(#/5) MLR(#/5)

If a UDP packet goes missing after it has left the router it will visually affect both the IAT and MLR
for CBR streams. The pink line represents one elementary measurement.
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For VBR streams a similar packet-loss will not necessarily affect the IAT graph even if the time
between two neighboring packets doubles. The pink line represents the IAT and MLR value measured
for the missing packet.

B.3.2 Identifying UDP Packet Loss

This discussion does not apply to streams with TS/RTP mapping since in that case identifying UDP
packet loss is straight forward.

There is no fail-safe way to distinguish packet loss caused by dropping UDP packets from packet
loss caused by dropping packets inside the TS layer. IP based networks will generally not introduce
new errors in the TS layer. As soon as the TS layer is wrapped inside UDP packets all further
processing operates on the UDP packets.
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The pink line indicates a packet loss of 1-4 with no jitter component.

As a rule of thumb, the co-existence of small MLR readings (1-4) and no IAT readings can be
assumed to have been caused by packet loss in the original TS data.
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The pink line indicates a packet loss of 6 or 7 and a doubling of the jitter component.

A UDP packet-drop will usually show up in the MLR value as a multiple of the mapping value; for a
mapping value of 7 TS packets into each UDP packet, the MLR component will be equal to 7, 14,
21 etc.

Slightly lower values such as 6, 13, and 20 can be expected if a missing UDP packet did contain one
TS packet without continuity counter (i.e. a PCR packet with no payload).

As we have seen, there is no sure way to distinguish between UDP packet-loss and loss in the
underlying TS packets. One way to deal with the situation is to have a probe doing zero readings
close to the signal source before the network can introduce UDP packet loss.

B.4 Multicast Thresholds

It is useful to configure individual threshold settings for IAT for each stream unless they are fixed at
the same bit-rate. Streams that are being monitored by several probes should have equal Ethernet
thresholds configured on each probe to make it easy to compare measurements for a stream across
several probes.
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As arule of thumb the IAT warning threshold could be set to 50% above the max IAT value observed
over a considerable period of time, the last 24h or so. The IAT error threshold could be set a little
below the maximum jitter the system can tolerate — usually limited by the STB jitter tolerance. STB
manufacturers should be able to provide information about how much jitter they can handle. Setting
the Ethernet warning-threshold too high results in a graph where almost all plots are close to the
x-axis and it becomes less useful to visually compare MediaWindow graphs.

For streams with TS/UDP mapping the default MLR threshold is set so that errors are reported if the
number of CC errors exceeds the number of TS packets in one UDP frame (assumed to be 7).

B.5 Content Thresholds

When enabling the various content analysis options in the Content — Content thresh., a processing
overhead is introduced. Some of the options introduce a relatively small performance overhead,
whereas some may introduce a greater overhead. The overhead is also relative to the data that is
being analyzed, performing picture analysis is heavier on a 4K UHD video stream than on an SD
stream.

The Main — CPU usage view contains a Backlog column that indicate the length of the content
analysis queue for each of CPU core. As long as the backlog value is stable, the system should
have enough resources to handle the configured load. If the value keeps increasing, try disabling
content analysis for a few streams, or filter away PIDs that do not need to be analyzed in the content
threshold.

The VB330 will raise a Content analysis overloaded system alarm if it detects that it is unable to
keep up with the configured load. If the backlog numbers indicate that only a few CPU cores are
overloaded, you can try redistributing the streams using the Main — CPU usage — Advanced
view, or try to reduce the load, as described above.

If the load on the content analysis process becomes extremely high, it might start to drop incoming
data that it is unable to process. If this happens, the VB330 will raise a Data queue overflow
(btvidana) — Thumbnailing and freeze-frame analysis paused, SCTE35 data may be lost system
alarm.

B.6 Dedicated interface for OTT

As a rule of thumb, you should never have OTT traffic on the same network as multicasts. This
means that you should either use one 10G Probe for multicast and one for OTT, or you should use
different and dedicated interfaces for each.

The interface used for OTT traffic is controlled using the Setup — Routing view.
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B.7 Monitoring HTTP Live Streaming (HLS)

In HLS, each profile is identified by its own playlist, whose URL is listed in the master playlist,
which in turn is downloaded from the Manifest URL as configured in the channel configuration in
the OTT — Channels view.

By default, the OTT profiles are identified by their URL. Some streaming systems generate profile
URLSs based on a session ID, and in some cases these session IDs are re-generated every time the
master manifest is downloaded. In these cases, the OTT engine will see all profiles as new every
round and is unable to retain any profile history. If this happens once, the event All playlist URLs
changed is flagged, and if it happens repeatedly, the alarm HLS playlist URLs unstable will be raised
on the channel.

In both cases, the recommendation is to enable the setting Monitor HLS profile manifests only.
This will keep the downloaded master manifest in memory until the session times out (as indicated
by the playlist URLs becoming unavailable), and will also change the way profiles are identified to
instead use their position in the master manifest.

To avoid unwanted alarms about the session timing out, and gaps in the monitoring, set the Reset
connection after timeout value in the OTT — Settings view to a value shorter than the session
timeout.

B.8 Monitoring RTMP and SHOUTcast

For RTMP and SHOUTCcast, data is transmitted in real-time. To allow time for analysis, the
10G Probe downloads data in chunks of ten seconds and then stops, which means that it cannot
continuously monitor streams of these types. Since monitoring blocks the OTT engine, channels
of these types should be assigned their own engine or at least not be mixed with channels of other

types.

B.9 OTT descrambling with Verimatrix

If you are using a Verimatrix VCAS 3.7 server to encrypt your OTT stream, you can get the 10G
Probe to descramble the segments. It will uses the same API to descramble the segments, as the
encoder or segmenter uses to encrypt the segments. To achieve this, the 10G Probe need to be able
to reach the VCAS server’s private encoder interface.

Since the 10G Probe only uses a single interface for OTT, your network needs to be configured such
as the 10G Probe can reach both the VCAS server and your origin server on the same interface.

B.10OTT Bandwidth requirements

The recommended available bandwidth for full coverage OTT monitoring is equal to the sum of the
profile bitrates monitored plus an estimated overhead of 20 % for manifests and IP, TCP and HTTP
headers.
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Note: The OTT engines will be using all available bandwidth on the interface in spikes while
downloading the segments, this is the main reason why it is not a good idea to mix multicasts on the
same interface, as it can cause packet drops which multicasts cannot handle.
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C Appendix: OTT Profile Health

C.1 OTT Profile Health Bar

!

First profile Fifth profile
Status: OK Status: Major alarm

The profile health bar displayed at channel level shows an overview of current status for individual
channel profiles. Different colors indicate status:

e Green: OK

Yellow: Warning
* Orange: Error

* Red: Major

Black: Fatal

All enabled alarms may affect the profile health bar, and alarm severities can be assigned to each
alarm in the Alarms — Alarm setup view.

C.2 OTT Profile Health Timeline

Major alarm approximately
15 minutes ago

st L ket 1

2h ago Time now

100%

254 VB3xx 10G Probe User’s Manual version 6.5



The OTT profile health timeline shows information about channel bitrate and channel alarm status
for the last two hours, with a time resolution of one minute. Green parts of the timeline indicate
profile download time versus segment length. The graph is scaled so that 100% indicates a segment
download time identical to segment length (in seconds), segment length being signaled in the profile
manifest. Quick segment download times therefore result in a ‘low’ green graph, as seen in the left
hand part of the graph above. When download times exceed the user defined profile bitrate warning
and error thresholds the graph is colored yellow and orange respectively.

In addition to profile bitrate indication the graph displays profile status information related to non-
bitrate alarms. Active profile alarms are represented in the graph as 100% bars, the color reflecting
the severity of the alarm. If several alarms are active within a one minute period the graph color will
reflect the most severe alarm. Historical alarms can be examined in more detail by viewing the OTT
alarm list.
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D Appendix: SRT Streams

D.1 Introduction

D.1.1 Overview

SRT is a user-level transport protocol that ensures secure, reliable transport of video and audio
across multiple unstable network connections. With the UDP data transfer protocol at its base, SRT
introduces several enhancements such as end-to-end encrypted data packets (using AES), improved
congestion control and efficient packet loss recovery.

D.1.2 Reception

The probe currently supports receiving up to 10 concurrent SRT streams. SRT reception is configured
by editing a stream in the Multicasts — Streams Edit view and providing the necessary SRT
parameters. In this manner the received SRT stream is turned into a stream for TS monitoring. More
details are provided in section 6.4.8.

The probe can use the SRT protocol to receive streams in three modes of operation:

* Caller: the probe sends the connection request to the peer, which must be listener, and this
way it initiates the connection.

* Listener: the probe waits to be contacted by any peer caller.

* Rendezvous: both parties are equivalent and both the probe and the peer attempt to initiate a
connection simultaneously. Whichever party happens to start first (or succeeds in punching
through the firewall first) is considered to have initiated the connection.

When using the probe in Listener mode it is mandatory to specify:
* Port: local port to listen for connections on

The Host field is ignored in Listener mode.

When using the probe in Caller or Rendezvous mode it is mandatory to specify:

e Host: remote IP address to connect to

e Port: remote port to connect to

All modes of operation may be encrypted and therefore accept a passphrase to decrypt the stream.

In all modes of operation the probe utilizes the network interface the stream is “joined” on, specified
in the General tab in the Multicasts — Streams Edit view.
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D.1.3 Transmission

The probe supports relaying up to two streams using RDP (Return Data Path), and these may be
transmitted using the SRT protocol. SRT transmission is configured in the RDP — Setup view.

When mode Relay over IP is selected, Encapsulation can be set to SRT.

Encapsulation can be set to SRT when the Relay over IP mode is selected. It is then possible to
specify these SRT Transmit options:
* Mode: The SRT mode of operation utilized to transmit.

* Passphrase: passphrase to encrypt the forwarded stream. Must be between 10 and 79 characters
long.

* The latency value insisted upon by the sender side as a minimum value for the receiver.
Minimum 120ms.
The probe can use the SRT protocol to transmit streams in three modes of operation:
» Caller: the probe sends the connection request to the peer, which must be listener, and this
way it initiates the connection.
* Listener: the probe waits to be contacted by any peer caller.

* Rendezvous: both parties are equivalent and both the probe and the peer attempt to initiate a
connection simultaneously. Whichever party happens to start first (or succeeds in punching
through the firewall first) is considered to have initiated the connection.

In all modes of operation the probe utilizes the network interface the stream is “relayed” over,
specified by the Relay via interface configuration option in the RDP Setup page.

The current version of the SRT implementation is based on version 1.4 of the Haivision reference
implementation.
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E Appendix: On-line License Activation

E.1 Introduction

The 10G Probe uses licenses which are activated and updated periodically over the Internet, without
the need for human intervention.

When the 10G Probe sends the on-license activation over the Internet, it includes some basic
information to verify the 10G Probe. This includes a basic hardware footprint, as well as parts of the
SNMP identification data configured in the Setup — Params view.

E.2 Requirements

The VB330 needs to be able to contact the license server either directly or via a proxy server, as
described below. If proxy connectivity also is not available, an off-line activation procedure is
available as well.

The VB330 must also be configured with a correct date and time. Time synchronization is configured
in the Setup — Params view. If time synchronization is not possible, set the time manually using
the Setup — Time view.

Direct access to activation server

To activate the license automatically, the VB330 needs to be configured with a valid DNS server ad-
dress in the Setup — Ethernet view, which is able to look up the host name license.microanalytics.
org. The VB330 needs to be able to contact the host this name resolves to using HTTPS on port 443.

Using the VBC server as a proxy

When installing the VBC software to a server, a proxy is automatically configured to allow its
connected blades to connect to (and only to) the licensing system as described in the previous
section.

When the VB330 has been configured with the address to the VBC server in the Setup — Routing
view, the VB330 will automatically attempt to use this proxy if a direct connection fails.

Using an arbitrary proxy server

The 10G Probe can be configured to use an arbitrary proxy server to connect to the licensing server.
By adding the URL to a proxy server in the Setup — Security — Ports view, the VB330 will
automatically attempt to use this proxy if a direct connection fails.
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Off-line activation procedure

If the VB330 network is completely disconnected from the Internet, it is still possible to activate the
license using the off-line activation procedure. Click the Renew license off-line button to start the
off-line activation procedure. This procedure has to be repeated yearly.

~Renew license off-line

Perfarm the following steps to renew the license:
1.Pleaze verify that the system time iz set carrectly time is nowe 2020-11-02 143730 UTC).
2 Dovvnload the license reguest document to your computer.
Upload the license request document to the license activation interface by visiting
‘https: Micense microanalytics .orgfoffline
4 Upload the license document received from the license activation interface:

[ Wl fil | Ingen fil har vatts

Pleaze note: If the system iz restarted prior to completing step 4, wou must start over from step 2.

Licenze details

Follow the steps described in the dialog to renew or activate the license. To abort the procedure,
click the License details button to return to the previous screen.

First, download the license request document from the 10G Probe to the computer you are browsing
from. Once the file has been downloaded, connect the computer to the Internet if not already
connected, and open the link to the off-line license managerl.

—Activate license

Please upload the license request document (.bin) here:
| Choose File | No file chosen

If you are activating a new system and need to claim a license,
enter the license key here:

|License key to claim, if any

Leave empty to renew an existing or pre-allocated license.

Request license

1https://license.m'icroanalytics.org/ofﬂine
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Select the .bin file that was downloaded in the first step, and optionally add a license key if the
system you are activating did not already have a license attached. Once done, click the Request
license button and save the license document file to the computer.

If needed, re-connect to the VB330 network, return to the Renew license off-line view, select the
.penm file that was generated by the license manager and press Go!

The license should now be added to the system. If this is a new or different license, the 10G Probe
will reboot. Use the License details view to verify that the license was applied correctly.
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F Appendix: Software Maintenance

Purchasing yearly software maintenance enables future feature protection and guarantees access to
the latest software for the 10G Probe.

The software maintenance can be purchased for a two or four year period, typically initially purchased
together with the system itself, during which new major releases can be installed.

The current software maintenance period is displayed in the About — License view, see chapter
6.14.2 for more details. For an overview of software maintenance periods for multiple units, please
refer to the Equipment view on the VideoBRIDGE Controller server.

Use the Data — Software view to update the VB330 software, please refer to chapter 6.13.2.
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G Appendix: Software Upload

The process of performing a software upload to the probe involves the following steps:

1. Obtain the software image.
2. Export and save the probe configuration.
3. Delete any existing probe stream recordings.

4. Transfer the image to the probe using the software upload functionality in the Data — Soft-
ware view or by using ftp, and save the image to flash.

5. Wait while the software is being saved.

6. Verify the new image.

G.1 Obtain the software image

The image will have a .tea extension and is distributed in a compressed ZIP archive together with
the readme file detailing changes for this patch release.

Please study the readme file to be aware of any important information related to your current
software patch. Subsequent patch details may indicate that significant bugs were identified and
resolved after your current version and indicate where special care is recommended.

You can find the current version number under About — Release.

When upgrading to a new major version, please also study the release notes and readme files for all
versions between your currently installed major version and the one you are upgrading to, as there
might be important changes that you need to be aware of.

If you require any assistance understanding the release notes or readme files please contact your first
line support service.

G.2 Export and save the probe configuration

Software upgrade should not alter the probe configuration, however for safety is is a good idea to
export the probe configuration (from the Data — Configuration view) and save it to a file. Please
refer to chapter 6.13.1.
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G.3 Delete any existing probe stream recordings

If any stream recordings is stored on the probe, this may prevent software upgrade, as there might
not be enough internal disk space available for the software image upload to be possible. Therefore
delete any recordings prior to software upload — this is done in the RDP — Control view.

G.4 Transfer the image to the probe and save to flash

Using the software upload functionality in the Data view

From the Data — Software view select the software image file to be uploaded and click the Go!
button. When the software has been successfully transferred to the probe click the Save flash button

and confirm.

Configuration || Software || Table Descriptors || Eii |

Software image uploaded successfully

14505925 hytes saved to disk

Save flash

Progress bars are displayed to show the flash save status.

Software update in progress

Writing ...
[Er==ing: | 0RO RO ORARREERRR RO ARRRRRRRR RN RRRRRREEOOORRRRRRRRRRRNON 1 0o
twr'rting: ““l ”3% |

-- Do not power off -—-
The probe will automatically reboot on completion

Status updated: 20172017, 5:14:38 AW

Note that the probe will reboot when the new software is successfully stored in flash, and the probe
will be unresponsive until reboot has completed.
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Using ftp and telnet/ssh

This method is only available if the corresponding services have been enabled in the Setup —
Security — Ports view. The fip service is needed for the file transfer, and either telnet or ssh for
remote login.

Step 1, alternative A: Using Windows Explorer

Open a Windows Explorer window. Click the address field and type ftp://10.0.20.101 (replace
10.0.20.101 with the probe’s IP address) and hit |] . When asked to log in, enter the User name
admin and password elvis in all lower-case letters (this password can be changed in the Setup —
Security — Password view).

Then drag the software image onto the empty Windows Explorer window. It may be necessary to
retype the string including user and password, as described above. When the file has been copied
onto the probe the Windows Explorer window may look as shown below.

214 = 110030115 - | x
Home Share View 9
A ¥ » Thelnternet » 10.0.30.115 v | @ | Search 10.0.30.115 »p
A
st Quick access J vb230-5.2.0-10.tea
[ Desktop
; Downloads
|=| Documents
&= Pictures
J'! Music
B Videos v
Titern 1 item selected -t &

Step 1, alternative B: Using a terminal based ftp client

In a terminal window type the following commands, replacing the software image name with the
relevant one (the path to the folder in which the software is located should be specified): When asked
to log in, enter the User name admin and password elvis in all lower-case letters (this password can
be changed in the Setup — Security — Password view).

ftp 10.0.20.101

Connected to 10.0.20.101.

220 bftpd 4.4 at 10.0.20.101 ready.
503 USER expected.

User (10.0.20.101:(none)): admin
331 Password please.

Password: elvis
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230 User logged 1in.

ftp> binary

200 Transfer type changed to BINARY

ftp> put vb330-5.2.0-10.tea

ftp> bye

Step 2: Initiate the save to flash using telnet, ssh or USB cable

The image, which is now stored on the probe’s RAM-disk, needs to be saved to flash.

In a terminal window type these commands, replacing the IP address with the relevant one (note that
the password will not be visible on the screen):

telnet 10.0.20.101
gbprobe login: save_flash
password: save_flash

You can also use an Secure Shell (ssh) client, such as PUTTY!, or connect directly using a USB
cable as explained in section 4.8.2. Log in using the same user-name and password as mentioned for
the Telnet option above.

G.5 Wait while the software is being saved

This will take 6-15 minutes. The probe will then reboot automatically. The probe should state that
the software image has been saved successfully.

When using the alternate method do not disconnect the telnet, ssh or USB session before the software
upgrade is completed.

Note that if the probe is powered off while saving image to flash it will not be able to reboot
normally afterwards.

G.6 Verify the new image

Connect a browser towards the probe and verify the version and build time in the About — Release
info view.

1https://www.chiark.greenend.org.uk/~sgtatham/putty/
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G.7 Software upload troubleshooting

If the upgrade is rejected, verify that the software version you are trying to upload is covered by
software maintenance. Refer to F Appendix: Software Maintenance for more details.

Probes that are unable to execute the user program (usually caused by interrupting the save-to-flash
process described above) can still be upgraded. Contact Sencore for details.

To verify that the probe is unable to start the user program, connect the USB cable as explained in
section 4.8.2 and reboot the probe. The diagnostics output will tell if the probe is unable to locate or
execute the user program.

If the web interface does not appear to work correctly straight after upgrading the probe it may be
because the web browser is using files that are cached. Files may be cached for up to one hour in the
web browser. To fix the issue, clear the cache manually:

Google Chrome: Settings — Advanced — Clear browsing data — Cached images and files
Mozilla Firefox: Options — Privacy & Security — Cached Web Content — Clear Now
Microsoft Edge: Settings — Clear browsing data — Choose what to clear — Cached data and files

Note that the probe configuration may be lost when downgrading to an older software version. In
this case the saved configuration file may be useful.
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H Appendix: Restoring probe factory defaults

It is possible to reset the probe to factory settings, erasing most information about the probe
configuration and alarm history. For convenience, the network configuration is kept.

Also note that the unit license key should be noted and stored before the factory reset is performed,
as it might be reset by the factory reset process. The license key is found in the About — License
view of the probe, please refer to section 6.14.2. The license key is also printed during the factory
reset process.

To perform a factory reset of the probe, connect to it using the USB cable using the method described
in section 4.8.2. Instead of logging in as admin, log in with the user name reset_factory and the
password reset_factory. This will start the factory reset process. Do not close the terminal window
during the reset process. It is also possible to connect using telnet or ssh, if the corresponding
setting has been enabled in the Setup — Security — Ports view. Remote factory reset is by default
disabled.

When regular web connection is established, verify that the license key is present in the About —
License view of the probe GUI. If it is not, type or paste it in the license key field and click the
Submit button.
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